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File System Forensic Analysis

Dr. Brian Carrier

Basis Technology

¢ Ingest Modules

Ingest Modules

Recent Activity Module

Hash Lookup Module

File Type Identification Module
Embedded File Extraction Module
Picture Analyzer Module
Keyword Search Module

Email Parser Module

Extension Mismatch Detector Module
Data Source Integrity Module
Android Analyzer Module
Interesting Files Identifier Module
PhotoRec Carver Module

Central Repository Module
Encryption Detection Module
Virtual Machine Extractor Module
Plaso

DJI Drone Analyzer

GPX Analyzer

iOS Analyzer (iLEAPP)

Android Analyzer (aLEAPP)
YARA Analyzer

http://sleuthkit.org/autopsy/docs/user-docs/4.19.2/

Autopsy’s modules for example cover
OS and application artifacts, but also
provide some triage techniques.
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Filetypes
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filel file2 file3 file4d file5
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/df/02-storage-forensics/file-carving
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File signatures are not only handy,
when it comes to carving files!
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JNT, JTP
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NTF
3A 20
COD
44 41 54
attachment
61 74 61 62
69 6C 65
DBF
00
OTF
00 02 00 OO
00 00

OGA, OGG, OGV, OGX

NAVTRAFF
IC
TomTom traffic data file

NB*.
MS Windows journal file

NESM. .
NES Sound file

NITFO
National Imagery Transmission Format (NITF) file

Name:
Agent newsreader character map file

OPCLDAT
1Password 4 Cloud Keychain encrypted attachment

OPLDatab
aseFile
Psion Series 3 Database file

OTTO.
OpenType font file

Ogg Vorbis Codec compressed Multimedia file

https://www.garykessler.net/library/file_sigs.html
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are not only handy,
when it comes to carving files!
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file

file(1) - Linux man page
Name

file - determine file type
Synopsis

file [-bchikLNnprsvz@O] [--apple] [--mime-encoding] [--mime-type] [-e testname] [-F
separator] [-f namefile] [-m magicfiles] file ...

file -C [-m magicfiles]
file [--help]
Description

file tests each argument in an attempt to classify it. There are three sets of
tests, performed in this order: filesystem tests, magic tests, and language tests.
The first test that succeeds causes the file type to be printed.



\|

~/df/06-artifacts o . Hochschule
Bonn-Rhein-Sieg Fraunhofer

Filetypes

~$ file filel

filel
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Exchangeable image file format for digital still cameras

~% file filel /

filel: JPEG image data, Exif standard: [TIFF image data, big-
endian, direntries=11, manufacturer=NIKON CORPORATION,
model=NIKON D32600, orientation=upper-left, xresolution=180,
yresolution=188, resolutionunit=2, software=Ver.1.04 ,
datetime=2020:12:30 16:28:47, GPS-Data], baseline, precision A

8, 3008x2000, components 3 A %ﬁf*?iﬁan -

FA Yo s W e Lo Y . |
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Camera & Imaging Products Association

Standard of the Camera & Imaging Products Association

CIPA DC- X008-Translation- 2019

Exchangeable image file format for digital still cameras:
Exif Version 2.32

This translation has been made based on the original Standard (CIPA DC-X008-2019). In the event
of any doubts arising as the contents, the original Standard is to be the final authority.

Established on April, 2010
Revised on x*month, 2019

Prepared by:

Standardization Committee

Published by:

Camera & Imaging Products Association

N\
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FKIE

Exif data can be embedded in various
formats including JPEG, TIFF or PNG!

https://www.cipa.jp/std/documents/e/DC-X008-Translation-2019-E.pdf
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~$ file filel

filel: JPEG image data, Exif standard: [TIFF image data, big-
endian, direntries=11, manufacturer=NIKON CORPORATION,
model=NIKON D32600, orientation=upper-left, xresolution=180,
yresolution=188, resolutionunit=2, software=Ver.1.04 ,
datetime=2020:12:30 16:28:47, GPS-Data], baseline, precision
8, 3008x2000, components 3
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~% exiftool filel

ExifTool Version Number

File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time

File Inode Change Date/Time
File Permissions

File Type

File Type Extension

MIME Type

Exif Byte Order

Make

Camera Model Name

: Jjpg

: 12.16
: filel

: 4.2 MiB

. 2021:01:07 22:56:33+01:00
. 2021:01:09 02:24:29+01:00
: 2021:01:09 02:24:28+01:00

rW-r--pr--
JPEG

image/jpeg
Big-endian (Motorola, MM)

: OnePlus
: ONEPLUS A6003

\
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Images

~% exiftool filel

ExifTool Version Number

File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time

File Inode Change Date/Time
File Permissions

File Type

File Type Extension

MIME Type

Exif Byte Order

Make

Camera Model Name

-]

: filel

: 4.2 MiB

. 2021:01:07 22:56:33+01:00
. 2021:01:09 02:24:29+01:00
. 2021:01:09 02:24:28+01:00

: Jpg

o ' Hochschule
Bonn-Rhein-Sieg

exiftool includes file system information

12.16

rW-r--r--
JPEG

image/jpeg
Big-endian (Motorola, MM)

: OnePlus
: ONEPLUS A6003

Z Fraunhofer

FKIE
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~% exiftool filel

ExifTool Version Number

File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time

File Inode Change Date/Time
File Permissions

File Type

File Type Extension

MIME Type

Exif Byte Order

Make

Camera Model Name

-]

. filel
: 4.2 MiB

1 2021:01:09 02:24:29+01:00

: Jpg

Hochschule =
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FKIE

12.16

2021:01:07 22:56:33+01:00

2021:01:09 02:24:28+01:00
rPW-r--r--
JPEG

image/jpeg

: Big-endian (Motorola, MM)

: OnePlus “"“‘-—.__.__

: ONEPLUS A6003 But also a lot of (!)

Exif information
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Exif Byte Order

Make

Camera Model Name
Orientation

X Resolution

Y Resolution
Resolution Unit
Modify Date

Y Cb Cr Positioning
Exposure Time

F Number

Exposure Program

Iso

Exif Version

Date/Time Original
Create Date

Components Configuration
Shutter Speed Value
Aperture Value
Brightness Value
Exposure Compensation
Max Aperture Value
Metering Mode

Light Source

Flash

Focal Length

Sub Sec Time

Sub Sec Time Original
Sub Sec Time Digitized
Flashpix Version
Color Space

Exif Image Width

Exif Image Height
Interoperability Index
Interoperability Version
Sensing Method

Scene Type

Exposure Mode

White Balance

Focal Length In 35mm Format

Scene Capture Type
GPS Latitude Ref

GPS Longitude Ref
GPS Altitude Ref

GPS Time Stamp

GPS Processing Method
GPS Date Stamp
Compression
Thumbnail Offset
Thumbnail Length

XMP Toolkit

Capture Mode

Scene

Is HDR Active

Is Night Mode Active
Scene Detect Result Ids

Scene Detect Result Confidences :

: Back

1 4608

1 3456

: Baseline DCT, Huffman coding
8

Lens Facing

Image Width

Image Height
Encoding Process
Bits Per Sample
Color Components

Y Cb Cr Sub Sampling
Aperture

Image Size
Megapixels

Scale Factor To 35 mm Equivalent:

Shutter Speed
Create Date
Date/Time Original
Modify Date
Thumbnail Image
GPS Altitude

GPS Date/Time

GPS Latitude

GPS Longitude
Circle Of Confusion
Field Of View

Focal Length

GPS Position
Hyperfocal Distance
Light value

: Big-endian (Motorola, MM)
: OnePlus

: ONEPLUS A6003

: Horizontal (normal)

72

72

: inches

:2020:12:31 14:43:19

: Centered

: 1/794

8 o7

: Program AE
: 100

1 0220

1 2020:12:31
1 2020:12:31
Y, Cb, Cr, -

: 1/794

8 o7

1 4.72

HC

8 o7

: Center-weighted average

: Unknown

: Off, Did not fire

4.2 mm

1 857774

1 857774

1 857774

: 0100

: sRGB

1 4608

1 3456

: R98 - DCF basic file (SRGB)
: 0100

: Not defined

: Directly photographed

: Auto

¢ Auto v -
: 25 mm & 5
: Standard

: North

: East

: Above Sea Level

1 13:43:19

1 GPS >
1 2020:12:31 =
: JPEG (old-style)

11112

1 26572

: Adobe XMP Core 5.1.0-3jc003
: Photo

: AutoHDR

: False

: False

\
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[41, 41]
[0.99999976, ©.99999976]

8 8
: YCbCra:2:0 (2 2)
H 7

: 4608x3456
: 15.9

N But also a lot of (!)

1 2020:12:31 14:

Exif information

(Binary data 26572 bytes, use -b option to extract)

: 535.2 m Above Sea Level
:2020:12:31 13:
: 50 deg 23' 19.87
: 6 deg 39' 58.13" E

: 0.005 mm

1 71.5 deg

: 4.2 mm (35 mm equivalent: 25.0 mm)

: 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
1 2.08m

2 11,2

19z
N
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~% exiftool filel

Exif Byte Order
Make

Camera Model Name
[..]

Modify Date

[..]

Date/Time Original
Create Date

[..]

Create Date
Date/Time Original
Modify Date
Thumbnail Image

GPS Altitude
GPS Date/Time
GPS Latitude
GPS Longitude

[..]
GPS Position

[.]

: Big-endian (Motorola, MM)
: OnePlus

of

_ Camera information

P

: ONEPLUS A6003 ~

:2020:12:31 14:43:19

¢ 2020:12:31 14:43:19
:2020:12:31 14:43:19

1 2020:12:31 14:43:19.857774
1 2020:12:31 14:43:19.857774
1 2020:12:31 14:43:19.857774

(Binary data 26572 bytes,
use -b option to extract)
535.2 m Above Sea Level

1 2020:12:31 13:43:197

50 deg 23" 19.87" N

: 6 deg 39' 58.13" E

50 deg 23' 19.87" N, 6 deg 39' 58.13" E

Hochschule
Bonn-Rhein-Sieg

\

~ Fraunhofer

FKIE
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~% exiftool filel

Make

Camera Model Name
[...]

Modify Date

[...]

Date/Time Original
Create Date

[...]

Create Date
Date/Time Original

Modify Date

. 2020:

. 2020:
. 2020:

. 2020:
. 2020:

. 2020:

: OnePlus
: ONEPLUS

12:

12:
12:

12:
12:

12:

A6003

31

31
31

31
31

31

14

14:
14:

14:
14:

14:

Hochschule
Bonn-Rhein-Sieg

\

Z Fraunhofer

FKIE

of

_ Camera information

143

43:
43:

43:
43:

43:

19

19
19

19.857774 <=~
19.857774

19.857774

-

L “ Xf“";{;"A t;}

— Temporal
information

By default, Exif does

not support any
time zone information!
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~% exiftool filel

Make .~ onePlus — Camera information

Camera Model Name : ONEPLUS A6003

[..]

Modify Date 1 2020:12:31 14:43:19

[...] B,

Date/Time Original : 2020:12:31 14:43:19 ?”g«. s

Create Date : 2020:12:31 14:43:19 L R W= :

[..] gt ;;:f‘;zﬁ“}m‘ el e e -

P i el Aol Y .

Create Date $2020:12:31 14:43:19.857774 <= S o . .

Date/T-:mn Nini cin-l . 10750 Y Wik o Wl k| 1442 .10 OLC7T777A E—] Tpmnnral

Modify| 0x0007 7 GPSInfo Exif. GPSInfo.GPSTimeStamp Rational Indicates the time as UTC (Coordinated Universal Time). <TimeStamp> is
expressed as three RATIONAL values giving the hour, minute, and second (atomic
clock).

GPS Date/Time : 2020:12:31 13:43:19Z https://www.exiv2.org/tags.html
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~$% exiftool filel

Make

Camera Model Name
[...]

Modify Date

[...]

Date/Time Original
Create Date

[...]

Create Date
Date/Time Original
Modify Date

: OnePlus
: ONEPLUS

2020:12:

2020:12:
2020:12:

2020:12

2020:12:
2020:12:

A6003

31 14:

31 14:
31 14:

:31 14:
31 14:
31 14:

Hochschule
Bonn-Rhein-Sieg

N\

Fraunhofer
FKIE

About

ExifTool meta information reader/writer

& exiftool.org/

_ Camera information

43:

43:
43:

43

43:
43:

:19.857774 <= e

19

19 iy S e
19 ~

— Temporal
information

19.857774
19.857774
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Images

~% exiftool filel

Exif Byte Order
Make

Camera Model Name
[..]

Modify Date

[..]

Date/Time Original
Create Date

[..]

Create Date
Date/Time Original
Modify Date
Thumbnail Image

GPS Altitude
GPS Date/Time
GPS Latitude
GPS Longitude

[..]
GPS Position

[.]

: Big-endian (Motorola, MM)
: OnePlus
: ONEPLUS A6003

:2020:12:31 14:43:19

: 2020:12:31 14:43:19
:2020:12:31 14:43:19

1 2020:12:31 14:43:19.857774
1 2020:12:31 14:43:19.857774
1 2020:12:31 14:43:19.857774

(Binary data 26572 bytes,
use -b option to extract)
535.2 m Above Sea Level

1 2020:12:31 13:43:197

50 deg 23" 19.87" N

: 6 deg 39' 58.13" E

50 deg 23' 19.87" N, 6 deg 39' 58.13" E

of

Hochschule
Bonn-Rhein-Sieg

\

~ Fraunhofer

FKIE
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~$ exiftool "-DateTimeOriginal-=30:0:0 0:0:0" filel

Exif Byte Order

Make

Camera Model Name

[..]
Modi

-]

Date/Time Original

Crea

-]

Crea

Date/Time Original

Modi

Thumbnail Image

GPS
GPS
GPS
GPS

-]
GPS

[.]

fy Date

te Date
te Date
fy Date
Altitude
Date/Time
Latitude

Longitude

Position

1 2020:12

: 1990:12
: 2020:12:

: 2020:12
: 1990:12:
¢ 2020:12:

(Binary

A6003

:31

131
31

:31
31
31

14:

14
14

14
14
14

143
143

:43:
143
:43:

43:

: Big-endian (Motorola, MM)
: OnePlus
: ONEPLUS

19

19
19

19.857774
19.857774
19.857774

data 26572 bytes,
use -b option to extract)
535.2 m Above Sea Level

1 2020:12:31 13:43:197

50 deg 23" 19.87" N

50 deg 23' 19.87" N, 6 deg 39' 58.13" E

: 6 deg 39' 58.13" E

of

Hochschule
Bonn-Rhein-Sieg

\

~ Fraunhofer

FKIE
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~% exiftool "-Model=iPhone" filel

Exif Byte Order

Make

Camera Model Name

[..]
Modi

-]

Date/Time Original

Crea

-]

Crea

Date/Time Original

Modi

Thumbnail Image

GPS
GPS
GPS
GPS

-]
GPS

-]

fy Date

te Date
te Date
fy Date
Altitude
Date/Time
Latitude

Longitude

Position

. 2020:12:

: 1990:12
: 2020:12:

. 2020:12:
: 1990:12:
¢ 2020:12:

(Binary

31

131

31

31
31
31

14:

14:
14:

14:
14:
14:

43:

43:
43:

43:
43:
43:

: Big-endian (Motorola, MM)
: OnePlus
: iPhone

19

19
19

19.857774
19.857774
19.857774

data 26572 bytes,
use -b option to extract)
535.2 m Above Sea Level

1 2020:12:31 13:43:197

50 deg 23" 19.87" N

50 deg 23' 19.87" N, 6 deg 39' 58.13" E

: 6 deg 39' 58.13" E

of

Hochschule
Bonn-Rhein-Sieg

\

~ Fraunhofer
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~$ exiftool -GPSLatitude=1.234 -GPSLongitude=1.337 filel

Exif Byte Order
Make

Camera Model Name
[..]

Modify Date

[..]

Date/Time Original
Create Date

[..]

Create Date
Date/Time Original
Modify Date
Thumbnail Image

GPS Altitude
GPS Date/Time
GPS Latitude
GPS Longitude

[..]
GPS Position

[.]

: Big-endian (Motorola, MM)
: OnePlus
: iPhone

:2020:12:31 14:43:19

¢ 1990:12:31 14:43:19
:2020:12:31 14:43:19

: 2020:12:31 14:43:19.857774
: 1990:12:31 14:43:19.857774
1 2020:12:31 14:43:19.857774

(Binary data 26572 bytes,
use -b option to extract)

: 535.2 m Above Sea Level
¢ 2020:12:31 13:43:197

: 1 deg 14" 2.40" N

: 1 deg 20' 13.20" E

: 1 deg 14" 2.40" N, 1 deg 20' 13.20" E

of

Hochschule
Bonn-Rhein-Sieg

\

~ Fraunhofer
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~% exiftool filel

Make : OnePlus
Camera Model Name : iPhone

S gk

Date/Time Original : 1990:12:31 14:43:19 &7
Create Date : 2020:12:31 14:43:19 S e,
2 & b - w) 3 s W o[

Ly P ,AL“LG‘}’. #‘{'M ‘ & i

45 e . s %‘"\ 19’ - 1“‘.’ - ~ |
Create Date : 2020:12:31 14:43:19.857774
Date/Time Original : 1990:12:31 14:43:19.857774

Tampering Exif data could

GPS Altitude : 535.2 m Above Sea Level % require Changlng mUItlple tags
GPS Date/Time 1 2020:12:31 13:43:19Z
GPS Latitude : 1 deg 14" 2.40" N
GPS Longitude : 1 deg 20' 13.20" E

GPS Position : 1 deg 14" 2.40" N, 1 deg 20' 13.20" E
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~% exiftool filel-edited

Modify Date 1 2021:01:08 11:02:26

Software may change ki
existing Exif metadata... . s - A

Modify Date : 2021:01:08 11:02:26.857774
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~% exiftool filel-edited

Software
Modify Date

Platform

Time Stamp

Version

Creator Tool

History Software Agent
History When

Profile Date Time

Modify Date

1 2021
1 2021

1 2021

:01:08 11:03:19
:01:08 10:00:32

:01:08 11:02:26.857774

of

: GIMP 2.10.22
: 2021:01:08 11?52?33"““‘--..___.
... but also add
: Windows . .
. 1610100199192269 _ _———  NEW information
: 2.10.22
: GIMP 2.10
: Gimp 2.10 (Windows)

Hochschule
Bonn-Rhein-Sieg

N\

Fraunhofer

FKIE




~/df/06-artifacts

lmages

~% exiftool filel-edited

Software
Modify Date

Platform

Time Stamp

Version

Creator Tool

History Software Agent
History When

Profile Date Time

Modify Date

: GIMP
1 2021

1 2021

2.10.22
:01:08 11:02:26

: Windows

: 1610100199192269
: 2.10
. GIMP
: Gimp
1 2021
. 2021

.22

2.10

2.10 (Windows)
:01:08 11:03:19
:01:08 10:00:32

:01:08 11:02:26.857774

\

Fraunhofer
FKIE

O ‘ Hochschule
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Convert epoch to human-readable date and vice versa

‘ 1610100199192269 ’ ‘ Timestamp to Human date ‘ [batch convert]

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in microseconds (1/1,000,000 second):
GMT: Friday, 8. January 2021 10:03:19.192

Your time zone: Freitag, 8. Januar 2021 11:03:19.192 GMT+01:00
Relative: A year ago
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~% exiftool filel-edited

Software : GIMP 2.10.22

Modify Date : 2021:01:08 11:02:26
Platform : Windows

Time Stamp : 1610100199192269

Version 1 2.10.22

Creator Tool : GIMP 2.10

History Software Agent : Gimp 2.10 (Windows)
History When : 2021:01:08 11:03:19
Profile Date Time : 2021:01:08 10:00:32

Create Date :2020:12:31 14:43:19.857774
Date/Time Original : 2020:12:31 14:43:19.857774
Modify Date : 2021:01:08 11:02:26.857774

SHOR f =

33
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Systems focusing on sharing files or messages

System

Dropbox

Facebook

Google Drive

Microsoft OneDrive

Twitter

Summary

Passed through original file, preview can be
SavedAs with stripped off metadata. (Not
tested in 2016)

No embedded metadata displayed. SavedAs
files have no XMP metadata. A few rights
related fields were retained in IIM and Exif. 2
IIM fields contain data generated by Face-
book. Compared to 2016: SaveAs improved

Exif metadata.

Passed through original file, no SaveAs sup-

ported. (Not tested in 2016)

Passed through original file, preview can be
SavedAs with stripped off metadata. (Not
tested in 2016)

No embedded metadata displayed.
Metadata is stripped off in SavedAs files.
Compared to 2016: no change.

Dis-
plays
cor-

rectly

O ’ Hochschule =

Bonn-Rhein-Sieg
Down-

. SaveAs

Dis- load

lays em em

p -
bedded

4Cs? ?e S e
’ ?

IPTC
Exif 1PTC .

IPTC
XMP

Exif IPTC

Exif IPTC Exif IPTC

Exif IPTC

https://iptc.org/standards/photo-metadata/social-media-sites-
photo-metadata-test-results-2019/

The more

metadata standards
the merrier...

~Z Fraunhofer
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Adding Intelligence to Media

& IPTC Photo Metadata Standard 2021.1

IPTC Photo Metadata Working Group - office@iptc.org — Version 2021.1 Revision [, 2021-10-21

About the Standard

1PTC Photo Metadadata Standard 2021 .1, including XM P S P ECI F I CATI o N PA RT 3
e IPTC Corc Metadata Schema 1.3
STORAGE IN FILES

o IPTC Extension Metadata Schema 1.6
Copyright © 2021 by IPTC, the International Press Telecommunications Council - hitps:/ipte.org. All Rights Reserved.,

The IPTC Photo Metadata Standard document is published under the Creative Commons Attribution 4.0 license - see the full license agreement at

hup:/ereativecommons org/licenses/by/4 0/, By obtaining, using and/or copying this document, you (the licensee) agree that you have read,

understood, and will comply with the terms and conditions of the license.

®
This project intends to use materials that are either in the public domain or are available by the permission for their respective copyright holders, All "‘
materials of this IPTC standard covered by copyright shall be licensable at no charge. Adobe

https://www.iptc.org/std/photometadata/specification/IPTC-PhotoMetadata
https://wwwimages2.adobe.com/content/dam/acom/en/devnet/xmp/pdfs/XMP%20SDK%20Release%20cc-2016-08/XMPSpecificationPart3.pdf
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Features

Powerful, fast, flexible and customizable
Supports a large number of different file formats

Writes EXIF, GPS, IPTC, XMP, JFIF, MakerNotes, GeoTIFF, ICC Profile, Photoshop IRB, AFCP and more...
Reads and writes maker notes of many digital cameras

Reads timed metadata (eg. GPS track) from MOV/MP4/M2TS/AVI videos

Numerous output formatting options (including tab-delimited, HTML, XML and JSON)
Multi-lingual output (cs, de, en, en-ca, en-gb, es, fi, fr, it, ja, ko, nl, pl, ru, sv, tr, zh-cn or zh-tw)
Geotags images from GPS track log files (with time drift correction!)

Generates track logs from geotagged images

Shifts date/time values to fix timestamps in images

Renames files and organizes in directories (by date or by any other meta information)
Extracts thumbnail images, preview images, and large JPEG images from RAW files

Copies meta information between files (even different-format files)

Reads/writes structured XMP information

Deletes meta information individually, in groups, or altogether

Sets the file modification date (and creation date in Mac and Windows) from EXIF information
Supports alternate language tags in XMP, PNG, ID3, Font, QuickTime, ICC Profile, MIE and MXF information
Processes entire directory trees

Creates text output file for each image file

Creates binary-format metadata-only (MIE, EXV) files for metadata backup

Automatically backs up original image when writing

Organizes output into groups

Conditionally processes files based on value of any meta information

Ability to add custom user-defined tags

Support for MWG (Metadata Working Group) recommendations

Recognizes thousands of different tags

Tested with images from thousands of different camera models

Advanced verbose and HTML-based hex dump outputs

http://exiftool.sourceforge.net/#features

Luckily, exiftool can parse and display
a lot of different metadata formats!

That is not the case for all applications,
especially when multiple formats
may be present.
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XMP, IPTC/IIM, or Exif; which is preferred?

S exiftool -Gl —XMP-dE:des

:caption-abstract -IFDO:1i

dc] Description
] Caption-Abstract
Image Description

Your metadata may be stored in multiple places in your media file. We took a deep dive to find out which ones are preferred by various applications.

Your important metadata lives in two,
maybe three, places in your file; which one
are you seeing?

Which instance of the IPTC metadata does your favorite application prefer? Inquiring minds want to know.

https://www.carlseibert.com/xmp-iptciim-or-exif-which-is-preferred/

FKIE
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hid e vV ey ... W@ A = W MO0 e
@ Adobe Photoshop CC 2017

FHUIUSIUR Vv Fee Cull dllayge caye Iype Oeeua Cuawe U view ruuw FHO.IUrm e te=

| Q - .:\ ;\ O Raalze Windows to Fit Zoom Al Windows [ Scrubby Zsom  100% F1t Scrman Fll Scrnen

* © captionDifferentAlljpg @ 100% (RGB/8)

captonDifferentAll. jpg

Basic object name here

Camera Data : Joe Photogeapher

Origin

IPTC

IPTC Extension thor Tit stf —

GPS Data 3 t This caption is in the IPTC caption-abstrac
field, The IIM, In other words

Audio Data

Video Data

Photoshop

DICOM

Raw Data \ keywords go here; keywords® 1est image
metadata

e

Copyrighted

D Copyright 20
1234456 789(

Template Fc - ( Cancel

L

https://www.carlseibert.com/xmp-iptciim-or-exif-which-is-preferred/
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Filetypes

Ealzl (2] (2] (2]

file2 file3 file4d file5
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PDFs :

~$ file file2

file2
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PDFs

~$ file file2 PDhlfd_Reference
file2: PDF document, version 1.6 shth scition

Adobe* Portable Document Format
Version 1.7
November 2006

Adobe Systems Incorporated
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PDF Reference

sixth edition

Adobe* Portable Document Format

ICS » 35 % 35.240 » 35.240.30 i/
ISO 32000-2.2020 Adobe Systems Incorporated
o

Document management — Portable document format —
Part 2: PDF 2.0

~Although it is an open standard, one major difference
compared with prior versions of PDF is that ISO now holds
the copyright to the PDF specification and thus PDF 2.0 is

not freely downloadable.”
https://www.pdfa.org/resource/iso-32000-pdf/
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~$ file file2 PDhlfd_Reference
file2: PDF document, version 1.6 shth scition

Adobe* Portable Document Format
Version 1.7
November 2006

Adobe Systems Incorporated
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PDFs

1.1

1.2

1.3

]
PDF/A+"s
@ Competence Center

Metadata in PDF 1.4

Document Information Entries

In early PDF versions a document information dictionary (denoted by the Info
entry in the Traller dictionary of a PDF file) was intended to carry information
about the PDF. This dictionary is not required by in PDF 1.4, but Adobe Acrobat
seems to always create the document information dictionary if it's not present,
whenever a PDF is saved.

PDF 1.4 spedfies the following entries in the document information dictionary:

Tizle, Author, Subiect, Keywords,

Creator, Producer, CreationDate, ModDate, Trapoed

However, it neither strictly regulates whether and how these entries are to be
used, nor prohibits the presence of other entries in the document information
dictionary. Syntactically it's even possible to store arbitrary data structures -
data types other than string, or even dictionaries and arrays - inside the Info
dictionary, although the PDF 1.4 reference advises against storing private con-
tent or structural information in it.

It is important to understand that the PDF data type text string, which is used
for most document information entries, is specified such that it either contains
text encoded using PDFDocEncoding, or as Unicode. If it is encoded in Uni-
code (more precisely: big-endian UTF-16) the first two bytes must be the Uni-
code byte order mark U+FEFF, and the remainder of the string consists of Uni-
code character codes according to the UTF-16 format.

Document XMP Metadata

Beginning with PDF 1.4 an optional entry named Metadata in the Catalog (or
root) object was introduced. This entry is a stream object where the stream
contains metadata encoded in the XMP format which has been introduced by
Adobe in 2001 with the release of Acrobat 5.0. The idea is that the XMP encoded
document Metadata in the Catalog object will obsolete metadata stored in the
Info dictionary.

The details of XMP metadata are described in the XMP specification. XMP is built
on the Resource Description Framework (RDF), which in turn is based on XML.

Component-Level XMP Metadata

Besides the document-leve| Metadata entry in the Catalog object, metadata
entries are also allowed for components in a PDF file, such as pages, form and
image XObjects, embedded font dictionaries, or ICC stream dictionaries.

2008-03-18 Metadata In PDF 1.4 page 2

0 ‘ Hochschule
Bonn-Rhein-Sieg

https://www.pdfa.org
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PDFs

~% exiftool file2

Producer
Creator Tool
Modify Date
Create Date
Metadata Date

Title
Creator
Description

Subject
Author

: PDF Reference, version 1.7

: Adobe Systems Incorporated
: Adobe Portable Document Format (PDF)‘&\‘\\\\\

of

Mostly tool

: Acrobat Distiller 7.0.5 (Windows)4“"'—'|nf0rmatlon

: FrameMaker 7.2

: 2006:11:18 21:10:43-03:30
. 2006:10:17 ©8:10:20Z

: 2006:11:18 21:10:43-03:30

+—__ Temporal

information

Other

Hochschule ~ Fraunhofer

Bonn

meta
nation

— inforn

-Rhein-Sieg

PDF Reference

sixth edition

Adobe* Portable Document Format
Version 1.7
November 2006

Adobe Systems Incorporated

: Adobe Portable Document Format (PDF)
: Adobe Systems Incorporated

FKIE
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P D FS Dokumenteigenschaften

' Beschreibung Sicherheit Schriften Benutzerdefiniert Erweitert

Beschreibung

Datei:

Titel: | PDF Reference, version 1.7

Verfasser: | Adobe Systems Incorporated
. Adobe Portable Document Format (PDF

—

17.10.06, 10:10:20
19.11.06, 00:40:43

rameMaker 7.

Erweitert

PDF erstellt mit: €Acrobat Distiller 7.0.5 (Windows)2>

PDF-Version: 1.6 (Acrobat 7.x)

Speicherort:  /Users/jan-niclas.hilgert/Downloads/

DateigroBe: 53,20 MB (55.779.577 Byte)
Seitenformat:  187,3 x 234,9 mm Seitenanzahl: 1310
PDF mit Tags: Ja Schnelle Webanzeige:  Nein

Abbrechen m
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~$% exiftool 2021-12-03 coronaschvo-ab-04.12.2021 final lesefassung.pdf

Producer

Creator Tool

Title

Creator
Author

48

GPL Ghostscript 9.55.0

PDF24 Creator

Microsoft Word - 2021-12-03 CoronaSchVO ab
04.12.2021 lLesefassung.docx

Holtgoool

Holtgoeol
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Bonn-Rhein-Sieg
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Didier Stevens

PDF Tools
pdf-parser.py

This tool will parse a PDF document to identify the fundamental elements used in the analyzed file. It will not render a PDF document. The code of the parser is quick-
and-dirty, I'm not recommending this as text book case for PDF parsers, but it gets the job done

You can see the parser in action in this screencast.

The stats option display statistics of the objects found in the PDF document. Use this to identify PDF documents with unusual/unexpected objects, or to classify PDF
documents. For example, 1 generated statistics for 2 malicious POF files, and aithough they were very different in content and size, the statistics were identical, proving
that they used the same attack vector and shared the same origin.

The search option searches for a string In indirect objects (not inside the stream of indirect objects). The search Is not case-sensitive, and Is susceptible to the
obfuscation techniques | documented (as I've yet to encounter these obfuscation techniques in the wild, I decided no to resort to canonicalization).

Pages

* About

* Didier Stevens Suite
e Links

* My Python Templates
* My Software

e Professiona

* Programs

e Arlad
Authenticode Tools
Binary Tools
CASToggle

Disitool

EICARgen
ExtractScripts
FileGen
FlleScanner
HeaplLocker
Network Appliance
Forensic Toolkit

* Nokia Time

Lapse Photography

* oledump.py

* OllyStepNSearch

* PDF Tools

* Shelicode

. Patdactn b

https://blog.didierstevens.com/programs/pdf-tools/
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YA\ Adobe

TS DOCUMENT S MIGLY SECURED B Y ADOBE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

FILE NAME ». ORD
FLE SIZE 2. 20MB

TOVIEW POF FILE ONDLY CLICK ON "DOWNLOAD NOW™ ABOVE
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~$ pdfid malicious.pdf YA\ Adobe

PDFiD ©.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj
endobj
stream
endstream
xref
trailer
startxref
/Page
/Encrypt
/0bjStm
/3S
/JavaScript
/AA
/OpenAction
/AcroForm
/JBIG2Decode
/RichMedia
/Launch
/EmbeddedFile
/XFA
/URI
/Colors > 2724

THIS DOCUMENT IS MIGLY SECURED B Y ADOGE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

DOWWNLOAD NOW
FILE NAME . ORDER 20F
FLE SIZE 2. 20MB

TO VIEW POF AILE ONDLY CLICK ON “DOWNLOAD NOW™ ABOVE

O OO R OOCOOCOFROFRPRFRPOOREFRPREELNMNNUOLULO
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~$ pdfid malicious.pdf YA\ Adobe

THIS DOCUMENT IS MIGLY SECURED B Y ADOGE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

R

DOWWNLOAD NOW
FILE NAME . ORDER 20F
FLE SIZE 2. 20MB

TO VIEW POF AILE ONDLY CLICK ON “DOWNLOAD NOW™ ABOVE

Used to
an , when the document

.—— orpage isviewed or opened
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~% pdfid created-with-libre-office.pdf
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This was created with
LibreOffice Writer!

Not always a sign for

/ malicious PDFs!

A

LibreOffice

The Document Foundation
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~$ pdfid malicious.pdf '\‘ AdObe

THIS DOCUMENT IS MIGLY SECURED B Y ADOGE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

DOWWNLOAD NOW
FILE NAME ?. ORDER 20F

FLE SIZE 2. 20MB

TOVIEW POF FILE ONDLY CLICK ON "DOWNLOAD NOW™ ABOVE

Used to an application

/ Launch Actions

A launch action launches an application or opens or prints a document. Table
8.53 shows the action dictionary entries specific to this type of action.
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TABLE 8.53 Additional entries specific to a launch action
KEY TYPE VALUE

S name (Required) The type of action that this dictionary describes; must be Launch
for a launch action.

F file specification  (Required if none of the entries Win, Mac, or Unix is present) The application to
be launched or the document to be opened or printed. If this entry is absent
and the viewer application does not understand any of the alternative entries,
it should do nothing.

Win dictionary (Optional) A dictionary containing Windows-specific launch parameters (see
Table 8.54; see also implementation note 101 in Appendix H).

Mac (undefined) (Optional) Mac OS-specific launch parameters; not yet defined.
Unix (undefined) (Optional) UNIX-specific launch parameters; not yet defined.
NewWindow boolean (Optional; PDF 1.2) A flag specitfying whether to open the destination docu-

ment in a new window. If this flag is false, the destination document replaces
the current document in the same window. If this entry is absent, the viewer
application should behave in accordance with the current user preference.
This entry is ignored if the file designated by the F entry is not a PDF docu-
ment.

PDF Reference 1.7
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~$ pdfid malicious.pdf YA\ Adobe

THIS DOCUMENT IS MIGLY SECURED B Y ADOGE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

R

DOWWNLOAD NOW
FILE NAME . ORDER 20F
FLE SIZE 2. 20MB

TO VIEW POF AILE ONDLY CLICK ON “DOWNLOAD NOW™ ABOVE

\JS or \JavaScript
— contains JavaScript
(not necessarily malicious)
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~$ pdfid malicious.pdf YA\ Adobe

TS DOCUMENT S MIGLY SECURED B Y ADOBE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

R

DOWWNLOAD NOW
FILE NAME . ORDER 20F
FLE SIZE 2.20MB

TOVIEW PDF AILE ONDLY CLICX ON "DOWNLOAD NOW™ ABOVE

Resolves the
«—  specified
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Security Warning

This document is trying to connect to:
. pn9yozqg.sed.notifyafriend.com

If you trust this site, choose Allow. If you do not trust this site, choose
Block.

\\ Remember this action for this site for all PDF documents

Help Block Cancel m
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~$ pdfid malicious.pdf YA\ Adobe

THIS DOCUMENT IS MIGLY SECURED B Y ADOBE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

R

DOWWNLOAD NOW
FILE NAME . ORDER 20F
FLE SIZE 2. 20MB

TO VIEW POF AILE ONDLY CLICK ON “DOWNLOAD NOW™ ABOVE

Number of

inside the PDF
(e.g. Word documents)
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~$ pdfid malicious.pdf '\‘ AdObe

TS DOCUMENT IS MIGLY SECURED B Y ADOBE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

m

Gives the number of

FLE SIZE 2. 20MB

, which can be used to
/ hide other objects

3.4.6 Object Streams

PN ABOVE

PDF 1.5 introduces a new kind of stream, an object stream, which contains a
sequence of PDF objects. The purpose of object streams is to allow a greater
number of PDF objects to be compressed, thereby substantially reducing the size
of PDF files. The objects in the stream are referred to as compressed objects.
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~$ pdf-parser --help

Usage: pdf-parser.py [options] pdf-file|zip-file|url
pdf-parser, use it to parse a PDF document

Options:

o _
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Y.\ Adobe

THIS DOCUMENT IS MIGLY SECURED B Y ADOGE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

R

DOWWNLOAD NOW
FILE NAME ?. ORDER2DF
FLE SIZE 2.20MB

TO VIEW POF AILE ONDLY CLICK ON “DOWNLOAD NOW™ ABOVE
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~$ pdf-parser malicious.pdf 'A‘ AdObe

ObJ 70 THIS DOCUMENT IS WIGLY SECURED B ¥ ADOBE INC. SO THAT ONLY
Type: /Filespec YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

Referencing: 8 © R

<<
/Type /Filespec
; EF(ﬂcaP-dPOPPEP-dOC) FUE NAME 3. ORDER 205
FLE SIZE 2. 20MB
<< TO VIEW POF FILE ONDLY CLICK ON “DOWNLOAD NOW™ ABOVE
/F 8 8 R
>>
>>
obj 8 0
Type: /EmbeddedFile
Referencing:

Contains stream

<<
/Length 8952
/Filter /FlateDecode
/Type /EmbeddedFile
>>
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PDFs

~$ pdf-parser malicious.pdf '\‘ AdObe

ObJ 9 e THIS DOCUMENT IS MIGLY SECURED B Y ADOSE INC. SO THAT ONLY
Type . /AC't ion YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

Referencing:
<<
/Type /Action
/S /Javascript e
/3S (this.exportDataObject({ cName: "eicar-dropper.doc"”, nLaunch: 2 });) FLE SZE: 2.20MB
> > TO VIEW POF AILE ONDLY CLICK ON “DOWNLOAD NOW™ ABOVE
TABLE 8.90 Additional entries specific to a JavaScript action
KEY TYPE VALUE
S name (Required) The type of action that this dictionary describes; must be JavaScript
for a JavaScript action.
Js text string or (Required) A text string or text stream containing the JavaScript script to be exe-

text stream cuted.

Note: PDFDocEncoding or Unicode encoding (the latter identified by the Unicode
prefix U+FEFF) is used to encode the contents of the string or stream. (See imple-
mentation note 126 in Appendix H.)
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~$ pdfid filel.pdf

PDFiD 0.2.8 filel.pdf
PDF Header: %PDF-1.6
obj 12
endobj 12
stream
endstream
xref
trailer
startxref
/Page
/Encrypt
/0bjStm
/3S
/JavaScript
/AA
/OpenAction
/AcroForm
/IBIG2Decode
/RichMedia
/Launch
/EmbeddedFile
/XFA
/URI
/Colors > 2724

(o]

Just a JPEG within
a PDF file.

OO0 OO OO OONORLRNOO LV
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~$ pdfid filel.pdf

PDFiD 0.2.8 filel.pdf
PDF Header: %PDF-1.6

obj

endobj
stream
endstream
xref

trailer
startxref
/Page
/Encrypt
/0bjStm

/3S
/JavaScript
/AA
/OpenAction
/AcroForm
/IBIG2Decode
/RichMedia
/Launch
/EmbeddedFile
/XFA

/URI

/Colors > 2724

12
1

OO0 OO0 OO OONORLRNOOLVUON

/

No embedded file

of
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PDFs

~$ pdf-parser elsbeere.pdf

[..]

obj 12 @

Type: /XObject
Referencing: 11 © R
Contains stream

<<
/BitsPerComponent 8
/ColorSpace /DeviceRGB
/Filter /DCTDecode
/Height 3456
/Length 4416677
/Metadata 11 @ R
/Name /X
/Subtype /Image
/Type /XObject
/Width 4608

65
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PDFs

~$ pdf-parser

~$ exiftool elsbeere.jpg

Exif Byte Order
Make
Camera Model Name

Modify Date

Date/Time Original
Create Date

Create Date
Date/Time Original
Modify Date
Thumbnail Image

GPS Altitude
GPS Date/Time
GPS Latitude
GPS Longitude

GPS Position

1 2020:12:

: 2020:12:
: 2020:12:

1 2020:12:
1 2020:12:
1 2020:12:

(Binary

-0 12 -d elsbeere.jpg elsbeere.pdf

: Big-endian (Motorola, MM)
: OnePlus
: ONEPLUS

A6003

of

31 14:43:19  All our metadata is still there ©!

31 14:43:19
31 14:43:19

31 14:43:19.857774
31 14:43:19.857774
31 14:43:19.857774
data 26572 bytes,

use -b option to extract)

: 535.2 m Above Sea Level
: 2020:12:
: 50 deg 23" 19.87" N
: 6 deg 39' 58.13" E

31 13:43:197

: 50 deg 23' 19.87" N, 6 deg 39' 58.13" E

Hochschule
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~Z Fraunhofer

FKIE
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PDFs :

~$ pdfid malicious.pdf YA\ Adobe

TS DOCUMENT IS MIGLY SECURED B Y ADOBE INC. SO THAT ONLY
YOU WHO IS THE INTENDED RECEIVER CAN VEW IT

B

Indicates that the PDF is owIMOONO

FLE SIZE 2. 20MB

/ pa SSWO rd TO VIEW POF FILE UNDLY CLICX ON “DOWNLOAD NOW™ ABOVE
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Kennwort

,2021-12-03_coronaschvo-a..” ist geschiitzt. Geben Sie ein Kennwort zum Offnen des Dokuments ein.

- Abbrechen

68
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~$ exiftool 2021-12-03 coronaschvo-ab-04.12.2021 final lesefassung-enc.pdf

Warning : Document is password protected (use Password option)

N\

Encrypted PDFs may not even
provide access to metadata
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file3 filea files
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~$ file file3

file3
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Office Documents

~$ file file3
file3:

Word Document (.docx)

v Word 97-2004 Document (.doc)
Word Template (.dotx)
Word 97-2004 Template (.dot)
Rich Text Format (.rtf)
Plain Text (.txt)

Web Page (.htm)
Web Page, Filtered (.htm)

PDF

Word Macro-Enabled Document (.docm)
Word Macro-Enabled Template (.dotm)
Word XML Document (.xml)

Word 2003 XML Document (.xml)

Single File Web Page (.mht)
OpenDocument Text (.odt)
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Office Documents

~$ file document.doc

document.doc: , Little
Endian, Os: MacOS, Version 15.10, Code page: 10000, Author:
Hilgert, Jan-Niclas, Template: Normal.dotm, Last Saved By:
Hilgert, Jan-Niclas, Revision Number: 1, Name of Creating
Application: Microsoft Office Word, Total Editing Time: ©1:00,
Create Time/Date: Mon Dec 13 12:30:00 2021, Last Saved
Time/Date: Mon Dec 13 12:31:00 2021, Number of Pages: 1,
Number of Words: @, Number of Characters: 0, Security: ©




~/df/06-artifacts

Office Documents

[MS-CFB):
Compound File Binary File Format

Intellectual Property Rights Notice for Open Specifications Documentation

. Open ("this
mm')vmmmuu ng
suppont cover inter

. This 15 covered by Microseft copyrights. Wo’nvm
hmwumum-mmdwummmnmwmuum
documentation, you can make coples of it in order to develop imple o5
that are described in this and can mdllmmlm
that use these PO or N your - Y to prope
Implementation. You can aiso n your wummc\.

NS GOCUMeNtation rants any Roenses under those Patents or any other Mrosoft patents
However, & given Open Specifications document might be coverad by the Microsoft Open

Speciications Promise or the Microsoft Community Promise. If you would prefer 8 written license,
o if the " ts doo are not covered by the Open Specfications
Promise or Community Promise, as applcable, patent hcenses are avalable by contacting

g mcrosoft. cem.
*  License Progroms. 10 sce all of the protoctls in SCOpe under & SHEORC MEnse Program and the
B3S0CLLE PItENts, visit the Fatent Map.

. The names of and products inthis might be
Covered by ks or simitar rights. This notice does not grant any
Icenses under those rights. Fanlmdll-unuﬂumms Vit
e micresofl. comytrademarks.

*  Fictitious Names. The [ mmmml
addresses, logos, people, places, and events that are nlﬁa
No amocistion with any real company, organaation, mw'wn,mnmhn

person, place, NM'WUMNO
Reservation of Rights. ummnmumwmmwnmwm
than as spedifically described above, whether by impl

Tools. The Open Specifications documentation dees Not require the use of Mcrosoft programming
m;ummnmmmmmmwmmm If you have access

Progr 9 tooks and yOu are free to take advantage of them. Certain
Op.nSooukm e for use in conjs hon with publcly
i and netwerk prog W ot and, as such, assume that the reader either is famidiar
with the af or hay occess to it

Support. For questions and support, please CoNtact docnep@ micresoft. com

174

lrc ra) - vao2 10407

e Binary Mie Format
rw © 2001 Mcrosoft Conparation
Rewase: Apre 7, 2001

https://docs.microsoft.com/en-

. us/openspecs/windows protocols/ms-cfb/

o ‘ Hochschule
Bonn-Rhein-Sieg

[MS-DOC]:
Word (.doc) Binary File Format

mmmmmo’nmm

. mmmwrm-
mum')vmmmm data por
Suppart wmmwwm

*  Copyrights. This d s covered by copyrights. of any ether
wmwnm-mmdmmmmmbanmmm

GOCUMEntation, you Can make coples of It In order to develop of the ooy
That are Gescrided In this GOCUMENtation and Can GHLIIBULE POFLIAS of It IN YOur IMPIMentations
the

Implementation.
xmmumunmwueuwmmmm mummm
Appies to any " the Open S

i mmmw“m«mmmmnwnmmm

*  Patents. Mcrosolt has patents that mught cover your of the

n the Open Specific. Nesther this notice nee Micresoft's debvery of

ENIS COCUMEntation Grants any SCenses UNOer those PAtENts OF any Other MICTOSOR patents.
However, 8 grven Open Specfications document might Be covered by the Micresoft Upen
.-oecru(m:hwuwm‘kromcarrnmh Promise. If you would prefer 8 written Scense,
or ¥ the are not covered by the Open S
mummum» patent kcenses are avallable by contacting
plg@mucroseft. com.

*  Ucense Programs. To see i of the protocols in scope under 8 specific koense program and the
855008ted patents, visit the Patent Map.

* Trademarks. The names of companies and products n this docy ight be
covered by or semilar 3l property nghts. This notice does ot grant any
mmmmmr«.uuwumum
W micresoft comy/tragemanks.

e Names. The P WWM
mmmmwmmunm n this docy
NO 3530C800n with any real Company, OrQanization, product, mewm
person, place, or event is imtended or should be inferred,

Reservation of Rights. All other rghts are reserved, wmmmwmtmmam
than as specifically described above, whether by

m&muﬁmmlmw&“mm mmmwm-matm Certain
Open for use in with publicty

and network progs % Ot and, 35 Such, 35SUMe that the reader either & famibar
with the o or has acoes to it

Support. For QUETIONs aNd PPO, please CONtACt Joch el ® Mrosaf. com

1/5m

INS-00C) - v20211116
Werd (.doc) Binary File Format
Copyright © 2021

Relesre. November 16, 2021

https://docs.microsoft.com/en-
us/openspecs/office _file formats/ms-doc

Z Fraunhofer

FKIE
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Office Documents

~$ file document.doc

document.doc: , Little
Endian, Os: MacOS, Version 15.10, Code page: 10000, Author:
Hilgert, Jan-Niclas, Template: Normal.dotm, Last Saved By:
Hilgert, Jan-Niclas, Revision Number: 1, Name of Creating
Application: Microsoft Office Word, Total Editing Time: ©1:00,
Create Time/Date: Mon Dec 13 12:30:00 2021, Last Saved
Time/Date: Mon Dec 13 12:31:00 2021, Number of Pages: 1,
Number of Words: @, Number of Characters: 0, Security: ©
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Office Documents

~% olemeta document.doc

[.]
Properties from the SummaryInformation stream:
e D T e C T +
|Property |value

dmmmmm e mmm e e e +
| codepage | 10000

|title |

| subject |

|author |Hilgert, Jan-Niclas

| keywords |

| comments |

| template |[Normal.dotm

|last_saved by
|revision_number

| total edit_time

| create_time
|last_saved time
|num_pages

| num_words

|num_chars
|creating_application
| security

R e T T T R e L T T +

|Hilgert, Jan-Niclas
|1

|60

|2021-12-13 12:30:00
|2021-12-13 12:31:00
|1

|0

|0

|[Microsoft Office Word
|0

About

o _

Hochschule
Bonn-Rhein-Sieg

oletools - python tools to analyze MS
OLE2 files (Structured Storage,
Compound File Binary Format) and MS
Office documents, for malware analysis,
forensics and debugging.

& www.decalage.info/python/oletools

python security

python-library

forensics vba

malware-analysis

parser

macros rif

compound

pyparsing

ms-office-documents ole-files

00 Readme

58 View license

N\

Fraunhofer
FKIE
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Office Documents

~% olemeta document.doc

-]

Properties from the SummaryInformation stream:

| codepage
|title

| subject
|author

| keywords
| comments
| template

|revision_number

| total edit_time

| create_time
|last_saved time
|num_pages

| num_words

|num_chars
|creating_application
| security

R e T T T R e L T T +

|Hilgert, Jan-Niclas
|
|

|Normal.dotm /
|

|1

|60

|2021-12-13 12:30:00
|2021-12-13 12:31:00
|1

|

|

|[Microsoft Office Word
|

o _

is interesting,

but is there more?
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- S
~% olemeta blair.doc
] e e oy R
. e , e
| codepage | 1252 | S e e
|title |Irag- ITS INFRASTRUCTURE OF | o ey b o o e s ¢
| | CONCEALMENT, DECEPTION AND | e 2o o e '
| | INTIMIDATION | T ———"
|subject | | R
|author |default |
| keywords | |
| comments | | J—
| template |[Normal.dot |
|last_saved by |MKhan |
| revision_number | 4 |
|total edit time | 180 |
|last_printed |2003-01-30 21:33:00 |
|create _time | 2003-02-03 ©9:31:00 |
|last_saved time | 2003-02-03 11:18:00 |
|num_pages |1 |
| num_words | 3875 |
|num_chars | 22090 |
|creating_application |Microsoft Word 8.0 |
| security | |

R ittt R e L T T +
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Microsoft Word bytes Tony Blair in the butt

Home > Privacy > Blair's Iraq Dossier

Richard M. Smith (rms@computerbytesman.com)
June 30, 2003

Microsoft Word documents are notorious for containing private information in file headers which people would sometimes rather not share. The British government of Tony Blair just learned this lesson the hard way.

Back in February 2003, 10 Downing Street published a dossier on Iraq's security and intelligence organizations. This dossier was cited by Colin Powell in his address to the United Nations the same month. Dr. Glen
Rangwala, a lecturer in politics at Cambridge University, quickly discovered that much of the material in the dossier was actually plagiarized from a U.S. researcher on Iraq.

You can read Dr. Rangwala's original analysis of the dossier from Feb. 5, 2003 at this URL:

http://www.casi.org.uk/discuss/2003/msg00457 .html

Blair's government made one additional mistake: they published the dossier as a Microsoft Word file on their Web site. When I first heard from Dr. Rangwala about the dossier, I decided to try to learn who had worked on
the document. I downloaded the Word file containing the dossier from the 10 Downing Street Web site (http://www.number-10.gov.uk/) and found the following revision log in the file:

Rev. #1: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq - security.asd"
Rev. #2: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq - security.asd"
Rev. #3: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq - security.asd"
Rev. #4: "JPratt" edited file "C:\TEMP\Iraq - security.doc"

Rev. #5: "JPratt" edited file "A:\Irag - security.doc"

Rev. #6: "ablackshaw" edited file "C:\ABlackshaw\Irag - security.doc"

Rev. #7: "ablackshaw" edited file "C:\ABlackshaw\A;Iraq - security.doc"

Rev. #8: "ablackshaw" edited file "A:\Irag - security.doc"

Rev. #9: "MKhan" edited file "C:\TEMP\Iraq - security.doc"

Rev. #10: "MKhan" edited file "C:\WINNT\Profiles\mkhan\Desktop\Iraqg.doc"

Most Word document files contain a revision log which is a listing of the last 10 edits of a document, showing the names of the people who worked with the document and the names of
the files that the document went under. Revision logs are hidden and cannot be viewed in Microsoft Word. However I wrote a small utility for extracting and displaying revision logs
and other hidden information in Word .DOC files.

https://dfir.com.br/wp-content/uploads/2014/02/blair.htm
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Rev. #1: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Irag - security.asd"
Rev. #2: "cic22" edited file "C:\DOCUME-1\phamill\LOCALS-1\Temp\AutoRecovery save of Iraq - security.asd"
Rev. #3: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq - security.asd"
Rev. #4: "JPratt" edited file "C:\TEMP\Irag - security.doc"

Rev. #5: "JPratt" edited file "A:\Iraq - security.doc”

Rev. #6: "ablackshaw" edited file "C:\ABlackshaw\Iraq - security.doc"

Rev. #7: "ablackshaw" edited file "C:\ABlackshaw\A;Iraq - security.doc”

Rev. #8: "ablackshaw"™ edited file "A:\Iraq - security.doc"

Rev. #9: "MKhan" edited file "C:\TEMP\Iraq - security.doc"

Rev. #10: "MKhan" edited file "C:\WINNT\Profiles\mkhan\Desktop\Iraq.doc"

https://dfir.com.br/wp-content/uploads/2014/02/blair.htm



N\

Fraunhofer
FKIE

~/df/06-artifacts o ‘ Hochschule
Bonn-Rhein-Sieg

Office Documents

Rev. #1: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Irag - securit
Rev. #2: "cic22" edited file "C:\DOCUME-1\phamill\LOCALS-1\Temp\AutoRecovery save of Iraq - securit
Rev. #3: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Irag - security
Rev. #4: "JPratt" edited file "C:\TEMP\Irag - security.doc"

Rev. #5: "JPratt" edited file "A:\Iraq - security.doc”

Rev. #6: "ablackshaw" edited file "C:\ABlackshaw\Iraq - security.doc" . . .
Rev. #7: "ablackshaw" edited file "C:\ABlackshaw\A;Iraq - security.doc” O . doc flles (Or CFBF flles) may S'tl” Occur
Rev. #8: "ablackshaw"™ edited file "A:\Iraq - security.doc"

Rev. #9: "MKhan" edited file "C:\TEMP\Iraq - security.doc"

Rev. #10: "MKhan" edited file "C:\WINNT\Profiles\mkhan\Desktop\Iraq.doc" dunng an |nvestlgat|0n

o Tools like oletools [1] and oledump [2] can
be used for further analysis

https://dfir.com.br/wp-content/uploads/2014/02/blair.htm

[1] https://github.com/decalage2/oletools
[2] https://github.com/DidierStevens/DidierStevensSuite
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~% file file3
file3:
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~% exiftool file3

Zip
Zip
Zip
Zip
Zip
Zip
Zip
Zip

Required Version
Bit Flag
Compression
Modify Date

CRC

Compressed Size
Uncompressed Size
File Name

. 20

: OXx0006

: Deflated

: 1980:01:01 00:00:00
: Ox6cd2a4df

: 346

: 1312

[Content Types].xml

o _
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Industry association for standardizing information and communication systems

[MS-DOCX):

Word Extensions to the Office Open XML (.docx) File
Format

@ e cma About Ecma v Publications and standards v Committees Policies v

Intellectual Property Rights Notice for Open Specifications Documentation

. Upee o (“this
documentation”) for protocols, M.hrmmm e
wipport | averview cover mmﬂ WWNINNM

mmmnmwummmu Regardiess of any other
terms that are contained in the terms of use for the Microsoft webste that hosts this

documentation, you can make coples of it in order 1o develop of the O
m“’e“'wmm““m“mwm“lwlm“d"\m“mm
. that uce thewe 2 oF I8 your "e he
Back to the list Implementation. You can 350 Gstribute i your Imp , With or without modHication, any

schemas, m;«mmm.nmmmmm-w This permission also
applies to any documents that are referenced in the Open Specifications documentation
*  No Trade Secrets. Mcrosoft goes not CIaIm any trade secrat rights n this Socumentation

*  Potents. Microsoft has patents that might cover your of the
E‘ :MA_B 7 6 0escribed n the Open SPEcfications dOCuMentation. Nesther s notice nor MIrosoft’s debvery of
his documentation grants any Roenses Lnder thowe patents Of any other Microsoft patents.
However, 3 grven Open Specfications document might be covered by the Microsoft Open
Specfications Promise or the Mcrosoft Community Promise. If you would prefer 8 written icense,
o If the technologies describad in this documentation are nat covered by the Open Specifications.
ff f| f Promise or Community Promise, as apphcadle, patent censes are avalable Dy contacting
plg@mcrosoft.com
Office Open XML file formats *  Ucense Programs. To see ol of the protocols in scope under 8 specific hoense program and the
SL00ME patents, visit the Patent Map
. The names of gt NG products n this docy might be
covered by trademarks or similar inteliectual property rights, This notice does not grant any
g licenses those For » st of Microsoft try rks,
5th edition, December 2021 o ARt ST, e, v
*  Fictitious Names, The example . Gomain names, emad
addvesses, logos, people, places, and cveuulNl e dew(leqmmu GoCumentation are fictitious.
NO 25500000 with any real COmPany, OrQMNIZALION, PrOGUCE, SOMMN Name, emad address, 1090,
person, place, or event & Intended or thould be Inferred

Reservation of Rights. All other rights are reserved, and this notice mnal vm( any rights other
than as specificaly described above, whether by

Tools, The Open Specifications documentation doos not require the use of Mcrosoft programming
tools or programming environments i order for you to develop an Implementation. If you have access
1o Microsoft programming tools and environments, you are free to take advantage of them. Certain

Opan SPecNcations Gocuments are ntended fOr USE IN CONPUNCTION WIth Publicly avakable standards
This Standard defines Office Open XMLs vocabularies and document representation and e T D =t Gt w0 Sy Soviomi® Wik (50 rundor aher & fomior
packaging. It also specifies requirements for consumers and producers of Office Open XML. SUPPOrL. For questions AN POt please CONLACt Cot 0 B (-1 0307 (o
ECMA-376 contains 5 parts but only parts 1, 2, 3 and 4 have been adopted in the last edition of
the Standard.

PRI
[MN5-00CK] - vd0210817

https://www.ecma-international.org/publications-and- T T ey
standards/standards/ecma-376/

Rewase. Aogust 17, 202

https://docs.microsoft.com/en-
us/openspecs/office standards/ms-docx/

84
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~$ unzip file3 -d file3

Archive: file3
inflating: file3/[Content _Types].xml
inflating: file3/ rels/.rels
inflating: file3/word/_rels/document.xml.rels
inflating: file3/word/document.xml
inflating: file3/word/theme/themel.xml
inflating: file3/word/settings.xml
inflating: file3/docProps/core.xml
inflating: file3/word/fontTable.xml
inflating: file3/word/webSettings.xml
inflating: file3/word/styles.xml
inflating: file3/docProps/app.xml
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~% tree file3

file3
— [Content _Types].xml
— _rels
— docProps
— app.xml
— core.xml
— word
— _rels
L— document.xml.rels
— document.xml
— fontTable.xml
— settings.xml
— styles.xml
— theme

L— themel.xml
— webSettings.xml

5 directories, 10 files
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Office Documents

.docx with an image

~$ tree docx-with-image

docx-with-image
— [Content _Types].xml
— _rels
— docProps
— app.xml
— core.xml
— word
— _rels
L— document.xml.rels
— document.xml
— fontTable.xml
— media
L— imagel.jpeg
— settings.xml
— styles.xml
— theme

L— themel.xml
— webSettings.xml

6 directories, 11 files
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Office Documents

.docx with an image

~$ tree docx-with-image

L— imagel.jpeg
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Office Documents

.docx with an image

~$ exiftool docx-with-image/word/media/imagel. jpeg

Original timestamps
File Modification Date/Time : 1980:01:01 00:00:00+01:00 <F_______....--—— rT]Ea)/ k)ea FEETT1()\/EECj

File Access Date/Time : 1980:01:01 00:00:00+01:00
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Office Documents

~$ exiftool docx-with-image/word/media/imagel. jpeg

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time

Original timestamps

 1980:01:01 00:00:00+01:00 o e QY be removed
: 1980:01:01 00:00:00+01:00
©2021:12:13 17:08:31+01:00

M Timestamp of
unzipping

All our metadata is gone ®!

of
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.docx with an image
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~$ exiftool file3




N\

~/df/06-artifacts Hochschule
0 . Bonn-Rhein-Sieg Fraunhofer

Office Documents

Properties
General Summary  Statistics Content  Custom

Title: = This is a document

Subject:

~$% exiftool file3

Author: Hilgert, Jan-Niclas

Manager:
Title This is a document o
Creator Hilgert, Jan-Niclas Category:

Keywords:
Description Used for demonstration

Comments: Used for demonstration

Hyperlink base:

Template: Normal.dotm

Save preview picture with this document
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Office Documents

Properties

General Summary  Statistics Content  Custom

Created: Monday, 13. December 2021 at 17:08

Modified: Monday, 13. December 2021 at 18:48

~$% exiftool file3

Printed:
Last saved by: Hilgert, Jan-Niclas

evision number:

Total editing time:

Statistics: | statistic name

Pages:
Last Modified By Hilgert, Jan-Niclas Paragraphs:

Lines:
Create Date 2021:12:13 16:08:00Z Words:

Modify Date 2021:12:13 17:48:007Z Characters:
Characters (with spaces):
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Otfice Documents

~$ exiftool file3

Title This is a document
Creator Hilgert, Jan-Niclas
Description Used for demonstration
Last Modified By Hilgert, Jan-Niclas
Create Date 2021:12:13 16:08:007Z
Modify Date 2021:12:13 17:48:007Z
Application Microsoft Office Word

App Version 16.0000
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Office Documents

~% cat file3/docProps/core.xml

dc:title>This is a document</dc:title dc:creator>Hilgert, Jan-
Niclas</dc:creator dc:description>Used for
demonstration</dc:description><cp:lastModifiedBy>Hilgert, Jan-
Niclas</cp:lastModifiedBy dcterms:created xsi:type="dcterms:W3CDTF">2021-

12-13T16:08:00Z</dcterms:created><dcterms:modified xsi:type="dcterms:W3CDTF">2021-12-
13T17:48:00Z</dcterms:modified
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Office Documents

~% oleid file3

oleid 0.60.devl - http://decalage.info/oletools

Filename: file3

Indicator

File format

Container format
Encrypted

VBA Macros

XLM Macros

External
Relationships

Value Risk

MS Word 2007+
Document (.docx)

OpenXML
False

No

No

Description

Container type
The file is not encrypted

This file does not contain
VBA macros.

This file does not contain
Excel 4/XLM macros.

External relationships
such as remote templates,
remote OLE objects, etc

o _
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Bonn-Rhein-Sieg

N\

Fraunhofer

FKIE




~/df/06-artifacts

Office Documents

~% oleid file3-enc.docx

oleid 0.60.devl - http://decalage.info/oletools

Filename: file3-enc.docx

Indicator

File format

Container format

Encrypted

Value Risk
Generic OLE file /
Compound File.

(unknown format)

OLE

True

Description

Unrecognized OLE file.
Root CLSID: - None
Container type

The file is encrypted. It

may be decrypted with
msoffcrypto-tool

o _

Password

Enter the password to open this file:

file3-enc.docx

Hochschule
Bonn-Rhein-Sieg

N\

Fraunhofer
FKIE
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Office Documents

~% exiftool file3-enc.docx

file3-enc.docx

~$% file file3-enc.docx

file3-enc.docx

No metadata accessible
after encryption is
enabled
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~% oleid malicious.doc

oleid 0.60.devl - http://decalage.info/oletools

Filename: malicious.doc

Indicator Value Risk Description
File format MS Word 2007+ Macro
Enabled-Document
(.docm)
Container format OpenXML Container type
Encrypted False The file is not encrypted
VBA Macros Yes, suspicious HIGH This file contains VBA

macros. Suspicious
keywords were found. Use
olevba and mraptor for
more info.

o _
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Filetypes

filed fileb

= lall
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Filetypes

~$ file file4

file4
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SQLite

~$ file file4

file4: , last written using SQLite version
3020001
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Home About Documentation Download License Support Purchase

103

Hochschule

Bonn-Rhein-Sieg

Nell-Known Users of SQLite

WQLite Is used by literally millions of applications with literally billions and billions of deployments. SQLIte is the most widely deployed database engine in the world today.

Small. Fast, Reliable.
Choose any three.

\ few of the better-known users of SQLite are shown below in alphabetical order, This is not a2 complete list. SQLite is in the public domain and so most developers use it in their projects without ever telling us.

"" Adobgaﬁs SQLite as the application file format for their Photoshop Lightroom product. SQLite is also a standard part of the Adobe Integrated Runtime (AIR). It is reported that Acrobat Reader also
uses e,
Adobe
@ Airbus confirms that SQUIte is being used in the flight software for the A350 XWB8 family of aircraft.
AIRBUS
z Apple uses SQLite in many (most?) of the native applications running on Mac 0S-X desktops and servers and on i0S devices such as iPhones and iPods. SQLIte is also used in ITunes, even on non-

|

F,‘ B e ntle Bentley Systems uses SQLite as the application file format for their Microstation CAD/CAM product.
.:j Bartacaing 14t e g

AR B H Bosch uses SQLite in the multimedia systems install on GM, Nissan, and Suzuki automobiles. (link)
) BOSC

‘4 D | The increasingly popular Dropbox file archiving and synchronization service is reported to use SQLite as the primary data store on the client side.

mmexpensify Expensify uses SQLite as a server-side database engine for their enterprise-scale expense reporting software.

\

Z Fraunhofer

FKIE

https://www.sqglite.org/famous.html
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SQLite
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vs Lite Small. Fast. Reliable.
Choose any three.
Home About Documentation Download License Support Purchase Search

Database File Format
» Table Of Contents

This document describes and defines the on-disk database file format used by all releases of SQLite since version 3.0.0 (2004-06-18).

1. The Database File

The complete state of an SQLite database is usually contained in a single file on disk called the "main database file".

During a transaction, SQLite stores additional information in a second file called the "roliback journal”, or if SQLite is in WAL meode, a write-ahead log file.

1.1. Hot Journals

If the application or host computer crashes before the transaction completes, then the rollback journal or write-ahead log contains information needed to restore the main database file to a
consistent state. When a rollback journal or write-ahead log contains information necessary for recovering the state of the database, they are called a "hot journal” or "hot WAL file". Hot
journals and WAL files are only a factor during error recovery scenarios and so are uncommon, but they are part of the state of an SQLite database and so cannot be ignored. This document
defines the format of a rollback journal and the write-ahead log file, but the focus is on the main database file.

1.2. Pages

The main database file consists of one or more pages. The size of a page is a power of two between 512 and 65536 inclusive. All pages within the same database are the same size. The page
size for a database file is determined by the 2-byte integer located at an offset of 16 bytes from the beginning of the database file.

Pages are numbered beginning with 1. The maximum page number is 4294967294 (2% - 2). The minimum size SQLite database is a single 512-byte page. The maximum size database would
be 2147483646 pages at 65536 bytes per page or 281,474,976,579,584 bytes (about 281 terabytes). Usually SQLite will hit the maximum file size limit of the underlying filesystem or disk
hardware long before it hits its own internal size limit.

In common use, SQLite databases tend to range in size from a few kilobytes to a few gigabytes, though terabyte-size SQLite databases are known to exist in production.

https://www.sqlite.org/fileformat.html

FKIE
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SQLite

~$ sqlite3 file4d

SQLite version 3.28.0 2019-04-15 14:49:49

Enter ".help" for usage hints.
sglite>
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SQLite

~$ sqlite3 file4

SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sglite> .tables

audio data

available message view
away_messages

call log

call log participant v2

chat

chat_view

conversion_tuples

deleted chat_job

deleted messages ids view
deleted messages view
frequent
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SQLite

~% sqlite3 file4

SQLite version 3.28.0 2019-04-15 14:49:49

Enter ".help" for usage hints.

sqlite> select * from messages;
1|-1|e[-1]|-1]e||e|[[-1|-1]]|||e|e|e.e|e.e||[-1|-2[-2|-2[[[|[[lel[le]]]|]]]

1001 |MessageFromToday@s .whatsapp.net|0|keyId-0001-001|0|0|This message has been
sent yesterday|1639@63@15@@0|||0|0||||0|1|0.0|@.0|||1639@63@156@0|—1|—1|—
111 Tel el l11]]]

1002 |MessageFromToday@s .whatsapp.net|0|keyId-0001-002|0|0|This message has been
sent today|1639149415@90|||0|@||||0|1|0.@|@.0|||16391494150@O|-1|-1|-
{111 el el 111l

2001 |0-Text@s.whatsapp.net|0|keyId-0002-001|0|0|Hey was
geht?|142@03440@@@@|||6|0||||@|1|@.@|@.6|||1420@344@@@@0|—1|—1|—
{11 el Tel 111l

2002 |0-Text@s.whatsapp.net|1|keyId-0002-002|0|0|Disdas
diggi|1420034500000| | |0|0||||0|1|0.0|0.0|||1420034500000]|-1|-1]-

111 Telllellll]]]

2003 |0-Text@s.whatsapp.net|0|keyId-0002-003|0|0|Wollen wir uns
treffen?|1420034600000]| | |0|0||]||0|1]|0.0|0.0]|||1420034600000|-1]|-1|-

LTI Tel T Tel T
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SQLite

~$ sqlite3 file4d

SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sqlite> select * from messages;
1|-1le|-1|-1]e||e|||-1[-1][||ele|e.e|e.0|||-1[-1]-1|-2[|[[[[[e][[e|l[]]]]
1001 |MessageFromToday@s .whatsapp.net|0|keyIld-0001-001|0]|0|
|1639063015000| | |0|0|]|]||0|1|0.0]|0.0]|||1639063015000|-1]|-1]-
11T el el [TT1T]
1002 |MessageFromToday@s .whatsapp.net|0|keyIld-0001-002|0]|0|
|1639149415000] | |0|0]||||0]|1]|0.0]|0.0]||1639149415000]|-1]-1]-

1[I el T Tel [T
2001|0-Text@s.whatsapp.net|0|keyId-0002-001|0]|0|

| 1420034400000 | |0|0||||0]|1]|0.0|0.0]| | |1420034400000|-1|-1] -
1[I ellTel 11111
2002 | 0-Text@s.whatsapp.net|1|keyId-0002-002|0]|0|

| 1420034500000]| | |0|0||||0|1|0.0|0.0]|||1420034500000|-1]|-1] -
11T el el [ TT1T]
2003 |0-Text@s.whatsapp.net|0|keyId-0002-003|0|0|

| 1420034600000| | |0|0||||0|1|0.0|0.0]|||1420034600000|-1]|-1] -

LTI Tel T Tel T
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SQLite

~$ sqlite3 file4

SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sqlite> .headers on
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SQLite

~% sqlite3 file4

SQLite version 3.28.0 2019-04-15 14:49:49

Enter ".help" for usage hints.

sqlite> select * from messages;

_id| |key from _me|key id|status|needs push| | timestamp|media_url
|media_mime_ type|media_wa_type|media_size|media_name|media_caption|media_hash|me
dia_duration|origin|latitude|longitude|thumb_image|remote resource|received time
stamp|send_timestamp|receipt_server_timestamp|receipt_device timestamp|read devi
ce timestamp|played_device timestamp|raw_data|recipient_count|participant_hash]|s
tarred|quoted row_id|mentioned jids|multicast id|edit version|media_enc_hash|pay
ment_transaction_id|forwarded|preview type|send count|lookup tables|future _messa

ge type
1|-1|e|-1|-1]e||e|||-1[-1][||ele|e.e|e.o|||-1[-2]-21|-2[|[[[[[e][[e|l[]]]]
1001 | |0| keyId-0001-001|0]|0|
| 1639063015000 | |0|@]||||e|1|e.0|0.0]|||1639063015000|-1|-1]-
1[I el T Tel [T \
1002 | |0 | keyId-0e01-002|0]|0|
|1639149415000| | [@|e||||e[1]|e.0]|e.0]|[1639149415000|-1]-1]- That's pretty hard to read...

11T el el [T
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[ ]

¢ New Database 2 Open Database

| Create Table

Name

v || Tables (137)

v

| audio_data

/| away_messages

| call_log

| call_log_participant_v2

| chat

| conversion_tuples

| deleted_chat_job

| frequent

| frequents

| group_notification_version

/| group_participant_device

| group_participant_user

/| group_participants

| group_participants_history

| invoice_transactions

= jid

| joinable_call_log

| keywords

| labeled_jid

| labeled_jids

| labeled_messages

| labeled_messages_fts

| labeled_messages_fts_content
| labeled_messages_fts_seqdir

(o Create Index @ Print

Type

= DB Browser for SQLite - /private/tmp/file4

=¥ Open Project |=] Save Project (@ Attach Database 35‘ Close Database

Database Structure Browse Data Edit Pragmas Execute SQL

Schema

CREATE TABLE audio_data (message_row_id INTEGER PRIMARY KEY, waveform BLOB)

CREATE TABLE away_messages (_id INTEGER PRIMARY KEY AUTOINCREMENT, jid TEXT UNIQUE NOT NULL)

CREATE TABLE call_log (_id INTEGER PRIMARY KEY AUTOINCREMENT, jid_row_id INTEGER, from_me INTEGER, call_id TEXT,
CREATE TABLE call_log_participant_v2 ( _id INTEGER PRIMARY KEY AUTOINCREMENT, call_log_row_id INTEGER, jid_row_id IN
CREATE TABLE chat (_id INTEGER PRIMARY KEY AUTOINCREMENT,jid_row_id INTEGER UNIQUE,hidden INTEGER,subject TE:
CREATE TABLE conversion_tuples (jid_row_id INTEGER PRIMARY KEY, data TEXT, source TEXT, biz_count INTEGER, has_user_
CREATE TABLE deleted_chat_job ( _id INTEGER PRIMARY KEY AUTOINCREMENT, chat_row_id INTEGER NOT NULL, block_size
CREATE TABLE frequent (_id INTEGER PRIMARY KEY AUTOINCREMENT, jid_row_id INTEGER NOT NULL, type INTEGER NOT |
CREATE TABLE frequents (_id INTEGER PRIMARY KEY AUTOINCREMENT, jid TEXT NOT NULL, type INTEGER NOT NULL, me¢
CREATE TABLE group_notification_version (group_jid_row_id INTEGER PRIMARY KEY, subject_timestamp INTEGER NOT NULL,
CREATE TABLE group_participant_device (_id INTEGER PRIMARY KEY AUTOINCREMENT, group_participant_row_id INTEGER |
CREATE TABLE group_participant_user (_id INTEGER PRIMARY KEY AUTOINCREMENT, group_jid_row_id INTEGER NOT NULL
CREATE TABLE group_participants (_id INTEGER PRIMARY KEY AUTOINCREMENT, gjid TEXT NOT NULL, jid TEXT NOT NULL
CREATE TABLE group_participants_history (_id INTEGER PRIMARY KEY AUTOINCREMENT, timestamp DATETIME NOT NULL,

CREATE TABLE invoice_transactions (message_row_id INTEGER PRIMARY KEY,pay_transaction_id INTEGER)

CREATE TABLE jid (_id INTEGER PRIMARY KEY AUTOINCREMENT, user TEXT NOT NULL, server TEXT NOT NULL, agent INTE
CREATE TABLE joinable_call_log (call_log_row_id INTEGER PRIMARY KEY,call_id TEXT NOT NULL,joinable_video_call INTEGER |
CREATE TABLE keywords (_id INTEGER PRIMARY KEY AUTOINCREMENT, keyword TEXT UNIQUE NOT NULL)

CREATE TABLE labeled_jid (_id INTEGER PRIMARY KEY AUTOINCREMENT, label_id INTEGER NOT NULL, jid_row_id INTEGER

CREATE TABLE labeled_jids (_id INTEGER PRIMARY KEY AUTOINCREMENT, label_id INTEGER NOT NULL, jid TEXT)

CREATE TABLE labeled_messages(_id INTEGER PRIMARY KEY AUTOINCREMENT,label_id INTEGER NOT NULL,message_row_
CREATE VIRTUAL TABLE labeled_messages_fts USING FTS3()

CREATE TABLE 'labeled_messages_fts_content'(docid INTEGER PRIMARY KEY, 'cOcontent')

CREATE TABLE 'labeled_messages_fts_seqgdir'(level INTEGER,idx INTEGER,start_block INTEGER,leaves_end_block INTEGER,er
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SQLite

¢ New Database 2 Open Database

"2 DB Browser for SQLite - /private/tmp/file4

=¥ Open Project |=] Save Project (@ Attach Database

Database to SQL file...
Table(s) as CSV file...

Table to JSON...

£ Close Database

v
Database Structure Edit Pragmas  Execute SQL
Table: || messages a & 4 2 @B & & W 8 By Filterin any column
: v H v H
_id key_remote_jid key_from_me key_id status needs_push data timestamp me
Filter Filter Filter Filter Filter |Filter Filter Filter Filter
1 1 -1 0 -1 -1 0 0
2 1001 MessageFromToday@s.whatsapp.net 0 keyld-0001-001 0 0 This message has been sent yesterday 1639063015000
3 1002 MessageFromToday@s.whatsapp.net 0 keyld-0001-002 0 0 This message has been sent today 1639149415000
4 2001 O-Text@s.whatsapp.net 0 keyld-0002-001 0 0 Hey was geht? 1420034400000
5 2002 O-Text@s.whatsapp.net 1 keyld-0002-002 0 0 Disdas diggi 1420034500000
6 2003 O-Text@s.whatsapp.net 0 keyld-0002-003 0 0 Wollen wir uns treffen? 1420034600000
7 2004 O0-Text@s.whatsapp.net 0 keyld-0002-004 0 0 So gegen 15:30 Uhr? 1420034700000
8 2005 O-Text@s.whatsapp.net 1 keyld-0002-005 0 0 OK.Wo denn? 1420034800000
9 2006 O-Text@s.whatsapp.net 1 keyld-0002-006 0 0 ? 1420034900000
10 3001 O-Text-WithSmileys@s.whatsapp.net 0 keyld-0003-001 0 0 Kiss: O 1419948000000
11 3002 O0-Text-WithSmileys@s.whatsapp.net 1 keyld-0003-002 0 0 Thumbup: O 1419948100000
12 3003 O-Text-WithSmileys@s.whatsapp.net 0 keyld-0003-003 0 0 Big smile: O 1419948200000
13 3004 0-Text-WithSmileys@s.whatsapp.net 0 keyld-0003-004 0 0 UTF SMILING FACE WITH OPEN MOUTH 1F603: & 1419948300000
14 3005 O-Text-WithSmileys@s.whatsapp.net 0 keyld-0003-005 0 0 Male: O; Female: O; House: O; long long text until next ... 1419948400000
15 3006 O-Text-WithSmileys@s.whatsapp.net 1 keyld-0003-006 0 0 Smiley mix: ... 1419948500000
16 4001 O-Text-Long@s.whatsapp.net 0 keyld-0004-001 0 0 @Handbook 2013¢Z... 1419861600000
17 5001 O-Text-InvalidUTF8@s.whatsapp.net 0 keyld-0005-001 0 0 1419775200000
18 6001 0-Quote@s.whatsapp.net 0 keyld-0006-001 0 0 Text of first user 1419688800000
19 6002 0-Quote@s.whatsapp.net 1 keyld-0006-002 0 0 [I've quoted you 1419688900000

M| 41-190f43 b | M

Goto: 1
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File Help

CEX
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phone umber joct mes=5ge Whats&pp Chat [TestCaseTextOnly)

TestCaseMessageFromToday 2014.04.22 - 16:49:11

TestCaseTextOnly 2014.03.28 - 10:45:50

TestCaseTextwithsmileys 2014.03.25 - 10:44:13 EDEESEA 014 08 26 - 104500
TestCaseSingleImage 2014.03.28 - 10:43:20 : _

TestCaseMultipleImages 2014.03.26 - 10:42:00 Disdas diggi ;
TestCaseVeryLongSingleMessane 2014.03.28 - 10:38:20 0T e O TO S ITO

TestCaselocation
4917612345000-1234567890)
4917612345000@s.whatsapy
4917612345001@s.whatsapy
4917612345002@s.whatsapy
4917612345003@s.whatsapy
4917612345004@s.whatsapy
TestCaseAudio
TestCaseContactycard
TestCaseTextWithSmileysand
TestCasevideo

Author
Email address
Web

WhatsApp Viewer

v1.4

Andreas Mausch
andreas.mausch@gmail.com

http:ffandreas-mausch.github.iofwhatsapp-viewer!
https:/{github.comfandreas-mauschf

[ Export.. ]

-02.28 - 10:45:20

-02.28 - 10:45:20

2014.02.28 - 10:45:40

2014.02.28 - 10:45:50

https://andreas-mausch.de/whatsapp-viewer/

In some cases there may already be
tools to parse, interpret and visualize
databases of an application

In other cases there aren’t
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SQLite Database
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Page | Page | Page | Page | Page | Page | Page | Page | Page | Page
Cell Pointer Unallocated Cell | Cell Cell
Array Region N N-1 1

Table B-Tree Leaf Cell
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[ NON ) 2 DB Browser for SQLite - /private/tmp/file4
¢y New Database 2 Open Database 14 . |/ Open Project |=| Save Project (@ Attach Database 3( Close Database
v
Database Structure Edit Pragmas Execute SQL
Table: [=] messages & & B =] = R A | B [Filter in any column
v : v
_id key_remote_jid key_from_me key_id status needs_push data timestamp me
Filter Filter Filter Filter Filter  |Filter Filter Filter Filter
1 1 -1 0 -1 -1 0 0
2 1001 MessageFromToday@s.whatsapp.net 0 keyld-0001-001 0 0 This message has been sent yesterday 1639063015000
3 1002 MessageFromToday@s.whatsapp.net 0 keyld-0001-002 0 0 This message has been sent today 1639149415000
4 2001 O-Text@s.whatsapp.net 0 keyld-0002-001 0 0 Hey was geht? 1420034400000
5 2002 O0-Text@s.whatsapp.net 1 keyld-0002-002 0 0 Disdas diggi 1420034500000
6 2003 O0-Text@s.whatsapp.net 0 keyld-0002-003 0 0 Wollen wir uns treffen? 1420034600000
7 2004 O-Text@s.whatsapp.net 0 keyld-0002-004 0 0 So gegen 15:30 Uhr? 1420034700000
8 2005 O-Text@s.whatsapp.net 1 keyld-0002-005 0 0 OK. Wo denn? 1420034800000
9 2006 O-Text@s.whatsapp.net 1 keyld-0002-006 0 0 7 1420034900000
10 3001 O-Text-WithSmileys@s.whatsapp.net 0 keyld-0003-001 0 0 Kiss: O 1419948000000
11 3002 O0-Text-WithSmileys@s.whatsapp.net 1 keyld-0003-002 0 0 Thumbup: O 1419948100000
12 3003 O-Text-WithSmileys@s.whatsapp.net 0 keyld-0003-003 0 0 Big smile: O 1419948200000
13 3004 O-Text-WithSmileys@s.whatsapp.net 0 keyld-0003-004 0 0 UTF SMILING FACE WITH OPEN MOUTH 1F603: & 1419948300000
14 3005 O-Text-WithSmileys@s.whatsapp.net 0 keyld-0003-005 0 0 Male: O; Female: O; House: O; long long text until next ... 1419948400000
15 3006 O-Text-WithSmileys@s.whatsapp.net 1 keyld-0003-006 0 0 Smiley mix: ... 1419948500000
16 4001 O-Text-Long@s.whatsapp.net 0 keyld-0004-001 0 0 @Handbook 2013¢Z... 1419861600000
17 5001 O0-Text-InvalidUTF8@s.whatsapp.net 0 keyld-0005-001 0 0 1419775200000
18 6001 0-Quote@s.whatsapp.net 0 keyld-0006-001 0 0 Text of first user 1419688800000
19 6002 0-Quote@s.whatsapp.net 1 keyld-0006-002 0 0 [I've quoted you 1419688900000
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https://sqlite.org/src4/doc/trunk/www/varint.wiki

~% xxd file4d
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~$ xxd file4d
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s New Database

Table:
_id
Filter

1 1
2 1001
3 1002
4 2002
5 2003
6 2004
7 2005
8 2006
9 3001
10 3002
11 3003
12 3004
13 3005
14 3006
15 4001
16 5001
17 6001
18 6002
19 7001

£ Open Database

\J messages

key_remote_jid
Filter
-1
MessageFromToday@s.whatsapp.net
MessageFromToday@s.whatsapp.net
0-Text@s.whatsapp.net
0-Text@s.whatsapp.net
0-Text@s.whatsapp.net
0-Text@s.whatsapp.net
0-Text@s.whatsapp.net
0-Text-WithSmileys@s.whatsapp.net
0-Text-WithSmileys@s.whatsapp.net
0-Text-WithSmileys@s.whatsapp.net
0-Text-WithSmileys@s.whatsapp.net
0-Text-WithSmileys@s.whatsapp.net
0-Text-WithSmileys@s.whatsapp.net
0-Text-Long@s.whatsapp.net
0-Text-InvalidUTF8@s.whatsapp.net
0-Quote@s.whatsapp.net
0-Quote@s.whatsapp.net

0-Link@s.whatsapp.net

M| 4d1-200f42 b | H

Database Structure Edit Pragmas
B e
v

Hochschule

o) _

=2 DB Browser for SQLite - /private/tmp/file4-deleted

B & ¢

key_from_me

Filter

key_id

Filter

-1
keyld-0001-001
keyld-0001-002
keyld-0002-002
keyld-0002-003
keyld-0002-004
keyld-0002-005
keyld-0002-006
keyld-0003-001
keyld-0003-002
keyld-0003-003
keyld-0003-004
keyld-0003-005
keyld-0003-006
keyld-0004-001
keyld-0005-001
keyld-0006-001
keyld-0006-002
keyld-0006-001

d
Q

status
Filter

-1

©O O O O O O O O O O O O o o o o o o

= Open Project

needs_push

Filter

©O O O O O O O O O O O O O O o o o o o

|| Save Project (&) Attach Database

Execute SQL

w_»ﬂ\g'ﬂ@lbﬁ

v

data

Filter

This message has been sent yesterday

This message has been sent today

Disdas diggi

Wollen wir uns treffen?

So gegen 15:30 Uhr?

OK. Wo denn?

?

Kiss: O

Thumb up: O

Big smile: O

UTF SMILING FACE WITH OPEN MOUTH 1F603: &
Male: O; Female: O; House: O; long long text until next ...
Smiley mix: ...

@ Handbook 2013¢2...

Text of first user
I've quoted you

https://en.m.wikipedia.org/wiki/JSFuck

Goto: |1

Bonn-Rhein-Sieg

N\

ﬁi Close Database

Filter in any column

timestamp

Filter

0
1639063015000
1639149415000
1420034500000
1420034600000
1420034700000
1420034800000
1420034900000
1419948000000
1419948100000
1419948200000
1419948300000
1419948400000
1419948500000
1419861600000
1419775200000
1419688800000
1419688900000
1419602400000

Filter
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Page | Page | Page | Page | Page | Page | Page | Page | Page | Page
Cell Pointer Unallocated Cell | Cell Cell
Array Region N N-1 1

Table B-Tree Leaf Cell

Deleted entries not accessible
by parsing “active” data
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SQLite Database

Free pages not accessible
by parsing “active” data

[\

o _

Free | Free Free
Page | Page | Page | Page | Page | Page Page | Page Page Page
Cell Pointer Unallocated Cell | Cell Cell
Array Region N N-1 1

Table B-Tree Leaf Cell

Deleted entries not accessible
by parsing “active” data
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~/df/@2-storage-forensics

File System Analysis
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image.dd

>

Analysis depends on the
used implementation

Not all available information
may be accessible

Deleted files are not mounted

S ¥

MBR | GPT | PT Apple HFS+ Linux Linux Swap GPT | PT
Unallocated areas not
«/j%accessible via mounting

Use an independent
analysis tool

Make sure all important
information
is easily accessible

Perform the analysis on
the whole volume
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~$ recoversqlite.py file4

Freeblock
0000 00
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0020 00
0030 40
0040 65
0050 20
0060 30

https://github.
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SQLite

~When secure delete is on, SQLite overwrites deleted content
with zeros. The default setting for secure_delete is determined
by the SQLITE_SECURE_DELETE compile-time option and is
normally off. Applications that wish to avoid leaving forensic
traces after content is deleted or updated should enable the
secure delete pragma prior to performing the delete or
update, or else run VACUUM after the delete or update.”

https://sqlite.org/pragma.html#pragma_secure_delete
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2. Description

127

Bonn-Rhein-Sieg

The VACUUM command rebuilds the database file, repacking it into a minimal amount of disk space. There are several reasons an application might do this:

e Unless SQLite is running in "auto_vacuum=FULL" mode, when a large amount of data is deleted from the database file it leaves behind empty space, or "free"

database pages. This means the database file might be larger than strictly necessary. Running VACUUM to rebuild the database reclaims this space and reduces

the size of the database file.

o Frequent inserts, updates, and deletes can cause the database file to become fragmented - where data for a single table or index is scattered around the
database file. Running VACUUM ensures that each table and index is largely stored contiguously within the database file. In some cases, VACUUM may also
reduce the number of partially filled pages in the database, reducing the size of the database file further.

« When content is deleted from an SQLite database, the content is not usually erased but rather the space used to hold the content is marked as being available
for reuse. This can allow deleted content to be recovered by a hacker or by forensic analysis. Running VACUUM will clean the database of all traces of deleted
content, thus preventing an adversary from recovering deleted content. Using VACUUM in this way is an alternative to setting PRAGMA secure delete=0N.

« Normally, the database page_size and whether or not the database supports auto vacuum must be configured before the database file is actually created.
However, when not in write-ahead log mode, the page_size and/or auto_vacuum properties of an existing database may be changed by using the page_size

and/or pragma auto vacuum pragmas and then immediately VACUUMing the database. When in write-ahead log mode, only the auto_vacuum support property

can be changed using VACUUM.

By default, VACUUM only works only on the main database. Attached databases can be vacuumed by appending the appropriate to the VACUUM
statement.

Compatibility Warning: The ability to vacuum attached databases was added in version 3.15.0 (2016-10-14). Prior to that, a added to the
VACUUM statement would be silently ignored and the "main” schema would be vacuumed.

https://sqlite.org/lang vacuum.html
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~$ xxd file4d
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~% xxd file4
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VACUUM and SECURE_DELETE enabled
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DELETE FROM messages
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