
~/df/06-artifacts

Introduction

Fundamentals

Storage Forensics

Memory Forensics

Network Forensics

Artifacts

Logs

Analysis

Hashing

Anti Forensics

Selected Topics

Prof. Dr. Elmar Padilla et al.

Digitale Forensik

02 - Storage Forensics



~/df/06-artifacts

Application Artifacts

2



~/df/06-artifacts

File System Forensic Analysis 

3

n

Dr. Brian Carrier
Basis Technology

Autopsy

Sleuth Kit

physical
media

analysis

volume
analysis

file system
analysis

application
analysis



~/df/06-artifacts

File System Forensic Analysis 

4

n

Dr. Brian Carrier
Basis Technology

Autopsy

Sleuth Kit

physical
media

analysis

volume
analysis

file system
analysis

application
analysis



~/df/06-artifacts

File System Forensic Analysis 

5

n

Dr. Brian Carrier
Basis Technology

Autopsy

Sleuth Kit

application
analysis

Storage 
forensics

Network 
forensics

Memory 
forensics

✘



~/df/06-artifacts

File System Forensic Analysis 

6

n

Dr. Brian Carrier
Basis Technology

Autopsy

Sleuth Kit
✘

http://sleuthkit.org/autopsy/docs/user-docs/4.19.2/

Autopsy‘s modules for example cover
OS and application artifacts, but also

provide some triage techniques.
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File signatures are not only handy, 
when it comes to carving files!
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https://www.garykessler.net/library/file_sigs.html

File signatures are not only handy, 
when it comes to carving files!
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file

file(1) - Linux man page

Name
file - determine file type

Synopsis

file [-bchikLNnprsvz0] [--apple] [--mime-encoding] [--mime-type] [-e testname] [-F 
separator] [-f namefile] [-m magicfiles] file ...

file -C [-m magicfiles]

file [--help]

Description

file tests each argument in an attempt to classify it. There are three sets of
tests, performed in this order: filesystem tests, magic tests, and language tests. 
The first test that succeeds causes the file type to be printed.
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~$ file file1

file1



~/df/06-artifacts

Images

13

~$ file file1
file1: JPEG image data, Exif standard: [TIFF image data, big-
endian, direntries=11, manufacturer=NIKON CORPORATION, 
model=NIKON D3200, orientation=upper-left, xresolution=180, 
yresolution=188, resolutionunit=2, software=Ver.1.04 , 
datetime=2020:12:30 16:28:47, GPS-Data], baseline, precision
8, 3008x2000, components 3

Exchangeable image file format for digital still cameras
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~$ file file1
file1: JPEG image data, Exif standard: [TIFF image data, big-
endian, direntries=11, manufacturer=NIKON CORPORATION, 
model=NIKON D3200, orientation=upper-left, xresolution=180, 
yresolution=188, resolutionunit=2, software=Ver.1.04 , 
datetime=2020:12:30 16:28:47, GPS-Data], baseline, precision
8, 3008x2000, components 3

Exchangeable image file format for digital still cameras

https://www.cipa.jp/std/documents/e/DC-X008-Translation-2019-E.pdf

Exif data can be embedded in various
formats including JPEG, TIFF or PNG!
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~$ file file1
file1: JPEG image data, Exif standard: [TIFF image data, big-
endian, direntries=11, manufacturer=NIKON CORPORATION, 
model=NIKON D3200, orientation=upper-left, xresolution=180, 
yresolution=188, resolutionunit=2, software=Ver.1.04 , 
datetime=2020:12:30 16:28:47, GPS-Data], baseline, precision
8, 3008x2000, components 3
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~$ exiftool file1
ExifTool Version Number : 12.16
File Name                       : file1
Directory                       : .
File Size                       : 4.2 MiB
File Modification Date/Time     : 2021:01:07 22:56:33+01:00
File Access Date/Time           : 2021:01:09 02:24:29+01:00
File Inode Change Date/Time     : 2021:01:09 02:24:28+01:00
File Permissions : rw-r--r--
File Type                       : JPEG
File Type Extension             : jpg
MIME Type                       : image/jpeg
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]
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~$ exiftool file1
ExifTool Version Number : 12.16
File Name                       : file1
Directory                       : .
File Size                       : 4.2 MiB
File Modification Date/Time     : 2021:01:07 22:56:33+01:00
File Access Date/Time           : 2021:01:09 02:24:29+01:00
File Inode Change Date/Time     : 2021:01:09 02:24:28+01:00
File Permissions : rw-r--r--
File Type                       : JPEG
File Type Extension             : jpg
MIME Type                       : image/jpeg
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]

exiftool includes file system information
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~$ exiftool file1
ExifTool Version Number : 12.16
File Name                       : file1
Directory                       : .
File Size                       : 4.2 MiB
File Modification Date/Time     : 2021:01:07 22:56:33+01:00
File Access Date/Time           : 2021:01:09 02:24:29+01:00
File Inode Change Date/Time     : 2021:01:09 02:24:28+01:00
File Permissions : rw-r--r--
File Type                       : JPEG
File Type Extension             : jpg
MIME Type                       : image/jpeg
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]

But also a lot of (!) 
Exif information
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~$ exiftool DSC_0130.JPG
ExifTool Version Number : 12.16
File Name                       : elsbeere.jpg
Directory                       : .
File Size                       : 4.2 MiB
File Modification Date/Time     : 2021:01:07 22:56:33+01:00
File Access Date/Time           : 2021:01:09 02:24:29+01:00
File Inode Change Date/Time     : 2021:01:09 02:24:28+01:00
File Permissions : rw-r--r--
File Type                       : JPEG
File Type Extension             : jpg
MIME Type                       : image/jpeg
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]

exiftool includes file system information

Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
Orientation                     : Horizontal (normal)
X Resolution                    : 72
Y Resolution                    : 72
Resolution Unit                 : inches
Modify Date                     : 2020:12:31 14:43:19
Y Cb Cr Positioning : Centered
Exposure Time                   : 1/794
F Number : 1.7
Exposure Program : Program AE
ISO                             : 100
Exif Version                    : 0220
Date/Time Original              : 2020:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
Components Configuration : Y, Cb, Cr, -
Shutter Speed Value             : 1/794
Aperture Value                  : 1.7
Brightness Value                : 4.72
Exposure Compensation : 0
Max Aperture Value              : 1.7
Metering Mode                   : Center-weighted average
Light Source                    : Unknown
Flash                           : Off, Did not fire
Focal Length : 4.2 mm
Sub Sec Time                    : 857774
Sub Sec Time Original           : 857774
Sub Sec Time Digitized : 857774
Flashpix Version                : 0100
Color Space                     : sRGB
Exif Image Width                : 4608
Exif Image Height               : 3456
Interoperability Index          : R98 - DCF basic file (sRGB)
Interoperability Version        : 0100
Sensing Method : Not defined
Scene Type                      : Directly photographed
Exposure Mode                   : Auto
White Balance                   : Auto
Focal Length In 35mm Format     : 25 mm
Scene Capture Type              : Standard
GPS Latitude Ref : North
GPS Longitude Ref : East
GPS Altitude Ref : Above Sea Level
GPS Time Stamp : 13:43:19
GPS Processing Method : GPS
GPS Date Stamp : 2020:12:31
Compression : JPEG (old-style)
Thumbnail Offset                : 1112
Thumbnail Length : 26572
XMP Toolkit                     : Adobe XMP Core 5.1.0-jc003
Capture Mode                    : Photo
Scene                           : AutoHDR
Is HDR Active : False
Is Night Mode Active : False
Scene Detect Result Ids : [41, 41]
Scene Detect Result Confidences : [0.99999976, 0.99999976]
Lens Facing : Back
Image Width                     : 4608
Image Height                    : 3456
Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample                 : 8
Color Components                : 3
Y Cb Cr Sub Sampling            : YCbCr4:2:0 (2 2)
Aperture : 1.7
Image Size                      : 4608x3456
Megapixels                      : 15.9
Scale Factor To 35 mm Equivalent: 5.9
Shutter Speed                   : 1/794
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes, use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
Circle Of Confusion : 0.005 mm
Field Of View                   : 71.5 deg
Focal Length : 4.2 mm (35 mm equivalent: 25.0 mm)
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
Hyperfocal Distance : 2.08 m
Light Value                     : 11.2

But also a lot of (!) 
Exif information
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~$ exiftool file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 2020:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
[…]
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
[…]

Camera information
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~$ exiftool file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 2020:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
[…]
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
[…]

Camera information

Temporal 
information

By default, Exif does
not support any

time zone information!



~/df/06-artifacts

Images

22

~$ exiftool file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 2020:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
[…]
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
[…]

Camera information

Temporal 
information

https://www.exiv2.org/tags.html
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~$ exiftool file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 2020:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
[…]
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
[…]

Camera information

Temporal 
information

GPS information
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~$ exiftool file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 2020:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
[…]
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
[…]
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~$ exiftool "-DateTimeOriginal-=30:0:0 0:0:0" file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 1990:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 1990:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
[…]
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
[…]
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~$ exiftool "-Model=iPhone" file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : iPhone
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 1990:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 1990:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
[…]
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
[…]
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~$ exiftool -GPSLatitude=1.234 -GPSLongitude=1.337 file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : iPhone
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 1990:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 1990:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 1 deg 14' 2.40" N
GPS Longitude : 1 deg 20' 13.20" E
[…]
GPS Position                    : 1 deg 14' 2.40" N, 1 deg 20' 13.20" E
[…]
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~$ exiftool file1
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : iPhone
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 1990:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 1990:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 1 deg 14' 2.40" N
GPS Longitude : 1 deg 20' 13.20" E
[…]
GPS Position                    : 1 deg 14' 2.40" N, 1 deg 20' 13.20" E
[…]

Tampering Exif data could
require changing multiple tags
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~$ exiftool IMG0171.jpg
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : iPhone
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 1990:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 1990:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 1 deg 14' 2.40" N
GPS Longitude : 1 deg 20' 13.20" E
[…]
GPS Position                    : 1 deg 14' 2.40" N, 1 deg 20' 13.20" E
[…]

Tampering Exif data could
require changing multiple tags
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~$ exiftool file1-edited
[…]
Software                        : GIMP 2.10.22
Modify Date                     : 2021:01:08 11:02:26
[…]
Platform : Windows
Time Stamp : 1610100199192269
Version                         : 2.10.22
Creator Tool                    : GIMP 2.10
History Software Agent          : Gimp 2.10 (Windows)
History When                    : 2021:01:08 11:03:19
Profile Date Time               : 2021:01:08 10:00:32
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2021:01:08 11:02:26.857774
[…]

Software may change
existing Exif metadata…
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~$ exiftool file1-edited
[…]
Software                        : GIMP 2.10.22
Modify Date                     : 2021:01:08 11:02:26
[…]
Platform : Windows
Time Stamp : 1610100199192269
Version                         : 2.10.22
Creator Tool                    : GIMP 2.10
History Software Agent          : Gimp 2.10 (Windows)
History When                    : 2021:01:08 11:03:19
Profile Date Time               : 2021:01:08 10:00:32
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2021:01:08 11:02:26.857774
[…]

… but also add
new information
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~$ exiftool file1-edited
[…]
Software                        : GIMP 2.10.22
Modify Date                     : 2021:01:08 11:02:26
[…]
Platform : Windows
Time Stamp : 1610100199192269
Version                         : 2.10.22
Creator Tool                    : GIMP 2.10
History Software Agent          : Gimp 2.10 (Windows)
History When                    : 2021:01:08 11:03:19
Profile Date Time               : 2021:01:08 10:00:32
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2021:01:08 11:02:26.857774
[…]
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~$ exiftool file1-edited
[…]
Software                        : GIMP 2.10.22
Modify Date                     : 2021:01:08 11:02:26
[…]
Platform : Windows
Time Stamp : 1610100199192269
Version                         : 2.10.22
Creator Tool                    : GIMP 2.10
History Software Agent          : Gimp 2.10 (Windows)
History When                    : 2021:01:08 11:03:19
Profile Date Time               : 2021:01:08 10:00:32
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2021:01:08 11:02:26.857774
[…]
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~$ exiftool IMG0171.jpg
[…]
Software                        : GIMP 2.10.22
Modify Date                     : 2021:01:08 11:02:26
[…]
Platform : Windows
Time Stamp : 1610100199192269
Version                         : 2.10.22
Creator Tool                    : GIMP 2.10
History Software Agent          : Gimp 2.10 (Windows)
History When                    : 2021:01:08 11:03:19
Profile Date Time               : 2021:01:08 10:00:32
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2021:01:08 11:02:26.857774
[…]

https://iptc.org/standards/photo-metadata/social-media-sites-
photo-metadata-test-results-2019/

The more
metadata standards

the merrier…
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https://www.iptc.org/std/photometadata/specification/IPTC-PhotoMetadata
https://wwwimages2.adobe.com/content/dam/acom/en/devnet/xmp/pdfs/XMP%20SDK%20Release%20cc-2016-08/XMPSpecificationPart3.pdf
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http://exiftool.sourceforge.net/#features

o Luckily, exiftool can parse and display
a lot of different metadata formats!

o That is not the case for all applications,
especially when multiple formats
may be present. 
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http://exiftool.sourceforge.net/#features

o Luckily, exiftool can parse and display
a lot of different metadata formats!

o That is not the case for all applications,
especially when multiple formats
may be present. 

https://www.carlseibert.com/xmp-iptciim-or-exif-which-is-preferred/
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http://exiftool.sourceforge.net/#features

o Luckily, exiftool can parse and display
a lot of different metadata formats!

o That is not the case for all applications,
especially when multiple formats
may be present. 

https://www.carlseibert.com/xmp-iptciim-or-exif-which-is-preferred/
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file2 file3 file4 file5
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~$ file file2

file2
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~$ file file2
file2: PDF document, version 1.6
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„Although it is an open standard, one major difference
compared with prior versions of PDF is that ISO now holds
the copyright to the PDF specification and thus PDF 2.0 is
not freely downloadable.“
https://www.pdfa.org/resource/iso-32000-pdf/



~/df/06-artifacts

PDFs

43

~$ file file2
file2: PDF document, version 1.6
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~$ file file2
file2: PDF document, version 1.6

https://www.pdfa.org
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~$ exiftool file2
[…]
Producer                        : Acrobat Distiller 7.0.5 (Windows)
Creator Tool                    : FrameMaker 7.2
Modify Date                     : 2006:11:18 21:10:43-03:30
Create Date                     : 2006:10:17 08:10:20Z
Metadata Date                   : 2006:11:18 21:10:43-03:30
Format                          : application/pdf
Title                           : PDF Reference, version 1.7
Creator : Adobe Systems Incorporated
Description                     : Adobe Portable Document Format (PDF)
Document ID                     : uuid:eeff029e-0188-4376-8950-260bbf9f2455
Instance ID                     : uuid:a3b6af41-14b1-4f82-81ea-5110da226f00
Has XFA                         : No
Page Count                      : 1310
Subject : Adobe Portable Document Format (PDF)
Author : Adobe Systems Incorporated

Temporal 
information

Mostly tool
information

Other meta
information
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~$ exiftool pdf_reference_1-7.pdf
[…]
Producer                        : Acrobat Distiller 7.0.5 (Windows)
Creator Tool                    : FrameMaker 7.2
Modify Date                     : 2006:11:18 21:10:43-03:30
Create Date                     : 2006:10:17 08:10:20Z
Metadata Date                   : 2006:11:18 21:10:43-03:30
Format                          : application/pdf
Title                           : PDF Reference, version 1.7
Creator : Adobe Systems Incorporated
Description                     : Adobe Portable Document Format (PDF)
Document ID                     : uuid:eeff029e-0188-4376-8950-260bbf9f2455
Instance ID                     : uuid:a3b6af41-14b1-4f82-81ea-5110da226f00
Has XFA                         : No
Page Count                      : 1310
Subject : Adobe Portable Document Format (PDF)
Author : Adobe Systems Incorporated
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~$ exiftool 2021-12-03_coronaschvo-ab-04.12.2021_final_lesefassung.pdf

ExifTool Version Number : 12.16
File Name                       : 2021-12-03_coronaschvo-ab-

04.12.2021_final_lesefassung.pdf
[…]
MIME Type                       : application/pdf
PDF Version                     : 1.7
Linearized : No
Page Count                      : 13
XMP Toolkit                     : XMP toolkit 2.9.1-13, framework 1.6
Producer                        : GPL Ghostscript 9.55.0
Modify Date                     : 2021:12:03 16:39:44+01:00
Create Date                     : 2021:12:03 16:39:44+01:00
Creator Tool                    : PDF24 Creator
Document ID                     : uuid:bcc70033-56aa-11ec-0000-cb1e4b21421e
Format                          : application/pdf
Title                           : Microsoft Word - 2021-12-03_CoronaSchVO ab 

04.12.2021_Lesefassung.docx
Creator : Holtg0001
Author : Holtg0001

Some applications may 
add useful information

automatically
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https://blog.didierstevens.com/programs/pdf-tools/
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~$ pdfid malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0
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~$ pdfid malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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Used to automatically perform 
an action, when the document 
or page is viewed or opened
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~$ ./pdfid.py malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

~$ pdfid created-with-libre-office.pdf
PDFiD 0.2.8 created-with-libre-office.pdf
PDF Header: %PDF-1.5
obj 13
endobj 13
stream 3
endstream 3
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    0
/JavaScript            0
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 0
/XFA                   0
/URI                   0
/Colors > 2^24         0

Not always a sign for
malicious PDFs!
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~$ pdfid malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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Used to launch an application
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~$ pdfid malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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Used to launch an application

PDF Reference 1.7
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~$ pdfid malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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\JS or \JavaScript
contains JavaScript

(not necessarily malicious)
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~$ ./pdfid.py malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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~$ pdfid malicious.pdf

Resolves the
specified URI
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~$ ./pdfid.py malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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~$ pdfid malicious.pdf

Resolves the
specified URI
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~$ ./pdfid.py malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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~$ pdfid malicious.pdf

Number of embedded
files inside the PDF

(e.g. Word documents)
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~$ pdfid malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

Gives the number of object
streams, which can be used to

hide other objects
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~$ pdf-parser --help
Usage: pdf-parser.py [options] pdf-file|zip-file|url
pdf-parser, use it to parse a PDF document

Options:
[…]

-w, --raw raw output for data and filters
-a, --stats display stats for pdf document
-t TYPE, --type=TYPE  type of indirect object to select
-O, --objstm parse stream of /ObjStm objects
-v, --verbose         display malformed PDF elements
-x EXTRACT, --extract=EXTRACT

filename to extract malformed content to
-H, --hash            display hash of objects
-n, --nocanonicalizedoutput

do not canonicalize the output
-d DUMP, --dump=DUMP  filename to dump stream content to

[…]
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~$ pdf-parser malicious.pdf
[…] 
obj 7 0
Type: /Filespec
Referencing: 8 0 R

<<
/Type /Filespec
/F (eicar-dropper.doc)
/EF
<<
/F 8 0 R

>>
>>

obj 8 0
Type: /EmbeddedFile
Referencing:
Contains stream

<<
/Length 8952
/Filter /FlateDecode
/Type /EmbeddedFile

>>
[…]
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~$ pdf-parser malicious.pdf
[…]
obj 9 0
Type: /Action
Referencing:

<<
/Type /Action
/S /JavaScript
/JS (this.exportDataObject({ cName: "eicar-dropper.doc", nLaunch: 2 });)

>>
[…]
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~$ ./pdfid.py malicious.pdf
PDFiD 0.2.8 file1.pdf
PDF Header: %PDF-1.6
obj 12
endobj 12
stream 9
endstream 9
xref 0
trailer 0
startxref 2
/Page                  1
/Encrypt 0
/ObjStm 2
/JS                    0
/JavaScript            0
/AA                    0
/OpenAction 0
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 0
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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~$ pdfid file1.pdf

Just a JPEG within
a PDF file.
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~$ ./pdfid.py malicious.pdf
PDFiD 0.2.8 file1.pdf
PDF Header: %PDF-1.6
obj 12
endobj 12
stream 9
endstream 9
xref 0
trailer 0
startxref 2
/Page                  1
/Encrypt 0
/ObjStm 2
/JS                    0
/JavaScript            0
/AA                    0
/OpenAction 0
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 0
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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~$ pdfid file1.pdf

No embedded file
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~$ ./pdfid.py malicious.pdf
[…]
obj 12 0
Type: /XObject
Referencing: 11 0 R
Contains stream

<<
/BitsPerComponent 8
/ColorSpace /DeviceRGB
/Filter /DCTDecode
/Height 3456
/Length 4416677
/Metadata 11 0 R
/Name /X
/Subtype /Image
/Type /XObject
/Width 4608

>>
[…]

PDFs
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~$ pdf-parser elsbeere.pdf
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~$ ./pdfid.py malicious.pdf

[…]
Exif Byte Order                 : Big-endian (Motorola, MM)
Make : OnePlus
Camera Model Name               : ONEPLUS A6003
[…]
Modify Date                     : 2020:12:31 14:43:19
[…]
Date/Time Original              : 2020:12:31 14:43:19
Create Date                     : 2020:12:31 14:43:19
[…]
Create Date                     : 2020:12:31 14:43:19.857774
Date/Time Original              : 2020:12:31 14:43:19.857774
Modify Date                     : 2020:12:31 14:43:19.857774
Thumbnail Image                 : (Binary data 26572 bytes,

use -b option to extract)
GPS Altitude : 535.2 m Above Sea Level
GPS Date/Time                   : 2020:12:31 13:43:19Z
GPS Latitude : 50 deg 23' 19.87" N
GPS Longitude : 6 deg 39' 58.13" E
[…]
GPS Position                    : 50 deg 23' 19.87" N, 6 deg 39' 58.13" E
[…]

PDFs
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~$ pdf-parser –o 12 –d elsbeere.jpg elsbeere.pdf
~$ exiftool elsbeere.jpg

All our metadata is still there J!
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~$ pdfid malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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Indicates that the PDF is
password protected
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~$ pdfid malicious.pdf
PDFiD 0.2.8 malicious.pdf
PDF Header: %PDF-1.1
obj 9
endobj 9
stream 2
endstream 2
xref 1
trailer 1
startxref 1
/Page                  1
/Encrypt 0
/ObjStm 0
/JS                    1
/JavaScript            1
/AA                    0
/OpenAction 1
/AcroForm 0
/JBIG2Decode           0
/RichMedia 0
/Launch                0
/EmbeddedFile 1
/XFA                   0
/URI                   0
/Colors > 2^24         0

PDFs
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Indicates that the PDF is
password protected
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~$ exiftool 2021-12-03_coronaschvo-ab-04.12.2021_final_lesefassung-enc.pdf

ExifTool Version Number : 12.16
File Name                       : 2021-12-03_coronaschvo-ab-

04.12.2021_final_lesefassung-enc.pdf
[…]
MIME Type                       : application/pdf
PDF Version                     : 1.6
Linearized : No
Encryption                      : Standard V4.4 (128-bit)
User Access                     : Print, Modify, Copy, Annotate, Fill forms, Extract, 
Assemble, Print high-res
Warning : Document is password protected (use Password option)

Encrypted PDFs may not even
provide access to metadata
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file3 file4 file5
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~$ file file3

file3
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~$ file file3
file3: Microsoft Word 2007+
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~$ file document.doc
document.doc: Composite Document File V2 Document, Little 
Endian, Os: MacOS, Version 15.10, Code page: 10000, Author: 
Hilgert, Jan-Niclas, Template: Normal.dotm, Last Saved By: 
Hilgert, Jan-Niclas, Revision Number: 1, Name of Creating
Application: Microsoft Office Word, Total Editing Time: 01:00, 
Create Time/Date: Mon Dec 13 12:30:00 2021, Last Saved
Time/Date: Mon Dec 13 12:31:00 2021, Number of Pages: 1, 
Number of Words: 0, Number of Characters: 0, Security: 0
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~$ file document.doc
document.doc: Composite Document File V2 Document, Little 
Endian, Os: MacOS, Version 15.10, Code page: 10000, Author: 
Hilgert, Jan-Niclas, Template: Normal.dotm, Last Saved By: 
Hilgert, Jan-Niclas, Revision Number: 1, Name of Creating
Application: Microsoft Office Word, Total Editing Time: 01:00, 
Create Time/Date: Mon Dec 13 12:30:00 2021, Last Saved
Time/Date: Mon Dec 13 12:31:00 2021, Number of Pages: 1, 
Number of Words: 0, Number of Characters: 0, Security: 0

https://docs.microsoft.com/en-
us/openspecs/windows_protocols/ms-cfb/

https://docs.microsoft.com/en-
us/openspecs/office_file_formats/ms-doc
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~$ file document.doc
document.doc: Composite Document File V2 Document, Little 
Endian, Os: MacOS, Version 15.10, Code page: 10000, Author: 
Hilgert, Jan-Niclas, Template: Normal.dotm, Last Saved By: 
Hilgert, Jan-Niclas, Revision Number: 1, Name of Creating
Application: Microsoft Office Word, Total Editing Time: 01:00, 
Create Time/Date: Mon Dec 13 12:30:00 2021, Last Saved
Time/Date: Mon Dec 13 12:31:00 2021, Number of Pages: 1, 
Number of Words: 0, Number of Characters: 0, Security: 0
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~$ olemeta document.doc
[…]
Properties from the SummaryInformation stream:
+---------------------+------------------------------+
|Property             |Value                         |
+---------------------+------------------------------+
|codepage |10000 |
|title |                              |
|subject |                              |
|author |Hilgert, Jan-Niclas           |
|keywords |                              |
|comments |                              |
|template |Normal.dotm |
|last_saved_by |Hilgert, Jan-Niclas           |
|revision_number |1 |
|total_edit_time |60 |
|create_time |2021-12-13 12:30:00           |
|last_saved_time |2021-12-13 12:31:00           |
|num_pages |1  |
|num_words |0    |
|num_chars |0 |
|creating_application |Microsoft Office Word         |
|security |0   |
+---------------------+------------------------------+



~/df/06-artifacts

Office Documents

77

~$ olemeta document.doc
[…]
Properties from the SummaryInformation stream:
+---------------------+------------------------------+
|Property             |Value                         |
+---------------------+------------------------------+
|codepage |10000 |
|title |                              |
|subject |                              |
|author |Hilgert, Jan-Niclas           |
|keywords |                              |
|comments |                              |
|template |Normal.dotm |
|last_saved_by |Hilgert, Jan-Niclas           |
|revision_number |1 |
|total_edit_time |60 |
|create_time |2021-12-13 12:30:00           |
|last_saved_time |2021-12-13 12:31:00           |
|num_pages |1  |
|num_words |0    |
|num_chars |0 |
|creating_application |Microsoft Office Word         |
|security |0   |
+---------------------+------------------------------+

Last author is interesting,
but is there more?
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~$ olemeta blair.doc
[…]
+---------------------+------------------------------+
|codepage |1252 |
|title |Iraq- ITS INFRASTRUCTURE OF   |
|                     |CONCEALMENT, DECEPTION AND    |
|                     |INTIMIDATION |
|subject |                              |
|author |default |
|keywords |                              |
|comments |                              |
|template |Normal.dot |
|last_saved_by |MKhan |
|revision_number |4 |
|total_edit_time |180 |
|last_printed |2003-01-30 21:33:00           |
|create_time |2003-02-03 09:31:00           |
|last_saved_time |2003-02-03 11:18:00           |
|num_pages |1 |
|num_words |3875 |
|num_chars |22090 |
|creating_application |Microsoft Word 8.0            |
|security |0 |
+---------------------+------------------------------+
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~$ olemeta blair.doc
[…]
+---------------------+------------------------------+
|codepage |1252 |
|title |Iraq- ITS INFRASTRUCTURE OF   |
|                     |CONCEALMENT, DECEPTION AND    |
|                     |INTIMIDATION |
|subject |                              |
|author |default |
|keywords |                              |
|comments |                              |
|template |Normal.dot |
|last_saved_by |MKhan |
|revision_number |4 |
|total_edit_time |180 |
|last_printed |2003-01-30 21:33:00           |
|create_time |2003-02-03 09:31:00           |
|last_saved_time |2003-02-03 11:18:00           |
|num_pages |1 |
|num_words |3875 |
|num_chars |22090 |
|creating_application |Microsoft Word 8.0            |
|security |0 |
+---------------------+------------------------------+

https://dfir.com.br/wp-content/uploads/2014/02/blair.htm
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~$ olemeta blair.doc
[…]
+---------------------+------------------------------+
|codepage |1252 |
|title |Iraq- ITS INFRASTRUCTURE OF   |
|                     |CONCEALMENT, DECEPTION AND    |
|                     |INTIMIDATION |
|subject |                              |
|author |default |
|keywords |                              |
|comments |                              |
|template |Normal.dot |
|last_saved_by |MKhan |
|revision_number |4 |
|total_edit_time |180 |
|last_printed |2003-01-30 21:33:00           |
|create_time |2003-02-03 09:31:00           |
|last_saved_time |2003-02-03 11:18:00           |
|num_pages |1 |
|num_words |3875 |
|num_chars |22090 |
|creating_application |Microsoft Word 8.0            |
|security |0 |
+---------------------+------------------------------+

https://dfir.com.br/wp-content/uploads/2014/02/blair.htm
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~$ olemeta blair.doc
[…]
+---------------------+------------------------------+
|codepage |1252 |
|title |Iraq- ITS INFRASTRUCTURE OF   |
|                     |CONCEALMENT, DECEPTION AND    |
|                     |INTIMIDATION |
|subject |                              |
|author |default |
|keywords |                              |
|comments |                              |
|template |Normal.dot |
|last_saved_by |MKhan |
|revision_number |4 |
|total_edit_time |180 |
|last_printed |2003-01-30 21:33:00           |
|create_time |2003-02-03 09:31:00           |
|last_saved_time |2003-02-03 11:18:00           |
|num_pages |1 |
|num_words |3875 |
|num_chars |22090 |
|creating_application |Microsoft Word 8.0            |
|security |0 |
+---------------------+------------------------------+

https://dfir.com.br/wp-content/uploads/2014/02/blair.htm

o .doc files (or CFBF files) may still occur 
during an investigation

o Tools like oletools [1] and oledump [2] can 
be used for further analysis

[1] https://github.com/decalage2/oletools
[2] https://github.com/DidierStevens/DidierStevensSuite
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~$ file file3
file3: Microsoft Word 2007+
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~$ exiftool file3
[…]
Zip Required Version            : 20
Zip Bit Flag : 0x0006
Zip Compression : Deflated
Zip Modify Date                 : 1980:01:01 00:00:00
Zip CRC                         : 0x6cd2a4df
Zip Compressed Size             : 346
Zip Uncompressed Size           : 1312
Zip File Name                   : [Content_Types].xml
[…]
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~$ exiftool file3
[…]
Zip Required Version            : 20
Zip Bit Flag : 0x0006
Zip Compression : Deflated
Zip Modify Date                 : 1980:01:01 00:00:00
Zip CRC                         : 0x6cd2a4df
Zip Compressed Size             : 346
Zip Uncompressed Size           : 1312
Zip File Name                   : [Content_Types].xml
[…]

https://www.ecma-international.org/publications-and-
standards/standards/ecma-376/

https://docs.microsoft.com/en-
us/openspecs/office_standards/ms-docx/
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~$ unzip file3 -d file3
Archive:  file3
inflating: file3/[Content_Types].xml
inflating: file3/_rels/.rels
inflating: file3/word/_rels/document.xml.rels
inflating: file3/word/document.xml
inflating: file3/word/theme/theme1.xml
inflating: file3/word/settings.xml
inflating: file3/docProps/core.xml
inflating: file3/word/fontTable.xml
inflating: file3/word/webSettings.xml
inflating: file3/word/styles.xml
inflating: file3/docProps/app.xml
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~$ tree file3
file3
├── [Content_Types].xml
├── _rels
├── docProps
│ ├── app.xml
│ └── core.xml
└── word

├── _rels
│ └── document.xml.rels
├── document.xml
├── fontTable.xml
├── settings.xml
├── styles.xml
├── theme
│ └── theme1.xml
└── webSettings.xml

5 directories, 10 files
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~$ tree docx-with-image
docx-with-image
├── [Content_Types].xml
├── _rels
├── docProps
│ ├── app.xml
│ └── core.xml
└── word

├── _rels
│ └── document.xml.rels
├── document.xml
├── fontTable.xml
├── media
│ └── image1.jpeg
├── settings.xml
├── styles.xml
├── theme
│ └── theme1.xml
└── webSettings.xml

6 directories, 11 files
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~$ tree docx-with-image
docx-with-image
├── [Content_Types].xml
├── _rels
├── docProps
│ ├── app.xml
│ └── core.xml
└── word

├── _rels
│ └── document.xml.rels
├── document.xml
├── fontTable.xml
├── media
│ └── image1.jpeg
├── settings.xml
├── styles.xml
├── theme
│ └── theme1.xml
└── webSettings.xml

6 directories, 11 files
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~$ exiftool docx-with-image/word/media/image1.jpeg
ExifTool Version Number : 12.16
File Name                       : image1.jpeg
Directory                       : word/media
File Size                       : 469 KiB
File Modification Date/Time     : 1980:01:01 00:00:00+01:00
File Access Date/Time           : 1980:01:01 00:00:00+01:00
File Inode Change Date/Time     : 2021:12:13 17:08:31+01:00
File Permissions : rw-r--r--
File Type                       : JPEG
File Type Extension             : jpg
MIME Type                       : image/jpeg
JFIF Version                    : 1.01
Exif Byte Order                 : Big-endian (Motorola, MM)
X Resolution                    : 220
Y Resolution                    : 220
Resolution Unit                 : inches
Color Space                     : sRGB
Exif Image Width                : 1430
Exif Image Height               : 1072
Current IPTC Digest             : d41d8cd98f00b204e9800998ecf8427e
IPTC Digest                     : d41d8cd98f00b204e9800998ecf8427e
Image Width                     : 1430
Image Height                    : 1072
Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample                 : 8
Color Components                : 3
Y Cb Cr Sub Sampling            : YCbCr4:2:0 (2 2)
Image Size                      : 1430x1072
Megapixels                      : 1.5

Original timestamps
may be removed
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~$ exiftool docx-with-image/word/media/image1.jpeg
ExifTool Version Number : 12.16
File Name                       : image1.jpeg
Directory                       : word/media
File Size                       : 469 KiB
File Modification Date/Time     : 1980:01:01 00:00:00+01:00
File Access Date/Time           : 1980:01:01 00:00:00+01:00
File Inode Change Date/Time     : 2021:12:13 17:08:31+01:00
File Permissions : rw-r--r--
File Type                       : JPEG
File Type Extension             : jpg
MIME Type                       : image/jpeg
JFIF Version                    : 1.01
Exif Byte Order                 : Big-endian (Motorola, MM)
X Resolution                    : 220
Y Resolution                    : 220
Resolution Unit                 : inches
Color Space                     : sRGB
Exif Image Width                : 1430
Exif Image Height               : 1072
Current IPTC Digest             : d41d8cd98f00b204e9800998ecf8427e
IPTC Digest                     : d41d8cd98f00b204e9800998ecf8427e
Image Width                     : 1430
Image Height                    : 1072
Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample                 : 8
Color Components                : 3
Y Cb Cr Sub Sampling            : YCbCr4:2:0 (2 2)
Image Size                      : 1430x1072
Megapixels                      : 1.5

Original timestamps
may be removed

Timestamp of
unzipping

All our metadata is gone L!
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~$ exiftool file3
[…]
Title                           : This is a document
Subject :
Creator : Hilgert, Jan-Niclas
Keywords                        :
Description                     : Used for demonstration
Last Modified By : Hilgert, Jan-Niclas
Revision Number : 4
Create Date                     : 2021:12:13 16:08:00Z
Modify Date                     : 2021:12:13 17:48:00Z
Template                        : Normal.dotm
Total Edit Time                 : 1 minute
Pages                           : 1
Words                           : 4
Characters : 16
Application : Microsoft Office Word
Doc Security                    : None
Lines                           : 3
Paragraphs                      : 1
Scale Crop : No
Company                         :
Links Up To Date                : No
Characters With Spaces          : 8
Shared Doc                      : No
Hyperlinks Changed : No
App Version                     : 16.0000
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~$ exiftool file3
[…]
Title : This is a document
Subject :
Creator : Hilgert, Jan-Niclas
Keywords                        :
Description : Used for demonstration
Last Modified By : Hilgert, Jan-Niclas
Revision Number : 4
Create Date                     : 2021:12:13 16:08:00Z
Modify Date                     : 2021:12:13 17:48:00Z
Template                        : Normal.dotm
Total Edit Time                 : 1 minute
Pages                           : 1
Words                           : 4
Characters : 16
Application : Microsoft Office Word
Doc Security                    : None
Lines                           : 3
Paragraphs                      : 1
Scale Crop : No
Company                         :
Links Up To Date                : No
Characters With Spaces          : 8
Shared Doc                      : No
Hyperlinks Changed : No
App Version                     : 16.0000
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~$ exiftool file3
[…]
Title                           : This is a document
Subject :
Creator : Hilgert, Jan-Niclas
Keywords                        :
Description                     : Used for demonstration
Last Modified By : Hilgert, Jan-Niclas
Revision Number : 4
Create Date                     : 2021:12:13 16:08:00Z
Modify Date                     : 2021:12:13 17:48:00Z
Template                        : Normal.dotm
Total Edit Time                 : 1 minute
Pages                           : 1
Words                           : 4
Characters : 16
Application : Microsoft Office Word
Doc Security                    : None
Lines                           : 3
Paragraphs                      : 1
Scale Crop : No
Company                         :
Links Up To Date                : No
Characters With Spaces          : 8
Shared Doc                      : No
Hyperlinks Changed : No
App Version                     : 16.0000
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~$ exiftool file3
[…]
Title : This is a document
Subject :
Creator : Hilgert, Jan-Niclas
Keywords                        :
Description : Used for demonstration
Last Modified By : Hilgert, Jan-Niclas
Revision Number : 4
Create Date                     : 2021:12:13 16:08:00Z
Modify Date                     : 2021:12:13 17:48:00Z
Template                        : Normal.dotm
Total Edit Time                 : 1 minute
Pages                           : 1
Words                           : 4
Characters : 16
Application : Microsoft Office Word
Doc Security                    : None
Lines                           : 3
Paragraphs                      : 1
Scale Crop : No
Company                         :
Links Up To Date                : No
Characters With Spaces          : 8
Shared Doc                      : No
Hyperlinks Changed : No
App Version                     : 16.0000
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~$ cat file3/docProps/core.xml
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<cp:coreProperties xmlns:cp="http://schemas.openxmlformats.org/package/2006/metadata/core-properties" 
xmlns:dc="http://purl.org/dc/elements/1.1/" xmlns:dcterms="http://purl.org/dc/terms/" 
xmlns:dcmitype="http://purl.org/dc/dcmitype/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-
instance"><dc:title>This is a document</dc:title><dc:subject></dc:subject><dc:creator>Hilgert, Jan-
Niclas</dc:creator><cp:keywords></cp:keywords><dc:description>Used for
demonstration</dc:description><cp:lastModifiedBy>Hilgert, Jan-
Niclas</cp:lastModifiedBy><cp:revision>6</cp:revision><dcterms:created xsi:type="dcterms:W3CDTF">2021-
12-13T16:08:00Z</dcterms:created><dcterms:modified xsi:type="dcterms:W3CDTF">2021-12-
13T17:48:00Z</dcterms:modified><cp:category></cp:category></cp:coreProperties>
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~$ oleid file3
oleid 0.60.dev1 - http://decalage.info/oletools
THIS IS WORK IN PROGRESS - Check updates regularly!
Please report any issue at https://github.com/decalage2/oletools/issues

Filename: file3
--------------------+--------------------+----------+--------------------------
Indicator |Value |Risk |Description
--------------------+--------------------+----------+--------------------------
File format |MS Word 2007+       |info |

|Document (.docx)    |          |
--------------------+--------------------+----------+--------------------------
Container format |OpenXML |info |Container type
--------------------+--------------------+----------+--------------------------
Encrypted |False |none |The file is not encrypted
--------------------+--------------------+----------+--------------------------
VBA Macros |No |none |This file does not contain

|                    |          |VBA macros.
--------------------+--------------------+----------+--------------------------
XLM Macros |No |none |This file does not contain

|                    |          |Excel 4/XLM macros.
--------------------+--------------------+----------+--------------------------
External |0 |none |External relationships
Relationships |                    |          |such as remote templates,

|                    |          |remote OLE objects, etc
--------------------+--------------------+----------+--------------------------
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~$ oleid file3-enc.docx
oleid 0.60.dev1 - http://decalage.info/oletools
THIS IS WORK IN PROGRESS - Check updates regularly!
Please report any issue at https://github.com/decalage2/oletools/issues

Filename: file3-enc.docx
--------------------+--------------------+----------+--------------------------
Indicator |Value |Risk |Description
--------------------+--------------------+----------+--------------------------
File format |Generic OLE file /  |info |Unrecognized OLE file.

|Compound File.      |          |Root CLSID:  - None
|(unknown format)    |          |

--------------------+--------------------+----------+--------------------------
Container format |OLE |info |Container type
--------------------+--------------------+----------+--------------------------
Encrypted |True |low |The file is encrypted. It

|                    |          |may be decrypted with
|                    |          |msoffcrypto-tool

--------------------+--------------------+----------+--------------------------
[…]
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~$ exiftool file3-enc.docx
ExifTool Version Number : 12.16
File Name                       : file3-enc.docx
Directory                       : .
File Size                       : 494 KiB
File Modification Date/Time     : 2021:12:14 03:13:26+01:00
File Access Date/Time           : 2021:12:14 03:13:26+01:00
File Inode Change Date/Time     : 2021:12:14 03:13:26+01:00
File Permissions : rw-r--r--
File Type                       : DOCX
File Type Extension             : docx
MIME Type                       : application/vnd.openxmlformats-
officedocument.wordprocessingml.document

~$ file file3-enc.docx
file3-enc.docx: CDFV2 Encrypted

No metadata accessible
after encryption is

enabled
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~$ oleid malicious.doc
oleid 0.60.dev1 - http://decalage.info/oletools
THIS IS WORK IN PROGRESS - Check updates regularly!
Please report any issue at https://github.com/decalage2/oletools/issues

Filename: malicious.doc
--------------------+--------------------+----------+--------------------------
Indicator |Value |Risk |Description
--------------------+--------------------+----------+--------------------------
File format |MS Word 2007+ Macro |info |

|Enabled-Document |          |
|(.docm)    |          |

--------------------+--------------------+----------+--------------------------
Container format |OpenXML |info |Container type
--------------------+--------------------+----------+--------------------------
Encrypted |False |none |The file is not encrypted
--------------------+--------------------+----------+--------------------------
VBA Macros |Yes, suspicious |HIGH |This file contains VBA

|                    |          |macros. Suspicious
| |          |keywords were found. Use
| |          |olevba and mraptor for
| |          |more info.

--------------------+--------------------+----------+--------------------------
[…]
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file4 file5
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~$ file file4

file4
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~$ file file4
file4: SQLite 3.x database, last written using SQLite version
3020001
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~$ file file4
file4: SQLite 3.x database, last written using SQLite version
3020001

https://www.sqlite.org/famous.html
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~$ file file4
file4: SQLite 3.x database, last written using SQLite version
3020001

https://www.sqlite.org/fileformat.html
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~$ sqlite3 file4
SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sqlite>
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~$ sqlite3 file4
SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sqlite> .tables
audio_data
available_message_view
away_messages
call_log
call_log_participant_v2
chat
chat_view
conversion_tuples
deleted_chat_job
deleted_messages_ids_view
deleted_messages_view
frequent
[…]
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~$ sqlite3 file4
SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sqlite> select * from messages;
1|-1|0|-1|-1|0||0|||-1|-1||||0|0|0.0|0.0|||-1|-1|-1|-1|||||||0|||0|||||||
1001|MessageFromToday@s.whatsapp.net|0|keyId-0001-001|0|0|This message has been
sent yesterday|1639063015000|||0|0||||0|1|0.0|0.0|||1639063015000|-1|-1|-
1|||||||0|||0|||||||
1002|MessageFromToday@s.whatsapp.net|0|keyId-0001-002|0|0|This message has been
sent today|1639149415000|||0|0||||0|1|0.0|0.0|||1639149415000|-1|-1|-
1|||||||0|||0|||||||
2001|0-Text@s.whatsapp.net|0|keyId-0002-001|0|0|Hey was 
geht?|1420034400000|||0|0||||0|1|0.0|0.0|||1420034400000|-1|-1|-
1|||||||0|||0|||||||
2002|0-Text@s.whatsapp.net|1|keyId-0002-002|0|0|Disdas 
diggi|1420034500000|||0|0||||0|1|0.0|0.0|||1420034500000|-1|-1|-
1|||||||0|||0|||||||
2003|0-Text@s.whatsapp.net|0|keyId-0002-003|0|0|Wollen wir uns 
treffen?|1420034600000|||0|0||||0|1|0.0|0.0|||1420034600000|-1|-1|-
1|||||||0|||0|||||||
[…]
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~$ sqlite3 file4
SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sqlite> select * from messages;
1|-1|0|-1|-1|0||0|||-1|-1||||0|0|0.0|0.0|||-1|-1|-1|-1|||||||0|||0|||||||
1001|MessageFromToday@s.whatsapp.net|0|keyId-0001-001|0|0|This message has been
sent yesterday|1639063015000|||0|0||||0|1|0.0|0.0|||1639063015000|-1|-1|-
1|||||||0|||0|||||||
1002|MessageFromToday@s.whatsapp.net|0|keyId-0001-002|0|0|This message has been
sent today|1639149415000|||0|0||||0|1|0.0|0.0|||1639149415000|-1|-1|-
1|||||||0|||0|||||||
2001|0-Text@s.whatsapp.net|0|keyId-0002-001|0|0|Hey was 
geht?|1420034400000|||0|0||||0|1|0.0|0.0|||1420034400000|-1|-1|-
1|||||||0|||0|||||||
2002|0-Text@s.whatsapp.net|1|keyId-0002-002|0|0|Disdas 
diggi|1420034500000|||0|0||||0|1|0.0|0.0|||1420034500000|-1|-1|-
1|||||||0|||0|||||||
2003|0-Text@s.whatsapp.net|0|keyId-0002-003|0|0|Wollen wir uns 
treffen?|1420034600000|||0|0||||0|1|0.0|0.0|||1420034600000|-1|-1|-
1|||||||0|||0|||||||
[…]
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~$ sqlite3 file4
SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sqlite> .headers on
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~$ sqlite3 file4
SQLite version 3.28.0 2019-04-15 14:49:49
Enter ".help" for usage hints.
sqlite> select * from messages;
_id|key_remote_jid|key_from_me|key_id|status|needs_push|data|timestamp|media_url
|media_mime_type|media_wa_type|media_size|media_name|media_caption|media_hash|me
dia_duration|origin|latitude|longitude|thumb_image|remote_resource|received_time
stamp|send_timestamp|receipt_server_timestamp|receipt_device_timestamp|read_devi
ce_timestamp|played_device_timestamp|raw_data|recipient_count|participant_hash|s
tarred|quoted_row_id|mentioned_jids|multicast_id|edit_version|media_enc_hash|pay
ment_transaction_id|forwarded|preview_type|send_count|lookup_tables|future_messa
ge_type
1|-1|0|-1|-1|0||0|||-1|-1||||0|0|0.0|0.0|||-1|-1|-1|-1|||||||0|||0|||||||
1001|MessageFromToday@s.whatsapp.net|0|keyId-0001-001|0|0|This message has been
sent yesterday|1639063015000|||0|0||||0|1|0.0|0.0|||1639063015000|-1|-1|-
1|||||||0|||0|||||||
1002|MessageFromToday@s.whatsapp.net|0|keyId-0001-002|0|0|This message has been
sent today|1639149415000|||0|0||||0|1|0.0|0.0|||1639149415000|-1|-1|-
1|||||||0|||0|||||||
[…]

That’s pretty hard to read…
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https://andreas-mausch.de/whatsapp-viewer/

o In some cases there may already be 
tools to parse, interpret and visualize
databases of an application 

o In other cases there aren’t
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~$ xxd file4
[…]
000e9e00: 5465 7874 4073 2e77 6861 7473 6170 702e  Text@s.whatsapp.
000e9e10: 6e65 746b 6579 4964 2d30 3030 322d 3030  netkeyId-0002-00
000e9e20: 3244 6973 6461 7320 6469 6767 6901 4aa0  2Disdas diggi.J.
000e9e30: a6e5 a030 014a a0a6 e5a0 ffff ff6b 8f51  ...0.J.......k.Q
000e9e40: 2b00 3708 2908 0827 0500 000f 0800 0000  +.7.)..'........
000e9e50: 0809 0808 000d 0501 0101 0000 0000 0000  ................
000e9e60: 0800 0008 0000 0000 0000 0030 2d54 6578  ...........0-Tex
000e9e70: 7440 732e 7768 6174 7361 7070 2e6e 6574  t@s.whatsapp.net
000e9e80: 6b65 7949 642d 3030 3032 2d30 3031 4865  keyId-0002-001He
000e9e90: 7920 7761 7320 6765 6874 3f01 4aa0 a55f  y was geht?.J.._
000e9ea0: 0030 014a a0a5 5f00 ffff ff81 0887 6a2b  .0.J.._.......j+
000e9eb0: 004b 0829 0808 4d05 0000 0f08 0000 0008  .K.)..M.........
000e9ec0: 0908 0800 0d05 0101 0100 0000 0000 0008  ................
000e9ed0: 0000 0800 0000 0000 0000 4d65 7373 6167  ..........Messag
000e9ee0: 6546 726f 6d54 6f64 6179 4073 2e77 6861  eFromToday@s.wha
000e9ef0: 7473 6170 702e 6e65 746b 6579 4964 2d30  tsapp.netkeyId-0
000e9f00: 3030 312d 3030 3254 6869 7320 6d65 7373  001-002This mess
000e9f10: 6167 6520 6861 7320 6265 656e 2073 656e  age has been sen
000e9f20: 7420 746f 6461 7901 7da4 eb2a 5830 017d  t today.}..*X0.}
000e9f30: a4eb 2a58 ffff ff81 0c87 692b 004b 0829  ..*X......i+.K.)
000e9f40: 0808 5505 0000 0f08 0000 0008 0908 0800  ..U.............
000e9f50: 0d05 0101 0100 0000 0000 0008 0000 0800  ................
[…]
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~$ xxd file4
[…]
000e9e00: 5465 7874 4073 2e77 6861 7473 6170 702e  Text@s.whatsapp.
000e9e10: 6e65 746b 6579 4964 2d30 3030 322d 3030  netkeyId-0002-00
000e9e20: 3244 6973 6461 7320 6469 6767 6901 4aa0  2Disdas diggi.J.
000e9e30: a6e5 a030 014a a0a6 e5a0 ffff ff6b 8f51 ...0.J.......k.Q
000e9e40: 2b00 3708 2908 0827 0500 000f 0800 0000  +.7.)..'........
000e9e50: 0809 0808 000d 0501 0101 0000 0000 0000 ................
000e9e60: 0800 0008 0000 0000 0000 0030 2d54 6578 ...........0-Tex
000e9e70: 7440 732e 7768 6174 7361 7070 2e6e 6574  t@s.whatsapp.net
000e9e80: 6b65 7949 642d 3030 3032 2d30 3031 4865  keyId-0002-001He
000e9e90: 7920 7761 7320 6765 6874 3f01 4aa0 a55f  y was geht?.J.._
000e9ea0: 0030 014a a0a5 5f00 ffff ff81 0887 6a2b  .0.J.._.......j+
000e9eb0: 004b 0829 0808 4d05 0000 0f08 0000 0008  .K.)..M.........
000e9ec0: 0908 0800 0d05 0101 0100 0000 0000 0008  ................
000e9ed0: 0000 0800 0000 0000 0000 4d65 7373 6167  ..........Messag
000e9ee0: 6546 726f 6d54 6f64 6179 4073 2e77 6861  eFromToday@s.wha
000e9ef0: 7473 6170 702e 6e65 746b 6579 4964 2d30  tsapp.netkeyId-0
000e9f00: 3030 312d 3030 3254 6869 7320 6d65 7373  001-002This mess
000e9f10: 6167 6520 6861 7320 6265 656e 2073 656e  age has been sen
000e9f20: 7420 746f 6461 7901 7da4 eb2a 5830 017d  t today.}..*X0.}
000e9f30: a4eb 2a58 ffff ff81 0c87 692b 004b 0829  ..*X......i+.K.)
000e9f40: 0808 5505 0000 0f08 0000 0008 0908 0800  ..U.............
000e9f50: 0d05 0101 0100 0000 0000 0008 0000 0800  ................
[…]

Content of 
the cell for
entry 2001
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~$ xxd file4
[…]
000e9e00: 5465 7874 4073 2e77 6861 7473 6170 702e  Text@s.whatsapp.
000e9e10: 6e65 746b 6579 4964 2d30 3030 322d 3030  netkeyId-0002-00
000e9e20: 3244 6973 6461 7320 6469 6767 6901 4aa0  2Disdas diggi.J.
000e9e30: a6e5 a030 014a a0a6 e5a0 ffff ff6b 8f51 ...0.J.......k.Q
000e9e40: 2b00 3708 2908 0827 0500 000f 0800 0000  +.7.)..'........
000e9e50: 0809 0808 000d 0501 0101 0000 0000 0000 ................
000e9e60: 0800 0008 0000 0000 0000 0030 2d54 6578 ...........0-Tex
000e9e70: 7440 732e 7768 6174 7361 7070 2e6e 6574  t@s.whatsapp.net
000e9e80: 6b65 7949 642d 3030 3032 2d30 3031 4865  keyId-0002-001He
000e9e90: 7920 7761 7320 6765 6874 3f01 4aa0 a55f  y was geht?.J.._
000e9ea0: 0030 014a a0a5 5f00 ffff ff81 0887 6a2b  .0.J.._.......j+
000e9eb0: 004b 0829 0808 4d05 0000 0f08 0000 0008  .K.)..M.........
000e9ec0: 0908 0800 0d05 0101 0100 0000 0000 0008  ................
000e9ed0: 0000 0800 0000 0000 0000 4d65 7373 6167  ..........Messag
000e9ee0: 6546 726f 6d54 6f64 6179 4073 2e77 6861  eFromToday@s.wha
000e9ef0: 7473 6170 702e 6e65 746b 6579 4964 2d30  tsapp.netkeyId-0
000e9f00: 3030 312d 3030 3254 6869 7320 6d65 7373  001-002This mess
000e9f10: 6167 6520 6861 7320 6265 656e 2073 656e  age has been sen
000e9f20: 7420 746f 6461 7901 7da4 eb2a 5830 017d  t today.}..*X0.}
000e9f30: a4eb 2a58 ffff ff81 0c87 692b 004b 0829  ..*X......i+.K.)
000e9f40: 0808 5505 0000 0f08 0000 0008 0908 0800  ..U.............
000e9f50: 0d05 0101 0100 0000 0000 0008 0000 0800  ................
[…]

Content of 
the cell for
entry 2001

(0x8f – 0x80) * 0x80 + 0x51 = 2001
https://sqlite.org/src4/doc/trunk/www/varint.wiki
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~$ xxd file4
[…]
000e9e00: 5465 7874 4073 2e77 6861 7473 6170 702e  Text@s.whatsapp.
000e9e10: 6e65 746b 6579 4964 2d30 3030 322d 3030  netkeyId-0002-00
000e9e20: 3244 6973 6461 7320 6469 6767 6901 4aa0  2Disdas diggi.J.
000e9e30: a6e5 a030 014a a0a6 e5a0 ffff ff00 0000 ...0.J..........
000e9e40: 6e00 3708 2908 0827 0500 000f 0800 0000  n.7.)..'........
000e9e50: 0809 0808 000d 0501 0101 0000 0000 0000 ................
000e9e60: 0800 0008 0000 0000 0000 0030 2d54 6578 ...........0-Tex
000e9e70: 7440 732e 7768 6174 7361 7070 2e6e 6574  t@s.whatsapp.net
000e9e80: 6b65 7949 642d 3030 3032 2d30 3031 4865  keyId-0002-001He
000e9e90: 7920 7761 7320 6765 6874 3f01 4aa0 a55f  y was geht?.J.._
000e9ea0: 0030 014a a0a5 5f00 ffff ff81 0887 6a2b  .0.J.._.......j+
000e9eb0: 004b 0829 0808 4d05 0000 0f08 0000 0008  .K.)..M.........
000e9ec0: 0908 0800 0d05 0101 0100 0000 0000 0008  ................
000e9ed0: 0000 0800 0000 0000 0000 4d65 7373 6167  ..........Messag
000e9ee0: 6546 726f 6d54 6f64 6179 4073 2e77 6861  eFromToday@s.wha
000e9ef0: 7473 6170 702e 6e65 746b 6579 4964 2d30  tsapp.netkeyId-0
000e9f00: 3030 312d 3030 3254 6869 7320 6d65 7373  001-002This mess
000e9f10: 6167 6520 6861 7320 6265 656e 2073 656e  age has been sen
000e9f20: 7420 746f 6461 7901 7da4 eb2a 5830 017d  t today.}..*X0.}
000e9f30: a4eb 2a58 ffff ff81 0c87 692b 004b 0829  ..*X......i+.K.)
000e9f40: 0808 5505 0000 0f08 0000 0008 0908 0800  ..U.............
000e9f50: 0d05 0101 0100 0000 0000 0008 0000 0800  ................
[…]

Content of 
the cell after

DELETE FROM messages 
where _id = 2001;
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~$ xxd file4
[…]
000e9e00: 5465 7874 4073 2e77 6861 7473 6170 702e  Text@s.whatsapp.
000e9e10: 6e65 746b 6579 4964 2d30 3030 322d 3030  netkeyId-0002-00
000e9e20: 3244 6973 6461 7320 6469 6767 6901 4aa0  2Disdas diggi.J.
000e9e30: a6e5 a030 014a a0a6 e5a0 ffff ff00 0000 ...0.J..........
000e9e40: 6e00 3708 2908 0827 0500 000f 0800 0000  n.7.)..'........
000e9e50: 0809 0808 000d 0501 0101 0000 0000 0000 ................
000e9e60: 0800 0008 0000 0000 0000 0030 2d54 6578 ...........0-Tex
000e9e70: 7440 732e 7768 6174 7361 7070 2e6e 6574  t@s.whatsapp.net
000e9e80: 6b65 7949 642d 3030 3032 2d30 3031 4865  keyId-0002-001He
000e9e90: 7920 7761 7320 6765 6874 3f01 4aa0 a55f  y was geht?.J.._
000e9ea0: 0030 014a a0a5 5f00 ffff ff81 0887 6a2b  .0.J.._.......j+
000e9eb0: 004b 0829 0808 4d05 0000 0f08 0000 0008  .K.)..M.........
000e9ec0: 0908 0800 0d05 0101 0100 0000 0000 0008  ................
000e9ed0: 0000 0800 0000 0000 0000 4d65 7373 6167  ..........Messag
000e9ee0: 6546 726f 6d54 6f64 6179 4073 2e77 6861  eFromToday@s.wha
000e9ef0: 7473 6170 702e 6e65 746b 6579 4964 2d30  tsapp.netkeyId-0
000e9f00: 3030 312d 3030 3254 6869 7320 6d65 7373  001-002This mess
000e9f10: 6167 6520 6861 7320 6265 656e 2073 656e  age has been sen
000e9f20: 7420 746f 6461 7901 7da4 eb2a 5830 017d  t today.}..*X0.}
000e9f30: a4eb 2a58 ffff ff81 0c87 692b 004b 0829  ..*X......i+.K.)
000e9f40: 0808 5505 0000 0f08 0000 0008 0908 0800  ..U.............
000e9f50: 0d05 0101 0100 0000 0000 0008 0000 0800  ................
[…]

Content of 
the cell after

DELETE FROM messages 
where _id = 2001;

Partially overwritten
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~$ xxd file4
[…]
000e9e00: 5465 7874 4073 2e77 6861 7473 6170 702e  Text@s.whatsapp.
000e9e10: 6e65 746b 6579 4964 2d30 3030 322d 3030  netkeyId-0002-00
000e9e20: 3244 6973 6461 7320 6469 6767 6901 4aa0  2Disdas diggi.J.
000e9e30: a6e5 a030 014a a0a6 e5a0 ffff ff00 0000 ...0.J..........
000e9e40: 6e00 3708 2908 0827 0500 000f 0800 0000  n.7.)..'........
000e9e50: 0809 0808 000d 0501 0101 0000 0000 0000 ................
000e9e60: 0800 0008 0000 0000 0000 0030 2d54 6578 ...........0-Tex
000e9e70: 7440 732e 7768 6174 7361 7070 2e6e 6574  t@s.whatsapp.net
000e9e80: 6b65 7949 642d 3030 3032 2d30 3031 4865  keyId-0002-001He
000e9e90: 7920 7761 7320 6765 6874 3f01 4aa0 a55f  y was geht?.J.._
000e9ea0: 0030 014a a0a5 5f00 ffff ff81 0887 6a2b  .0.J.._.......j+
000e9eb0: 004b 0829 0808 4d05 0000 0f08 0000 0008  .K.)..M.........
000e9ec0: 0908 0800 0d05 0101 0100 0000 0000 0008  ................
000e9ed0: 0000 0800 0000 0000 0000 4d65 7373 6167  ..........Messag
000e9ee0: 6546 726f 6d54 6f64 6179 4073 2e77 6861  eFromToday@s.wha
000e9ef0: 7473 6170 702e 6e65 746b 6579 4964 2d30  tsapp.netkeyId-0
000e9f00: 3030 312d 3030 3254 6869 7320 6d65 7373  001-002This mess
000e9f10: 6167 6520 6861 7320 6265 656e 2073 656e  age has been sen
000e9f20: 7420 746f 6461 7901 7da4 eb2a 5830 017d  t today.}..*X0.}
000e9f30: a4eb 2a58 ffff ff81 0c87 692b 004b 0829  ..*X......i+.K.)
000e9f40: 0808 5505 0000 0f08 0000 0008 0908 0800  ..U.............
000e9f50: 0d05 0101 0100 0000 0000 0008 0000 0800  ................
[…]

Content of 
the cell after

DELETE FROM messages 
where _id = 2001;

Partially overwritten
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~$ recoversqlite.py file4
[…]
Freeblock space:          page: 234 offset:     958017-958123
0000   00 37 08 29 08 08 27 05 00 00 0F 08 00 00 00 08    |.7.)..'.........|
0010   09 08 08 00 0D 05 01 01 01 00 00 00 00 00 00 08    |................|
0020   00 00 08 00 00 00 00 00 00 00 30 2D 54 65 78 74    |..........0-Text|
0030   40 73 2E 77 68 61 74 73 61 70 70 2E 6E 65 74 6B    |@s.whatsapp.netk|
0040   65 79 49 64 2D 30 30 30 32 2D 30 30 31 48 65 79    |eyId-0002-001Hey|
0050   20 77 61 73 20 67 65 68 74 3F 01 4A A0 A5 5F 00    | was geht?.J��_.|
0060   30 01 4A A0 A5 5F 00 FF FF FF                      |0.J��_.���|
[…]

https://github.com/aramosf/recoversqlite



~/df/06-artifacts

SQLite

126

~$ recoversqlite.py file4
[…]
Freeblock space:          page: 234 offset:     958017-958123
0000   00 37 08 29 08 08 27 05 00 00 0F 08 00 00 00 08    |.7.)..'.........|
0010   09 08 08 00 0D 05 01 01 01 00 00 00 00 00 00 08    |................|
0020   00 00 08 00 00 00 00 00 00 00 30 2D 54 65 78 74    |..........0-Text|
0030   40 73 2E 77 68 61 74 73 61 70 70 2E 6E 65 74 6B    |@s.whatsapp.netk|
0040   65 79 49 64 2D 30 30 30 32 2D 30 30 31 48 65 79    |eyId-0002-001Hey|
0050   20 77 61 73 20 67 65 68 74 3F 01 4A A0 A5 5F 00    | was geht?.J��_.|
0060   30 01 4A A0 A5 5F 00 FF FF FF                      |0.J��_.���|
[…]

https://github.com/aramosf/recoversqlite

„When secure_delete is on, SQLite overwrites deleted content
with zeros. The default setting for secure_delete is determined

by the SQLITE_SECURE_DELETE compile-time option and is
normally off. Applications that wish to avoid leaving forensic
traces after content is deleted or updated should enable the
secure_delete pragma prior to performing the delete or
update, or else run VACUUM after the delete or update.“

https://sqlite.org/pragma.html#pragma_secure_delete
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~$ recoversqlite.py file4
[…]
Freeblock space:          page: 234 offset:     958017-958123
0000   00 37 08 29 08 08 27 05 00 00 0F 08 00 00 00 08    |.7.)..'.........|
0010   09 08 08 00 0D 05 01 01 01 00 00 00 00 00 00 08    |................|
0020   00 00 08 00 00 00 00 00 00 00 30 2D 54 65 78 74    |..........0-Text|
0030   40 73 2E 77 68 61 74 73 61 70 70 2E 6E 65 74 6B    |@s.whatsapp.netk|
0040   65 79 49 64 2D 30 30 30 32 2D 30 30 31 48 65 79    |eyId-0002-001Hey|
0050   20 77 61 73 20 67 65 68 74 3F 01 4A A0 A5 5F 00    | was geht?.J��_.|
0060   30 01 4A A0 A5 5F 00 FF FF FF                      |0.J��_.���|
[…]

https://github.com/aramosf/recoversqlite

https://sqlite.org/lang_vacuum.html
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~$ xxd file4
[…]
000e9e00: 5465 7874 4073 2e77 6861 7473 6170 702e  Text@s.whatsapp.
000e9e10: 6e65 746b 6579 4964 2d30 3030 322d 3030  netkeyId-0002-00
000e9e20: 3244 6973 6461 7320 6469 6767 6901 4aa0  2Disdas diggi.J.
000e9e30: a6e5 a030 014a a0a6 e5a0 ffff ff6b 8f51 ...0.J.......k.Q
000e9e40: 2b00 3708 2908 0827 0500 000f 0800 0000  +.7.)..'........
000e9e50: 0809 0808 000d 0501 0101 0000 0000 0000 ................
000e9e60: 0800 0008 0000 0000 0000 0030 2d54 6578 ...........0-Tex
000e9e70: 7440 732e 7768 6174 7361 7070 2e6e 6574  t@s.whatsapp.net
000e9e80: 6b65 7949 642d 3030 3032 2d30 3031 4865  keyId-0002-001He
000e9e90: 7920 7761 7320 6765 6874 3f01 4aa0 a55f  y was geht?.J.._
000e9ea0: 0030 014a a0a5 5f00 ffff ff81 0887 6a2b  .0.J.._.......j+
000e9eb0: 004b 0829 0808 4d05 0000 0f08 0000 0008  .K.)..M.........
000e9ec0: 0908 0800 0d05 0101 0100 0000 0000 0008  ................
000e9ed0: 0000 0800 0000 0000 0000 4d65 7373 6167  ..........Messag
000e9ee0: 6546 726f 6d54 6f64 6179 4073 2e77 6861  eFromToday@s.wha
000e9ef0: 7473 6170 702e 6e65 746b 6579 4964 2d30  tsapp.netkeyId-0
000e9f00: 3030 312d 3030 3254 6869 7320 6d65 7373  001-002This mess
000e9f10: 6167 6520 6861 7320 6265 656e 2073 656e  age has been sen
000e9f20: 7420 746f 6461 7901 7da4 eb2a 5830 017d  t today.}..*X0.}
000e9f30: a4eb 2a58 ffff ff81 0c87 692b 004b 0829  ..*X......i+.K.)
000e9f40: 0808 5505 0000 0f08 0000 0008 0908 0800  ..U.............
000e9f50: 0d05 0101 0100 0000 0000 0008 0000 0800  ................
[…]

Content of 
the cell for
entry 2001

VACUUM and SECURE_DELETE enabled
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~$ xxd file4
[…]
000e9e00: 5465 7874 4073 2e77 6861 7473 6170 702e  Text@s.whatsapp.
000e9e10: 6e65 746b 6579 4964 2d30 3030 322d 3030  netkeyId-0002-00
000e9e20: 3244 6973 6461 7320 6469 6767 6901 4aa0  2Disdas diggi.J.
000e9e30: a6e5 a030 014a a0a6 e5a0 ffff ff00 0000 ...0.J..........
000e9e40: 6e00 0000 0000 0000 0000 0000 0000 0000  n...............
000e9e50: 0000 0000 0000 0000 0000 0000 0000 0000 ................
000e9e60: 0000 0000 0000 0000 0000 0000 0000 0000  ................
000e9e70: 0000 0000 0000 0000 0000 0000 0000 0000  ................
000e9e80: 0000 0000 0000 0000 0000 0000 0000 0000  ................
000e9e90: 0000 0000 0000 0000 0000 0000 0000 0000  ................
000e9ea0: 0000 0000 0000 0000 0000 0081 0887 6a2b  .0.J.._.......j+
000e9eb0: 004b 0829 0808 4d05 0000 0f08 0000 0008  .K.)..M.........
000e9ec0: 0908 0800 0d05 0101 0100 0000 0000 0008  ................
000e9ed0: 0000 0800 0000 0000 0000 4d65 7373 6167  ..........Messag
000e9ee0: 6546 726f 6d54 6f64 6179 4073 2e77 6861  eFromToday@s.wha
000e9ef0: 7473 6170 702e 6e65 746b 6579 4964 2d30  tsapp.netkeyId-0
000e9f00: 3030 312d 3030 3254 6869 7320 6d65 7373  001-002This mess
000e9f10: 6167 6520 6861 7320 6265 656e 2073 656e  age has been sen
000e9f20: 7420 746f 6461 7901 7da4 eb2a 5830 017d  t today.}..*X0.}
000e9f30: a4eb 2a58 ffff ff81 0c87 692b 004b 0829  ..*X......i+.K.)
000e9f40: 0808 5505 0000 0f08 0000 0008 0908 0800  ..U.............
000e9f50: 0d05 0101 0100 0000 0000 0008 0000 0800  ................
[…]

VACUUM and SECURE_DELETE enabled

Content of 
the cell after

DELETE FROM messages 
where _id = 2001;
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file5
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~$ file file5
file5: PE32 executable (GUI) Intel 80386, for MS Windows
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~$ file file5
file5: PE32 executable (GUI) Intel 80386, for MS Windows


