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Firefox - Benutzerprofil wiahlen *
Firefox speichert [hre persénlichen Einstellungen und Daten in
Ihrem persénlichen Profil,
default-release I -t I I f. I f d I
Profil grstellen... default n S pec a p ro I eS O u n =
Profil umbenennen... | privat
PS C:\Users\blau\AppData\Roaming\Mozilla\Firefox\> tree /F
Profil Gschen...
C:.
| installs.ini
| profiles.ini
[] Jetzt offline arbeiten L —profiles
[ Gewahites Profil beim Start ——02g9obmq.privat
ohne Nachfrage verwenden ——y1lil2nh4.default-release
- ——y5i5mm3b.default
Firefox starten Beenden
Linux:

$user/.mozilla/firefox/

Windows 10:
%UserProfile%\AppData\Roaming\Mozilla\Firefox\




\

~/df/06-artifacts/applications/ o Hochschule ~ Fraunhofer

Firefox

FKIE

profiles.ini

[Install308046BOAF4A39CB]

Default=Profiles/@2g90obmg. privat |nspect all profiles found!
Locked=1 -
[Profile2] PS C:\Users\blau\AppData\Roaming\Mozilla\Firefox\> tree /F

Name=privat C:
IsRelative=1 |°'

. . installs.ini
Path=Profiles/02g9obmq.privat |

profiles.ini

L—pProfiles

——02g90bmg.privat
——y1lil2nh4.default-release
——y5i5mm3b.default

[Profilel]

Name=default

IsRelative=1
Path=Profiles/y5i5mm3b.default

Default=1

[Profiled] installs.ini
Name=default-release [ 308046BOAF4A39CB]

IsRelative=1 Default=Profiles/02g9obmqg.privat
Path=Profiles/ylil2nh4.default-release Locked=1

[General]

StartWithLastProfile=1
Version=2
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(© Gestem G microsoft pstoals windows 10 - Gaogle Suche https:/ /. google.com/searchiqs microsofts pstools+windowss 1D&client=firefox-b-dfei=3X-wYF SLLqLouBPwUKtgAK&oq=micrasafts pstaol., 08.12.2021, 12:10 3 d
o Downloads 2% PsTosls - Windows Sysinternals | Microsoft Dacs https://docs. microssft.com/en-us/sysintemals/downloads/ pstaols 08.12.2021, 1206 2
> Schlagwarter G www.google.com/urlisa=tirct=jfig=Besrc=siisource=we... https://www.geogle.com/urlTsa=tiret=jflg=Besrc=sBisource=webicd=Bived=2ahUKEw]GsTyV-NPOARYOh_OHHFOWARgQFnoECAwQAD =, . 08122021, 1206 2
~ P Alle Lesezsichen [ PsExec | ITPro Today: IT Mews, How-Tos, Trends, Case Studi.. ~ https://wwnw.itpratoday.com/windows-server/psexec-explainer-mark-russinevich 08.12.2021, 10:57 |
[E] Lesezeichen-Symbolleiste Pinfa - Windows Sysintemnals | Microsoft Dacs https://docs.microsoft.com/en-us/sysinternals/downloads/psinfo 08.12.2021, 10357 |
v [ Lesezeichen-Menii PsFile - Windows Sysinternals | Microsaft Docs https://docs. microsoft.com/en-us/sysintemals/downloads/ psfile 08.12.2021, 10357 |
[ Mezilla Firefox Psxec - Windows Sysinternals | Micreseft Docs https://decs.microseft,com/en-us/sysinternals/downloads/ psexec 08.12.2021, 10:57 |
[ Weitere Lesezeichen {0 Blog de Gentil Kiwi | L'aide mémoire d'un kiwi https://blog gentilkiwi.com/ 02122021, 10:36 |
€) Home - gentilkiwi/mirmikatz Wiki - GitHub https:/ /github.com/gentilkivi/minikatz wiki 08.12.2021, 10:56 |
€) GitHub - gentilkiwi/mirmikstz: A little toal to play with Wind.. https,//github.com/gentilkivi/minmikatz 08.12.2021, 1:55 |
©) gentilkiwi (Benjamin DELPY] - GitHub htps//github.com/gentilkivi 02122021, 10:33 |
o http://github.com/gentilkiwi https://t.co/eS3LVgUGID 02122021, 10:33 |
T) kiwi - Penetration Testing Lab https://pentestisb, blog/tag/kivi/ 08.12.2021, 1054 |
G wwow.google.com/unlTsast@irct=jBis Biesres sEisourceswe.., https/ /www.google.com/urlTsastirets jfugs Biesres sBisourceswehicd= Bveds= 2shUKEwitwb TTSSPOARUIRUUKHOGBsA0FnoFCAQQAQAUMS hit... 08.12.2021, 10:54 |
¥ @ Benjamin Delpy (@gentilkii) / Twitter htps/ ftwitter.com/gentilkiwiTref_sre=twsre%5Egoagle?sTCtweampsEserp®7 Ctwgr?esEauther 08.122021, 10:54 |
G www.google.com/urlisa=tiirct=jfig=Besrc=siisource=we... https://www.geogle.com/urlTsa=tiret=jflg=Besrc=sBisource=webBicd=Bived=2ahUKEwitwb TTO0PDARUIRULKHICGE406F S6BAg CEAIAwr= hitp... 08.12.2021, 10:54 |
{00 mimnikatz | Blog de Gentil Kiwi https://blog.gertilkivi.com/mimikatz 08.12.2021, 1054 |
G wwow.google.com/unlTsast@irct=jBis Biesres sEisourceswe.., https/ /www.google.com/urlTsastirets jfugs Biesres sBisourceswehicd= Bveds= 2shUKEwitwb TTSSPOARUIRUUKHOGBsA0FnoFCAMOAQA= ... 08.12.2021, 10:54 |
O Using Kiwi in Metasploit - Mastering Metasploit - Third Editi... https://www.oreilly.com/library/view/mastering-metasploit/3781788300615/4d7912bf-2a5e-4c45-abF4-0d11b33f5edS bt 08.122021, 10:54 |
G www.google.com/urlisa=tirct=jfig=Besrc=siisource=we... https://www.geogle.com/urlTsa=tiret=jflg=Besrc=sBisource=webBicd=Bived=2ahUKEwitwb TTO9PDARUIRUUKHICGE40F noECBEQAQAwM= hit,. 08122021, 10:54 |
G mimikstz kiwi - Google Suche https:/ /. google.com/searchiclient=firefox -b-d = mimikatz kini 08.12.2021, 1054 |
W Bad Rabhit - Wikipetia https://deikipedia.org/wiki/Bad_Rabbit 08.12.2021, 1054 |
W Ldapwiki: Gelden Ticket https://Idapwiki.com/wiki/Golden%20Ticket 08.12.2021, 10:53 1 @ Biblicthek
W Ldapwiki: Pass-the-ticket https://dapwiki.com/wiki/Pass-the-ticket 02122021, 10:53 |
W Ldapwiki: Pass-the-hash https://Idapwiki.com/wiki/Pass-the-hash 08.12.2021, 10:53 | & > 8} Verwalten- Listeleeren £ Downloads durchsuchen
W Ldapwiki: Mimikatz hittps://Idapwiki.com/wiki/Mimikstz 08.12.2021, 1:53 |
BN Was ist Mimikatz: Eine Einfihrung https://blog varenis.de/was-ist-mimikatz-eine-sinfuhrung/ 08.122021, 10:52 | v © chronik .
dtulgb-9eebdaab-b627-4444-babb-282ab4ff83d4.jpg
G www.google.com/urlisa=tiirct=jfig=Besrc=siisource=we... https://www.geogle.com/urlTsa=tiret=jflg=Besrc=sBisource=webBicd=Bived=2ahUKEwjWgMmHI2POALiPOHHTLE40FnoECAMOAQAwN= ., 08.12.2021, 10:52 | (O Gestern @ A O
R What is Mimikatz? (Complete Guide) | Security Wiki https://doubleactopus.com/security-wiki/threats-and-tools/mimikatz/ 08.12.2021, 103:52 | & Banalheds
Name
[ dtu2qf-eebaah-bE27-4444-babh-282ab4ffE3dd jpg > Schlagwarter )
Adresse v W Alle Lesezeichen @ Tacgnoljpg O
[ https:/fimages-wixmp-ed30a86h8cdcagBTT73594c2 wixmp.com/dBcdDdce-122F-fee-9852-3e48049923dc/ chu2q-Seeblaah-b627-M44- babh-282ab B34 jpgtoken=ey DeXAIOUKVI QiLCJhbGCiOUILZI NS,y zdWIiOi emdBY XBwO]dIMGOx ODgS0D Iy NjQzNzNRNWYwZD O] ) ) 61,9 KB — kym-cdn.com — Gestern
Schlagworter 3] Lesezeichen-Symbolleiste
[ schlaguirter mit Kommata trennen ~ Lesezeichen-Meni
Schlagwarter kdnnen verwendet werden, um Lesezeichen zu organisieren und aus der Adressleiste zu suchen, [ il i @ longeat.jpg ()
41,1 KB — kym-cdn.com — Gestern
[ Weitere Lesezeichen

...or simply adjust profiles.ini to point to the
profile...

126 KB — me.me — Gestern

torbrowser-install-wing4-11.0.1_de.exe

L

74,0 MB — torproject.org — Gestern
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PS %UserProfile%\AppData\Mozilla\firefox\Profiles\02g9obmq.privat> 1ls -Name

bookmarkbackups
crashes

datareporting
minidumps
saved-telemetry-pings
security_state
sessionstore-backups
storage

weave

addons.json
addonStartup.json.1z4
AlternateServices.txt
cert9.db
compatibility.ini
containers.json
content-prefs.sqlite
cookies.sqlite
extension-preferences.json
extensions.json
favicons.sqlite
formhistory.sqlite
handlers.json

key4.db

parent.lock
permissions.sqlite
pkcsll.txt
places.sqlite
prefs.js
protections.sqlite
search.json.mozlz4
serviceworker.txt
sessionCheckpoints.json
sessionstore.jsonlz4

D P B | I ol . R T I




~/df/06-artifacts/applications/ O Hochschule ZZ Fraunhofer

Firefox @

| 1 =

moz places =
-)(2) '—_p bookmarks
visited URLS Qe

: moz bookmarks
moz_places search history —

©

download history

moz_annos

S places.sqglite



~/df/06-artifacts/applications/ o

What websites did the user visit
recently?

Hochschule
Bonn-Rhein-Sieg

Z Fraunhofer

FKIE




~/df/06-artifacts/applications/ O Hochschule ~Z Fraunhofer
Bonn-Rhein-Sieg EKIE
| ]
o
\/ISItEd U | (I_S moz_places places.sqlite
id url title rev_host visit_count hidden typed frecency ast_visit_date » guid foreign_count url_hash description preview_image_url origin_id
F...lFilter‘r Filtern Filtern Filtern |Filte...|Filt...|Filter‘r* Filtern Filtern |Filter‘r* Filtern Filtern Filtern Filtern
58 https://www.google.com/search?.. 7-Zip 21.06 hash - Google Suche moc.elgoog.www. 1 2] 1 2000 1638957765956000 xZatxEFvs6Z0 9 47358310394880 3
57 https://7-zip.org/download.html Download gro.piz-7. 1 2] 2] 100 163$957708349000 8-76VCVSTcul ©® 47357913388463 20
56 https://d2.7-zip.org/a/7z2106-.. 7z2106-x64.exe gro.piz-7.2d. a a a 2 1638957680765000 HUnwhllrfoQu @ 47359201609499 21
55 https://7-zip.org/a/7z2106-.. gro.piz-7. 1 1 a 25 16B8957677769000 DjZIRiRbx2%h @ 47360232745625 20
54 https://7-zip.org/ 7-Zip gro.piz-7. 1 a a 100 1§38957658178000 KZx_0Io5j %a @ 47360578613219 20
53 https://de.wikipedia.org/wiki/7z 7z - Wikipedia gro.aidepikiw.ed. 1 5] 5] 100 1638957641332008 cOnclimsqu_L7 @ 47356843135918 7
52 https://www.google.com/search?.. wiki 7z - Google Suche moc . e1goog . wuww . 1 5] 1 2000 1638957639081000 JcwkPXuiz6hs7 0 47360458447290 3
51 https://www.itprotoday.com/.. PsExec | ITPro Today: IT News, .. moc.yadotorpti.www. 1 2] 2] 108 [1638957453583000 QwfXHtNyWasF ©® 473577@3940954 Find out how PsExec works and .. https://www.itprotoday.com/.. 19
50 https://www.itprotoday.com/.. moc .yadotorpti . www. 1 1 2] 25 16389574535350808 OdaSGrnjsCtC 9 473570905035909 19
49 https://docs.microsoft.com/en-.. PsInfo - Windows Sysinternals |.. moc.tfosorcim.scod. 1 2] 2] 108 1638957433047000 kiTBCnkghfm_ @ A47358714575418 Obtain information about a .. https://docs.microsoft.com/en-.. 18
48 https://docs.microsoft.com/en-.. PsFile - Windows Sysinternals |.. moc.tfosorcim.scod. A o o ANGASIONETAIAEAMMAN SOWECATH) rAH © 47359261142229 See what files are opened .. https://docs.microsoft.com/en-.. 18
A7 https://docs.microsoft.com/en-.. PsExec - Windows Sysinternals |.. moc.tfosorcim.scod. Weird -ti mesta m ps. . NeTlg ® 47357916955044 Execute processes on remote .. https://docs.microsoft.com/en-.. 18
46 https://docs.microsoft.com/en-.. PsTools - Windows Sysinternals .. moc.tfosorcim.scod. aW74RA ® 47357542041397 Command-line utilities for .. https://docs.microsoft.com/en-.. 18
45 https://www.google.com/url?.. moc . e1goog . wuww . 1 5] 5] 100 1638957420891008 DIINGnEAL4ui 8 47356816361521 3
44 https://www.google.com/search?.. microsoft pstools windows 18 - .. moc.elgoog.www. 1 5] 5] 100 1638957417724008 FqlfISREpxIV @ 47359877501890 3
43 https://blog.gentilkiwi.com/ Blog de Gentil Kiwi | L'aide .. moc . iwiklitneg.golb. 1 2] 2] 108 1638957367403000 yDBVIYvcfoll ©® 47357711255860 12
42 https://github.com/gentilkiwi/.. Home - gentilkiwi/mimikatz Wiki.. moc.buhtig. 1 (<] 2] 108 1638957366168000 ATNFtg9IRgxG 5}
41 https://github.com/gentilkiwi/.. GitHub - gentilkiwi/mimikatz: A. moc.buhtig. 1 0 o 100 1628957342874000 G1CqZHI7QZD3 ) don "t care a bo ut most Of the CcO I umns
A8 https://github.com/gentilkiwi gentilkiwi (Benjamin DELPY) - .. moc.buhtig. 1 Q (*] 100 1638957334222000 RSWmDVWXzj3V %}
39 http://github.com/gentilkiwi moc . buhtig. 1 a a 100 1638957333350000 HjcxdWlAx2-P @ 125508387850164
38 https://t.co/eS3Lvglein http://github.com/gentilkiwi oc.t. 1 a a 100 1638957333205000 kDY_ygixPpwC @ 47357137429832
37 https://pentestlab.blog/tag/.. kiwi - Penetration Testing Lab golb.baltsetnep. 1 5] 5] 100 1638957294916008 GwUfFoco8Bp9 0 47359321475006
36 https://www.google.com/url?.. moc . e1goog . wuww . 1 5] 5] 100 1638957293931008 Dy _hmIQeDaAu 0 47360503905496
35 https://twitter.com/gentilkiwi?.. @ Benjamin Delpy (@gentilkiwi.. moc.rettiwt. 1 5] 5] 100 1638957291015000 SSY2iPNBHCN_ © 47357281384579
34 https://www.google. com/url?.. moc . elgoog . www . 1 2] 2] 108 1638957298688000 gdUUcTgeg80yR 9 47356888607823
33 https://blog.gentilkiwi.com/... mimikatz | Blog de Gentil Kiwi moc . iwiklitneg.golb. 1 2] 2] 108 1638957289111000 GQyyj_ruHQYl @ 47357765226599
32 https://www.google.com/url?.. moc . elgoog . W . 1 (*] (*] 100 1638957287809000 MmlNuMyedjus ©® 47358340057118
31 https://www.oreilly.com/library.. Using Kiwi in Metasploit - .. moc.ylliero. www. 1 (*] (*] 100 1638957287638000 KsIO-WacVvlY © 47357274647639
38 https://www.oreilly.com/library.. moc.ylliero. www. 1 1 (*] 25 1638957286923000 ihk-Ck4pRReV ® 47357781835605
29 https://www.google.com/url?.. moc . e1goog . wuww . 1 5] 5] 100 1638957286427008 3w3T912Qs0B8 0 47360105549848
28 https://www.google.com/search?.. mimikatz kiwi - Google Suche moc . e1goog . wuww . 1 5] 1 2000 1638957279193000 HZDBXvrZdp_h 0 47356473054489 X x
27 https://de.wikipedia.org/wiki/.. Bad Rabbit - Wikipedia gro.aidepikiw.ed. 1 2] 2] 108 1638957253180000 ghvbM2amEYFJ ® 47358476800881 &
26 https://ldapwiki.com/wiki/.. Ldapwiki: Golden Ticket moc . ikiwpadl. 1 2] 2] 108 1638957212883000 zcchb9Y2_-mK 9 47357326027991 TOO MuCh TeXt
25 https://ldapwiki.com/wiki/Pass-.. Ldapwiki: Pass-the-ticket moc . ikiwpadl. 1 2] 2] 100 1638957208164008 BhzaS8uMdb30 @ A7360403737720 % : P
24 https://ldapwiki.com/wiki/Pass-.. Ldapwiki: Pass-the-hash moc . ikiwpadl. 1 (*] (*] 100 1638957205684000 NTiVuDbVkZBK @ 47357763086185 : !
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Speakin’ about timestamps

1638962082 Unix Time: seconds elapsed since January 1, 1970
UTC (Unix Epoch)

1638962082957000 microseconds elapsed since January 1, 1970
UTC (Unix Epoch)
SIS,
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Speakin’ about timestamps

1638962082 Unix Time: seconds elapsed since January 1, 1970
UTC (Unix Epoch)

1638962082957000 microseconds elapsed since January 1, 1970
UTC (Unix Epoch)

converts Unix timestamps

/\

datetime(VALUE/1000000, 'unixepoch', 'localtime’)
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Speakin’ about timestamps

1638962082 Unix Time: seconds elapsed since January 1, 1970
UTC (Unix Epoch)

1638962082957000 microseconds elapsed since January 1, 1970
UTC (Unix Epoch)

datetime(VALUE/1000000, 'unixepoch', 'localtime')

\

converts microseconds to seconds

14 alex norris
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Speakin’ about timestamps

1638962082 Unix Time: seconds elapsed since January 1, 1970
UTC (Unix Epoch)

1638962082957000 microseconds elapsed since January 1, 1970
UTC (Unix Epoch)

datetime(VALUE/1000000, 'unixepoch', 'localtime')

/

display in system timezone instead of UTC

15 alex norris
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Visited URLs

moz_places

identifies
visited URL

unambiguously

id last_visit_date
.58 2021-12,88
57 2021-1%-08

56 2821/12-88

54 2p21-12-08
53/20821-12-08
2021-12-88

time of last URL

visit

8

8

48 2021-12-08
47 2021-12-08
46 2021-12-88

visit_count

45 20

4429 \was visited

43 20er—=r—vo ooy

How often URL

42 2021-12-08 10:56:06
41 2021-12-08 10:55:42
49 2021-12-08 10:55:34

39 2021-12-08
38 20821-12-08
37 2821-12-88
36 2021-12-08
35 2821-12-08
34 2821-12-88

10:
109:
10:
10:
109:
10:

55:
55:
54
54:
54:
54:

33
33
54
53
51
508

T T T T T Y~ BN S Y

select id, datetime(moz_places.last visit date/1000000,
visit count, title, url,
last visit date as unix_timestamp

from moz_places order by unix_timestamp desc;

title
7-Zip 21.06 has

- Google Suche
Download

7z2106-x64 . exe

7-Zip
7z - Wikipedia
wiki 7z - Google Suche

PsInfo - Windows Sysi

PsFile - Windows Sysi

https:
https:
https:
https:
https:
https:
https:
. https:
https:
. https:
. https:

e - title of the
website (if any)

PsTools -

microsoft pstools windows 18 - ..
Blog de Gentil Kiwi | L'aide ..

Home - gentilkiwi/mimikatz Wiki..
GitHub - gentilkiwi/mimikatz: A..

gentilkiwi (Benjamin DELPY) - ..

http://github.com/gentilkiwi

kiwi - Penetration Testing Lab

@ Benjamin Delpy (@gentilkiwi..

https:
https:
https:
https:

Yttps:
ttps:
ttps:
https:

url
/v . googlé. com/search?..
/{7-zip.org/dywnload.html

J/d2.7-zip.orgfa/722106-..

f/7-zip.org/a/7z2106-..
//7-zip.org/

//de.wikipedia.org/wiki/7z

/ fwww . google.com/sear

J S . Hnentoaday com/f

"unixepoch’,

O

%‘timestamp
1638957765956008
1638957788349060
1638957680765000
1638957677769008
1638957658178000

1638957641332000
1638957639081000

1£32057153522000

J . ]

~unique” visited URLs }oee
//docs.microsoft.com/en-.. 1638957433047600
//docs.microsoft.com/en-.. 1638957436510000
//docs.microsoft.com/en-.. 1638957427206000
//docs.microsoft.com/en-.. 1638957421184600
/v . google. com/url?.. 16389574208910680
/v . google.com/search?.. 1638957417724060
//blog.gentilkiwi.com/ 1638957367403000
//github.com/gentilkiwi/.. 1638957366168000
//github.com/gentilkiwi/.. 1638957342874060
1638957334222008

//egithub.com/gentilkiwi

http://githu

https
https
https
https
https

://t.co
://pent
o S
-/ twit

o/ fvww . google.comfurl?..

1638957290688000
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'localtime') as last visit date,

Is NOT browsing history,
just a list of visited URLs.
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Things the user typed

select datetime(moz_places.last visit date/1000000, 'unixepoch', 'localtime') as last visit date,
title, url, typed, last visit date as timestamp

from moz_places

where typed ==

order by timestamp desc;

last _visit date title url typed timestamp
52921—12—13 12:@@:4@§MITRE ATT&CK® https://attack.mitre.org/ 1 1639393248511880
2021-12-13 11:59:12 http://amazon.com/ 1 1639393152967800
2021-12-13 11:59:03 amazon - Google Suche https://www.google. 1 1639393143747000
2021-12-08 12:13:26 forgot me lighter - Google Suche https://www.google. 1 1638962006415000
2021-12-08 12:10:41 microsoft pstools windows 10 - .. https://www.google. 1 1638961841034000
2021-12-68 12:86:58 https://www.google. 1 1638961618179880
2021-12-08 10:54:39 mimikatz kiwi - Google Suche https://www.google. 1 1638957279193000
2021-12-08 10:52:00 mimikatz wiki - Google Suche https://www.google. 1 1638957120162000
2021-12-08 18:50:45 tor browser how to - Google .. https://www.google. 1 1638957045776000
2021-12-08 10:50:19 tor browser - Google Suche https://www.google. 1 1638957619756000

URL or search query
explicitly typed into address
bar by the user
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Bonn-Rhein-Sieg FKIE

moz_places tells us only the most
recent visit times...

O.f'uf’ﬂ"'"’;"”‘.’:‘w = Fraunhofs:

Other Histories

e )
4L

Can we get complete history aka.
timeline of websites visits?



~/df/06-artifacts/applications/

Browsing history

id from visit place_id wvisit date .1 visit type
|Fm|FiltePr |Filterr |Filterr f |Filterr

76 a 74 1639393246511000 2
75 74 73 1639393154085000 5
74 73 72 1639393153615000 5
73 a 71 1639393152967000 2
72 a 70 1639393143747000 2
71 7@ 69 1638962106265000 7
78 69 68 1638P62099060000 1
69 67 67 1638962091245000 1
68 67 66 1638962082957000 7
67 66 65 1658962075475000 1
66 65 = j_”““f““’“‘ 5000 1
65 63 | URL visittime | o0 1
64 63 62 1638962065950000 7
63 62 61 16 S “
6 6o s0 16/ the way the URL was accessed
61 60 59 1638962028181000 7
668 59 58 1638962017505000 1
59 58 57 1638962013018000 1
58 a 56 16389620086415000 2
57 a 44 1638961841034000 3
56 a 44 1638961651839000 2
55 54 46 1638961618882000 1

O

Hochschule
Bonn-Rhein-Sieg

moz_historyvisits [ places.sqlite

\

~ Fraunhofer

FKIE



~/df/06-artifacts/applications/

Browsing history

id from visit place id wvisit date .1 visit type
|F...|Filter*r‘ |Filterr‘ |Filtem‘ T |Filter“r‘

76 0 74 1639393240511000 @

75 74 73 1639393154085000

74 73 72 1639393153615000 5

73 0 71 1639393152967000 2

72 0 70 1639393143747000 2y
71 70 69 1638962106265000 D
70 69 68 1638062099060000 @‘

69 67 67 163$962091245000 1

68 67 66 1633962082957000 7

67 66 65 1638962075475000 1

66 65 “4-ac20052032235000 1

65 63 | URL visittime | ..o 1

64 63 62 1638962065950000 7

63 62 61 16foccscsznnzana - -
62 co s0 16/ the way the URL was accessed
61 60 59 1638962028181000 7 '
60 59 58 1638962017505000 1

59 58 57 1638962013018000 1

58 0 56 1638962006415000 2

57 0 44 1638961841034000 Gj

56 0 44 1638961651839000 2

55 54 46 1638961618882000 1

moz_historyvisits

TRANSITION_LINK

TRANSITION_TYPED

TRANSITION_BOOKMARK

TRANSITION_EMBED

TRANSITION_REDIRECT_PERMANENT
TRANSITION_REDIRECT_TEMPORARY

TRANSITION_DOWNLOAD

|
O@ i ~ Fraunhofer

Bonn-Rhein-Sieg FKIE

g places.sqglite

This transition type means the user followed a link and got a new toplevel
window.

This transition type means that the user typed the page's URL in the URL bar or
selected it from URL bar autocomplete results, clicked on it from a history query
(from the History sidebar, History menu, or history query in the personal toolbar or
Places organizer.

This transition is set when the user followed a bookmark to get to the page.

This transition type is set when some inner content is loaded. This is true of all
images on a page, and the contents of the iframe. It is also true of any content in
a frame, regardless of whether or not the user clicked something to get there.

Set when the transition was a permanent redirect.
Set when the transition was a temporary redirect.
Set when the transition is a download.

[https://forensicswiki.xyz/wiki/index.php?title=
Mozilla Firefox_3_ History File_ Format]



~/df/06-artifacts/applications/

Browsing history

id from visit place id wvisit date .1 visit type
|Fm|FiltePr |Filterr |Filterr |Filterr

76 0 74 1639393240511000 2
75 74 73 1639393154085000 5
74 73 72 1639393153615000 5
73 ) 71 1639393152967000 2
72 0 70 1639393143747000 2
71 70 69 1638962106265000 7
70 09 68 1638962099060000 1
69 67 67 1638962091245000 1
68 67 66 1638962082957000 7
67 06 65 1638962075475000 1
66 65 64 1638962073685000 1
65 63 63 1638962067692000 1
64 63 62 1638962065950000 7
63 62 61 1638962047837000 1
62 60 60 1638962043783000 1
61 60 59 16389620281310600 7
00 59 58 1638962017505000 1
59 58 57 1638962013018000 1
58 ) 56 1638962006415000 2
57 0 44 1638961841034000 3
56 4} 44 1638961651839000 2
55 54 46 1638961618882000 1

0 Hochschule
Bonn-Rhein-Sieg

Visit time is great to have, but
wait a minute... Where are the
actual website URLSs?

~ Fraunhofer

FKIE
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Browsing history

id from visit{ place id isit date .1 visit type
|Fm|FiltePr |Fi ern |Filtern

76 e 74 1639393240511000 2
75 74 73 1639393154085000 5
74 73 72 1639393153615000 5
73 e 71 1639393152967000 2
72 5] 70 1639393143747000 2
71 70 69 1638962106265000 7
70 09 68 1638962099060000 1
69 67 67 1638962091245000 1
68 67 66 1638962082957000 7
67 06 65 1638962075475000 1
66 65 64 1638962073685000 1
65 63 63 1638962067692000 1
64 63 62 1638962065950000 7
63 62 61 1638962047387000 1
62 60 60 1638962043783000 1
61 60 59 1638962028181000 7
60 59 58 1638962017505000 1
59 58 57 1638962013018000 1
58 e 56 1638962006415000 2
57 2] 44 1638961841034000 3
56 e 44 1638961651839000 2
55 54 46 1638961618882000 1

link to moz_places table

O

Hochschule
Bonn-Rhein-Sieg

Visit time is great to have, but
wait a minute... Where are the
actual website URLSs?

makeameme.org

\

~ Fraunhofer

FKIE
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Browsing hlstory putting all

visit date

url id

title

2021-12-13 #:00:40 74 MITRE ATT&CK® 4
2021-12-13 11:59:14 73 Amazon.com. Spend less. Smile ..
2021-12-13 11:59:13 72
2021-12-13 11:59:12 71
2021-12-13 11:59:03 70 amazon - Google Suche
2021-12-08 12:15:06 69 dtu2gb-9eebdaab-h627-4444-..
2021-12-98 12:14:59 68 longcat - Google |Suche
2021-12-88 12:14:51 67 longcat - Google |Suche

URL visit time | ° Teceni-Jee
S 65 longc wyebsite title
2021-12-08 12:14:33 64 longcat - Google suche
2021-12-08 12:14:27 63 longcat - Google Suche
2021-12-08 12:14:25 62 longcat.jpe
2021-12-08 12:14:07 61 longcat - Google Suche
2021-12-08 12:14:03 6@ longcat - Google Suche
2021-12-08 12:13:48 59 forgot-me-lighter_png
2021-12-08 12:13:37 58 forgot me lighter - Google Suche
2021-12-98 12:13:33 57 forgot me lighter - Google Suche
2021-12-08 12:13:2 56 forgot me lighter - Google Suche
2021-12-08 10:56:57 44 microsoft pstools windows 18 - ..
2021-12-08 12:07:31 44 microsoft pstools windows 10 - ..
2021-12-08 12:10:41 44 microsoft pstools windows 18 - ..
20214200 An-£7-01 12 D=Tanl Liindaas Sycinternals ..
2021] €.9. pstools website visited | ysinternals ..
2021] on 3 different times

https://attack.mItre.org/
https://www.amazan.com/
https://amazon.com/
http://amazon.com
https://www.googl
https://images-wixmp-..
https://www.googl
https://ww 1 L
https://i.ky URL

https://www.google.com/search?..
https://www.google.com/search?..
https://www.google.com/search?..
https://i.kym-cdn.com/photos/..

https://www.google.com/search?..
https://www.google.com/search?..
https://pics.me._me/forgot-me-..

https://www.google.com/search?..
https://www.google.com/search?..
https://www.google.com/search?..
https://www.google.com/search?..
https://www.google.com/searchr..
https://www.google.com/search?..

https://docs.microsoft.com/en-..

visit type

.com/search?..

.com/searchr..

arch?..

timestamp
2 1639393240511000

5 16393931540885000
1639393153615000
1639393152967000
6393931437470600
1638962106265000

type of access

tries/..

1638962082957000
1638962075475000
1638962073685000
1638962067692000
1638962065950000
163896204 7887000
1638962043753000
1638962628181000
1638962017505000
16389620130918000

[ T T By S i Sy EE R

select datetime(moz_historyvisits.visit date/1000000,

as visit date,

moz_places.id as url_id,

title, url, typed,

Hochschule
Bonn-Rhein-Sieg

O

Z Fraunhofer

FKIE

together

g places.sqglite

moz_historyvisits

moz_places

last visit date as timestamp

"unixepoch’,

"localtime’)

https://docs.microsoft.com/en-..

https://www.google.

comfurl?..

from moz_places
inner join moz_historyvisits on moz_places.id
order by timestamp desc;

moz_historyvisits.place id
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What about downloaded files?

Everytime-
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Downloads .o, ame-

date_added id place_id anno_attribute_id content timestamp
2021-12-08 12:15:@6% 10 69 2 {"state":1,"endTime":1638962106278,"fileSize" 1340773} 16389621086339000
2021-12-08 12:15:086 9 69 1 file:///C:/Users/blau/Pictures/dtu2g6-9eebdaab-b627-4444-bacb-282ab4dff83d4. jpe 1638962106338000
2021-12-08 12:14:42 8§ 66 2 {"state":1,"endTime":1638962082971, "fileSize":63431} 1638962082998000
2021-12-08 12:14:42 7 66 1 file:///C:/Users/blau/Pictures/Tacgnol.jpg 1638962082977000
2021-12-88 12:14:26 6 62 1 file:///C:/Users/blau/Pictures/longcat.jpe 1638962066056000
2021-12-08 12:14:26 5 62 2 {"state":1,"endTime":1638962065980, "fileSize":42128} 1638962066050000
2021-12-08 12:13:48 4 59 1 file:///C:/Users/blau/Downloads/forgot-me-lighter.png 1638962028370000
2021-12-08 12:13:48 3 59 2 {"state":1,"endTime" :1638962028345," "fileSize" 1129046} 1638962028369000
2021-12-08 18:51:21 2 15 2 {"state":1,"endTime":1638957081604,"fileSize" 77563504} 1638957081642000
2021-12-08 10:51:15 1 15 1 file:///C:/Users/blau/Downloads/torbrowser-install-win64-11.08.1 de.exe 1638957075842000

2 records per
download

select datetime(moz_annos.dateAdded/1000000, 'unixepoch', 'localtime') as date_added,
id, place_id, anno_attribute_id, content,
dateAdded as timestamp

from moz_annos

order by timestamp desc;




~/df/06-artifacts/applications/

Downloads

date_added

2021-12-88

12:

15:

06

2021-12-08
2021-12-08
2021-12-088
2021-12-08
2021-12-08
2021-12-088
2021-12-088
2021-12-08
2021-12-08

link to URL

select datetime(moz_annos.dateAdded/1000000,
id, place_id, anno_attribute_id, content,
dateAdded as timestamp

from moz_annos

12:
12:
12:
12:
12:
12:
12:
19:
19:

15:
14:
14:
14:
14:
148

13
13

06
42
42
26
26

:48
51:
51:

21
15

id place_id anno_attribute_id

10

e L N ¥ ) B = L I« > B o

order by timestamp desc;

69
69
66
66
62
62
59
59
15
15

O

Meta record (attribute id 2):
download size in bytes,

moz annos download status (1 — success), ...

2 {"state":1,"endTime":1638962106278, "fileSize]
1 file:///C:/Users/blau/Pictur
2 {"state":1,"endTime":1638962082971,"fileSi
1 file:///C:/Users/blad/Pictures/Tacgnol.jpe
1 file:///C:/User

2 {"state":1 YendTime":1638962065980, "fileSize" : 42128}

1340773}
e":63431}

blau/Pictures/longcat.jpe

{"state":1,"endTime" : 1638957081604, "fileSize" : 77563504}
1 file:///C:/Users/blau/Downloads/torbrowser-install-win64-11.08.1 de.exe

File record (attribute id 1):
path to downloaded file

"unixepoch', 'localtime') as date_added,

/dtu2g6-9eebdaab-b627-4444-bacb-282ab4df83d4 . jpe

Hochschule ~ Fraunhofer

Bonn-Rhein-Sieg

timestamp

1638962106335000
1638962106338000
1638962082998000
16389620882977000
1638962066056000
1638962066050000
1638962028370000

1638962028369000
1638957081642000
1638957075842000

FKIE




~/df/06-artifacts/applications/

Download

url last wvisit

2021-12-08 12:15:06

2021-12-08 12:15:06

2021-12-@8
2021-12-08
2021-12-08
2021-12-0@8
2021-12-08
2021-12-08
2021-12-08
2021-12-08

select

datetime(moz_places.last visit date/1000000,
datetime(moz_annos.dateAdded/1000000,
moz_places.title as title , moz_places.url as url, moz_annos.content

12:
12:
12:
12:
12:
12:
10:
10:

14
14

14:
14:
13:
13:
51:
51:

42
142

date_added

2021-12-88
2021-12-88
2021-12-88
2021-12-88
2021-12-88
2021-12-88
2021-12-88
2021-12-88
2021-12-88
2021-12-88

12:
12:
12:
12:
12:
12:
12:
12:
10:
10:

15:
15:
14:
14:
14:
14:
13:
13:
51:
51:

title

dtu2q6-9eebdaab-b627-4444-..
dtu2g6-9eebdaab-b627-4444- ..
Tacgnol.jpg

Tacgnol.jpg

longcat. jpg

longcat.jpg
forgot-me-lighter.png
forgot-me-lighter._png
torbrowser-install-..

torbrowser-install-..

"unixepoch’,

from moz_places inner join moz_annos on moz_places.id
order by moz_places.last visit date desc;

https:
https:
https:
https:
https:
https:
https:
https:
https:
https:

"unixepoch’,
‘localtime') as date added,

moz_annos.place_id

url
//images-wixmp-ed3@a86b8cicad87773594¢C2. . wixmp. com/f/...
//images-wixmp-ed30a86b8ci4cal887773594c2. wixmp. com/f/...
S/i.kym-cdn.com/entries/icons/facebook/000/001/643/Tacgnol.jpg
//1i.kym-cdn.com/entries/icons/facebook/000/001/643/Tacgnol.jpg

//1i.kym-cdn.com/photos/images/newsfeed/000/002/110/longcat. jpe?..
//i.kym-cdn.com/photos/images/newsfeed/000/002/110/1longcat.jpgr..

//pics.me.me/forgot-me-lighter-42727738.png
//pics.me.me/forgot-me-lighter-42727738.png
f/dist.torproject.org/torbrowser/11.0.1/torbrowser-install-..
//dist.torproject.org/torbrowser/11.0.1/torbrowser-install-..

actual URLs of the
downloads

"localtime’) as url last visit,

~ Fraunhofer

FKIE

Hochschule
Bonn-Rhein-Sieg

O

s: putting all together

content

éfile:///C:/Users/blau/PictuPes/dtu2q6—9ee6daab—b62?—4444—m

{"state":1,"endTime":1638962106278, "fileSize" 340773}
file:///C:/Users/blau/Pictures/Tacgnol. jpg
{"state":1,"endTime":1638962082971,"fileSize":63431}
{"state":1,"endTime":1638962065980, "fileSize" :42128}
file:///C:/Users/blau/Pictures/longcat. jpe
{"state":1,"endTime":1638962028345,"fileSize" :129046}
file:///C:/Users/blau/Downloads/forgot-me-lighter.png
file:///C:/Users/blau/Downloads/torbrowser-install-..
{"state":1,"endTime":1638957081604,"fileSize" : 77563504}
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Firefox @

logins
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Saved logins

Firefox [Mozilla] generally stores
sensitive infos encrypted on disc.

29
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30

Bonn-Rhein-Sieg EKIE

Saved logins

Firefox [Mozilla] generally stores
sensitive infos encrypted on disc.

Fﬁé ../profile-name/logins.json «—_

For example,

}?’ ../profile-name/key4*.db saved logins

Data needed for E

decryption
(password, salt, etc.)

alex norris



~/df/06-artifacts/applications/ o
logins.json
{ hostname
"nextId":4,
"logins":[
{
"id":1,
"hostname":"https://github.com”, encrypted username

"httpRealm":null,

"formSubmitURL":"https://github.com",

"usernameField":"login",

"passwordField":"password",

"encryptedUsername" : "MDOEEPgAAAAAAAAAAAAAAAAAAAEWFAYIKOZIhvcNAWCECPzZmIBvI4vIGBBCiBdAi/hINFUx5yDylhb3h" ,
"encryptedPassword" : "MDoEEPgAAAAAAAAAAAAAAAAAAAEWFAYIK0ZIhvcNAwCECEDW6jABqKJaBBD2fDbOkUYEEMRRGXDFFw2s" ,

"guid":"{6e4ab777-02ee-4dbf-8ebd-7499a8178aal}",

"encType":1, /f
"timeCreated":1639059789340,

"timelLastUsed": 1639059789340, encrypted password

"timePasswordChanged":1639059789340,
"timesUsed":1

"id":2,
"hostname":"https://www.pcloud.com",

"usernameField":"email",

"passwordField":"password",

"encryptedUsername" : "MEIEEPgAAAAAAAAAAAAAAAAAAAEWFAYIK0ZIhvcNAwCECKpUEGMrHT / bBBicZypyx/o+KMBV7VXQ35x5b54ehB7P+cw=",
"encryptedPassword" : "MDoEEPgAAAAAAAAAAAAAAAAAAAEWFAYIK0ZIhvcNAWCECDNQhjQRN69LBBDpQHOj47T+Q5L7kpuy0isO ™,

"id":3,

"hostname":"https://kunde.comdirect.de",

"formSubmitURL":"https://kunde.comdirect.de",

"usernameField":"paraml”,

"passwordField":"param3",

"encryptedUsername" : "MDOEEPgAAAAAAAAAAAAAAAAAAAEWFAYIKOZIhvcNAWCECLS5DFCb1WYZzeBBDuab5Kyok1IjYKE1BgqcmQM" ,
"encryptedPassword" : "MDIEEPgAAAAAAAAAAAAAAAAAAAEWFAYIKOZIhvcNAWCECPL7mCCcdiXvBAiOJWtcG2NKXg==",

}
15

. "potentiallyVulnerablePasswords":[

Hochschule
Bonn-Rhein-Sieg

Z Fraunhofer

FKIE
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Saved logins

key4d*.db content is protected by
master password.

Fﬁé ../profile-name/logins.json
}?’ ../profile-name/key4*.db

S

32 alex norris
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Saved logins

key4*.db content is protected by
master password.

Zugangsdaten und Passwdérter

. Eragen, ob Zugangsdaten und Passwdrter flir Websites gespeichert Ausnahmen...

...which is not set by default...

Gespeicherte Zugangsdaten...
Zugangsdaten und Passwdrter automatisch ausfillen

Starke Passworter erzeugen und vorschlagen

Alarme fur Passwdrter, deren Websites von einem Datenleck betroffen waren Weitere Informationen

< D Hauptpasswort verwenden Weitere Informationen >

Frither bekannt als Master-Passwort

[] windows Single Sign-on fir Microsoft-, Geschafts- und Schulkonten erlauben Weitere Informationen

Verwalten Sie Konten in lhren Geriteeinstellungen.
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Bonn-Rhein-Sieg FKIE

|
S ave d ‘ O g I n S [https://www.nirsoft.net/utils/passwordfox.html]

[https://www.nirsoft.net/utils/web_browser_password.html]

G PasswordFox: Ch\Users\lymx\AppData\Roaming\Maozilla\Firefox\Profiles\n3wx 7jkv. privat — O X
File Edit Wiew Optiens Help
EEEEEEE
Recor.. +  Web Site User Name Password User Mame Field  Password Field Signons File HTTP Realm Password Strength Firefox Ver...  Created Time Last Time Used Password Change ... Password Use ...
@1 https://github.com herrc1982 gwertyZxcvbf  login password leginsjson Wery Strong 32+ 09/12/2021 15:23:09  09/12/2021 15:23:09  09/12/2021 15:23:09 1
2 https://www.pcloud.com herrc1982@web.de 1982 catskkX email password legins.json Strong 32+ 09/12/2021 15:2420  09/12/2021 13:24:20  09/12/2021 153:28:34 1
o3 https://kunde.comdirect.de herrx1982 789343 param]1 param3 logins.json Very Weak 32+ 09/12/202113:27:32  09/12/202113:27:32  09/12/2021 1532732 1
3itemn(s), 1 Selected NirSoft Freeware. hitp:iwww.nirsoft.net
B8 WebBrowserPassview — O *
File Edit View Optiens Help
| @ e QA
URL ~ Web Browser User Mame Password Password Stre..  User Name Field Password Field Created Time Maodified Time Filename
thtps:ffgithub.com Firefox 32+ herrx1982 qwertyZx cvbf Very Strong login password 09/12/2021 15:23:00  09/12/2021 15:23:09  CA\Users\lynx\AppData\Roaming...
Ghttps:ffkunde.comdirect.de Firefox 32+ herr1982 789343 Very Weak param]1 param3 09/12/2021 15:27:32  09/12/2021 15:27:32  Ch\Users\lynx\AppData\Roaming...
Ghttps:ffwww.pcloud.com Firefox 32+ hernc1582@web.de 1982 cats}N Strong email password 09/12/2021 15:24:20  09/12/2021 15:28:34  C\Users\lynx\AppData\Roaming...
3 Passwords NirSoft Freeware. http:iwww.nirsoft.net
$ python firepwd.py -d PATH-TO-PROFILE $ firefed -p PATH-TO-PROFILE logins
Host Username Password
decrypting login/password pairs A;;"""T;A'é """""" A""i;é; """""" ;';"'gé
. . 1 . m errx wer XCV
https://github.com:b'herrx1982"',b"'qwertyZxcvb6’ https /78 Y 1C°d h 1995 b.d 29:2 yt )C(XX
. WWW . . m errx web.de
https://www.pcloud.com:b'herrx1982@web.de",b'1982catsXX"’ ps:// pclou _CO @ cats
https://kunde.comdirect.de herrx1982 789345

https://kunde.comdirect.de:b'herrx1982',b"'789345"
. https://github.com/numirias/firefed
“Firepwd.py, an open source tool to [http s ]

decrypt Mozilla protected passwords”
[https://github.com/lclevy/firepwd]
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Firefox @

browser cache

gl

thumbnails



~/df/06-artifacts/applications/ 0 Hochschule =
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K Corvactosns  Gxplare comient m Play m

PrineaRalrercs-  Tods- TIRF- BT Cormiles

Some Key Windows Event Logs

J— Brusddar
=0 ) Loy (= ey D prion
A TodE
Sma Tegd
A 10aE
Sairny TG, 4 00, fraan L5
ll poer, 10100,
Sl SHETE,
9 Fanbler [T ———
e— —

Dn vk cicks anmaskcier, ek du chens Saltn s ksrrat

4t slack

In mal.re anmelden

e alsck.cam

“fiarn Se sad Sle Coctim sicephenen kicken,
wErwsan S cer Saalchenung vea Coobies saf
beerm Garltl ru,un g Welnbsasigabion x
i Y P
I P i S
Yaltws InfaTaatioran

G M Googhe anmeiden

CCER

| COOKE-FIHSTILLURGEN

Fawrwart




Cache

001AB6688D085441DAEDDE36C38715343CF15E2B
001BAA9AT757219DA028FCCODSEF3717CB1462765
001F048248CA332263CFFCO8FC20F7FF1B020E79
00205C21355A82BA22FDC4483A4DDB37B416C71D
003523D29CBE832D5E9068F0906B47E59B18FDEQ
003BA59919273EF3EFAB199C3056C04518D77DE8
007D3C8164FE3C239CCCB55B8BIA7EEBEISSET15A
007FAD3BBE5D2B0879B934FB8CF212233F60EA91
0098505569D0D80CCD509596F68762DCC759608A
00B14AB055CD89C1A798B15ABOF8574CB4ADCIBA
00B47F94C42281463DA232400DFA6AA47C0907CF
00B6B72CD4DCB8220FE8014C57647A239009FOCD
00BB77BC7A20E6BC735D09FESE8D99560575A406
00DE55DEF4975BFC593F373A5BB92545BDBD6C8F
00F4F9E30A2798CCICCB265C1B1D3E6585843E19
00F6F401F2F6DADDF82FD3B9C3F9FD3C29F4539E
0108C21A2099A86DA163FF344FA8810D033BFAE6
01285DE21CCBB6F37DB2A5346A4D82C8C73B0OEY4
0131498090BDBOD58D2F06B488ECE125490611A4
013B0DB7750286A737CFC5CA9BFA8A1438080961
01488A25431BA7080F5E0CT31E8B1DAD41A9ASB4
014C98341EB1374763C7D4C2BCO2A7FASCI3DF6A
014DC570C22F02983D2CCB61E2F42182DESD 1257
0153E3E27E215288DF11D4EE5D44B0025D38DCCE
01778417E37021841850FD860615259F3522F1CC
017BE3C98BFDA6DF51F0991F9D11ADAA2672ADEF
0189707F802DD70972A53F575893F44CDF1851CB
018BE5BB5BA4AD3787BB302900A108602A6C90B1
01AA86ED8B832A15B8F1E8C0897A0E5DA9BCB209
01AD2BC9BB3557BF1C4D6FAFA122857873998380

)

5729 entries !

01D9313F921D77BE912F77D8343D357E0CC1233C
01F13588A2D55E4BDCOBF5D2C45456DA96E635A9
0220EAD1EAC0702E401C49CF96642F99A5A68FCA
0228458D907D96F69BC8827A75F1D175F6ACD64A
023EBEDA14D2CE9C98C60E57D5B87F01826B171C
024DC5C272CEB53D5F595470830922F306F50487
025FC38805DDB825DD6D282EC2C1825B181C130D
0265364BD7D7D9065D09C6C6A40EDOFDA799FCB2
026E65E4ED 1B9ABD8BCI48A5E4B6AE6963BIDCOA
026FD955A241188CDD7C8FF5BE44320798B02481
028CD54DEFA8F10419FF3732FCA664493FB423CB
02AE5A2F991C4E56D6871COFFC0415F879766602
02BB572AD624DB4BE 1A4E19706FB320479BB7AA4
02D10321E75C6DF79020E7388A1940A854FC284C
02F507023B1BE362FB768E4A504860C3DB49D371
0304FOA8DACE79C535013F0F72D69EFOC0794598
0305336B20162807CDDCBFC42246EEC5083A60BF
0309D82AD38C32E5C32AB79EB437BDDBA71E39E9
0316831DBFA75FB201942AD385CB80DFIB46ABAY
0317977F00892575682C1E37FE71B3822DB69FB5
032D2C55585B1ACE5869652AD03F2EDEB83F9674
0343220A44DAAEFTEOF1A182DAE7ACD 159BFCABS
0344802483365597366793066261EABB1C5B8B13
034B0T99ECC38559AC8D 1FA48DB478E2CI9IDFA7C
034C3B23BA0431A8AF29F0766B5E6E333F83BD7D
035CC5DE58485883E6D31298A473E3B32170D49E
0360093680EAB31DFEA809E40003955071698BA2
0376C1266B58A8BA454DDIAA44BAF7ACSBD32AB7B
037778A55E1B7E9BED3390289866D09402D6C913
03810A5ED60465641FDASA93D7BECEIDBIC7218D
038AF74DFA379A26D41C078652150B 1B8EFD5DE2
039090029E64BC91E87E77199A6A6BE11FC39B6F
0398E864D5E966EC211356E0976FIDAFBB230E6C
03B14A148ED93C29F77DCFB5A6DD5C0715FC1AAE
03B37411C87798A6664A4DA2DB3EDD7A2403E88F
03B4CCDF926D38F3C25DE2E396660ADE72AA752A
03BFBDO029EF5462FE31E5F833D234B3BF8AB56C6
03C0A29B11089246C2E32A41A571CFB57B834E3C
03C33BFC4C2DD4B99ACC31146CDAS0D8D531F88

~/df/06-artifacts/applications/

../profile-name/cache2/

001AB6688D085441DAEDDE36C38715343CF15E2B: image/jpeg;
003BA59919273EF3EFAB199C3056C04518D77DES: image/jpeg;
007FAD3BBE5D2B0879B934FB8CF212233F60EA9: image/gif;
00F6F401F2F6DADDF82FD3BIC3FOFD3C29FA539E: image/jpeg;
01285DE21CCBB6F37DB2A5346A4D82C8C73BOEY4: image/jpeg;
01778417E37021841850FD860615259F3522F 1CC: image/jpeg;
0376C1266B58A8BA454DDIA44BAFTACSBD32ABTB: image/jpeg;
03B4CCDF926D38F3C25DE2E396660ADE72AAT52A: image/jpeg;
0488C86548166E494F C3AFDBCO7E822E87F003A5: image/jpeg;
0530B409BEBOBSE096027DFE443D54CBA3433CCB: image/jpeg;
054C6BAFE41COFD3B5D00658D27411BA7D72DC61: image/gif;
0565A7BFFDDF9713BC8EBACIE30292E39DB7978D: image/png;
057CFD3C074253C365BEADD2A393D4ED34CAEBAT: image/jpeg;
05B64CFF940B5C2D5170AF785316D95B8E157B86: image/gif;
05D9F599317A1A1BEABIE2ASDFF34A30DA85435A: image/webp;
0634DD354ECE 1BBBICC384F7773A0350DA3ECOA3: imageljpeg;
064433CACAC32F95942AEDBOF5931531933E7E22: image/gif;
064FE71B9F3DF67C1AOF8DD7773FBBF39424E4B0: image/jpeg;
065A69D7B299DF8DACCCO27C7235ACAT5E4409A2: image/gif;
066C5C183514CB6D6F55FF32D6B57477381ED520: image/png;
06D853953A259D2DD4C45C81748D22B09294A 1E5: image/png;
0786A19C2A7BIF633FC5D75B87036774B5451DDC: image/gif;
078F62CA494C1B3A81512CE5DCC08110045B149D: image/jpeg;
07BC41DD6519639444C51FI2E8C6D2A215A31E53: image/jpeg;
0807D6F11361D28E8237CDAF6FFIEQ12D 1860CCF: image/webp;
08254EC6D1ADEOES1CFBF072939E9A10FEB715F8: image/gif;
083183AF2E2165106A15ECESDFCBEB8B80AT7275: image/jpeg;
083D103FOAFIIDFOCABI284120CD8B86362A9280: image/gif;
085B762362028D15C42A6956A8AESE1028162B8C: image/jpeg;
087AA301278A30FFD938CC3A2349381DA9ICOCBS: imaae/jpeg;
0¢ peg;
0¢

2 eg;

« 901 images

< ng;
<y
mage/gif;
0A36B6F09731E843F6F8D5BD71EF3A83103C2B88: image/gif;
0A80DA436F310476A74AA4B889414978E9CE3333A: image/jpeg;
0AB8295E234CD9ID19C64CB547A427B5EA61B99737: image/jpeg;
0ADBA117B94FAEF9D2CIDD57226F 108877CD39D0: image/jpeg;
0B259305C63492C3B5624C4CEDD7D67CFBBO49FA: image/png;
0B39513238A4469BADBFI0CF41B670946FAC742D: image/gif;
0B51AC4COD3FFAB1200BA5B8A777C9347B73E967: image/png;
0B6313D2624F6F099D59A617CEAI05B29414A6CB: image/jped;
0B7AB60ADOBE934C351CB3A685C045D335BA4B85: image/jpeg;
0BABF52A64DC7B1FCCDD563D131A086B80FE77E0: image/webp;
OBAE8F9C82BC090FBEQ1FE1C5E 1FOB4160444CA4: image/gif;
0BCO1BD5310FE2A3FB68E2587AF03110D86AD 14D: image/png;
0BE92CFAA15E9COC5DE903F9A779D03A557B53BF: image/qif;
0C4468AAADOCCCF6FAB391DEIB1FA35269B410B2: image/gif;

0C8509A22F3C71F894EA6F6192D97F66A80FF32C: image/vnd.microsoft.icon;

0D87AF5D6E8844D7C5DE3F5871F232CD231D5D26: image/webp;
0DCFOB376A9DEBSE345CFEF474834A4186ABAF06: image/png;
OE4FCF8935808508778F 1E4ADIIECBIBE5203047A: image/jpeg;
OEGEE942C1AD73DF82EF64877ABBOCDE2BBAC2BD: image/png;
OEAE293CD176877E17A5CB2188F64A0CEBS88A86: image/jpeg;
OEE42C9E23C9292E413CCCSBE276802E4631AFBC: image/jpeg;
0F25160E4A13DA2FB87CEAF35436CB2905AD31F5: image/png;
0F30B37890A9B103B511C6351629F991C4A1AI5B: image/svg+xml;
0F4067CEAEEAD96F61943EA539283784E2B65CF 1: image/jpeg;
1058A76A59F3BDEFFOAA5A51017CBCO15C0BOICB: image/jpeg;
109D080055C1548CE320A422FDIBDA 1 D5E1ASBCS: image/svg-+xml;
10DF6F 1CDA4SE89BC8836121515008CDD1323059: image/webp;
11184869B68F2E2C647FOD5121DC64616272E580: image/jpeg;
11DAD4BE1B17C9F993164FC979CFADB730D1F3C6: image/jpeg;
11F689421BIABAEA2E6B2427BA529C22777CIDFS: image/png;
121272309A6B40A93B13A70E22DA313318E461A0: image/png;
124DC53BA63E318C50FC3D7AF8C8503A55E0BEID: imageljpeg;
1251164777CE76130F1 1BDCI82415F17371A841B: image/jpeg;
12C6AD6DOCE3E11889A06DAIF2A1AEBDAFSAS7FB: imageljpeg;
136DF037EDBEGEA4BIFC3F59630BF7670AA761ED: image/png;
145B6F3187B72769F3496596C84BFBE138A3A9DC: image/png;
147C964944D096CA92C7B78FAD55D5095A8232F 1: image/jpeg;
14A19501A612AD09247B440403CA88A72D5D67C5: imaae/ineq:

At least the user was
searching for
longcats...

What the hell is this
one???
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FEC2182831E63B874C710F90D7B198C49F25B7D2

FDD61BBOEA7B3527CB1FB571D5360DA9547263A1
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O
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FKIE
MZCacheView: - an L =« D2gY9cbmuy.privat\cache2 - O x
File Edit View Options Help
aemx| v HALE VA
Filename Content Type  ~ URL File Size Cache Name Fetch Count  Last Modified Last Fetched Expiration Time Server Name Server Response Server Time Server Last Modi...  Conti ™
@ 72TfcB09.png image/png https://www.torproject.org/static/images/t... 85818 2004933330D2E2A41CAT... 1 09.12.2021 14:12:38  09.12.2021 14:12:38  00.12.2021 10:50:24  Apache HTTR/1.1 200 OK 08.12.2021 10:50:24  07.12.2021 03:27:...
@ out.png image/png https://Idapwiki.com/images/out.png 927 32FOCDD248D2D51C207.. 6 09.12.2027 14:12:38  09.12.2021 1412:38 15122021 10:53:15  nginx HTTP/1.1 200 0K 08.12.2021 10:53:15  19.11.2018 11:20:...
@ arrow-down.p... image/png httpe://www.torproject.org/static/fonts/fo...  3.381 D&438B6B137344953B7A... 2 09.12.2021 14:12:38  09.12.2021 14:12:38  09.12.2021 10:51:11  Apache HTTR/1.1 200 OK 08.12.2021 10:51:11  07.12.2021 03:2%:...
[&] arrow-down.p... image/png https://www.torproject.org/static/fonts/fo...  3.202 SE31AADZ19DAFDGCOTT.. 2 09.12.2021 14:12:38  09,12.2021 14:12:38  09.12.2021 10:31:11  Apache HTTP/1.1 200 OK 08.12.2021 10:51:11  07.12.2021 03:28:...
@ arrow_down.p... image/png https://ssl.gstatic.com/ui/v1/zippy/amow_.. 94 AD24EB35137DFBGEBE4E... 1 09.12.2021 14:12:38  09.12.2021 14:12:38  06.12.2022 19:00:42  sffe HTTP,/3 200 OK 06.12.2021 19:00:42  03.03.2020 21:15:...
@ Tziplogo.png image/png https://7-zip.org/Tziplogo.png 1417 E034TF4C6212418ET0DA... 5 09.12.2021 14:12:38  00.12.2021 14:12:38 15122021 11:00:58  nginx/1.14.1 HTTR/1.1 200 OK 08.12.2021 11:00:58  10.03.2018 10:07:...
825f9ac.png image/png https://www.torproject.org/static/css/imag... 195473 E73ADCCACTYITEE3BSF6.. 2 09.12.2021 14:12:38  09,12.2021 14:12:38  09.12.2021 10:51:11  Apache HTTP/1.1 200 OK 08.12.2021 10:51:11  07.12.2021 03:4%....
@ 915829603405... image/png https://tpc.googlesyndication.com/daca_i..  107.717 GAFAB04TF1914CTB29FY... 1 09.12.2021 14:12:38  09.12.2021 14:12:38  05.12.2022 11:59:00  sffe HTTR/2 200 OK 05.12.2021 11:5%:09  03.11.2021 08:52:...
[&] f539211218b79... image/png https://cdn.taboola.com/libtre/static/thum... 234 143BGF3187B72760F3496... 1 09.12.2027 14:12:38  09,12.2021 14:12:38  08.12.2022 08:13:32  Amazons3 HTTP,/2 200 OK 08.12.2021 10:51:11  24.06.2015 09:14:...,
@ search.png image/png https://blog.gentilkiwi.com/wp-content/th... 440 0565A7BFFDDFI713BCE.. 3 09.12.2021 14:12:38  09.12.2021 14:12:38  15.12.2021 10:34:49  Apache HTTP,/2 200 OK 08.12.2021 10:54:49  26.07.2021 08:12:...
@ sea.mashable... image/png https://encrypted-tbn2.gstatic.com/favico... 287 BF313B447EASTTCCO84.. 1 09.12.2021 14:12:38  09.12.2021 14:12:38  14.12.2021 21:14:20  sffe HTTR,/3 200 OK 07.12.2021 21:14:20  03.08.2020 00:54:...
@ ac-topright-sp.. image/png https://images-eu.ssl-images-amazon.com..  1.873 FDB4ACETOCOOSCETCIT.., 1 09,12.2021 14:12:38 09122021 14:12:38  09,12.2021 08:27:38  Server HTTR/2 200 0K 08,12.2021 08:27:38  17.04.2014 00:13:...
|:B| PR o) - TR O e L L T e e ey P ) 2 ono NCTrMNIA0DI1DCCACICCOD R Talts Mg 17 N1 1NLEC. D0 A2 11 00 110 A
< >

5226 item(s), 1 Selected (190,89 KB)

Cache files:
= Original and cache names
= Metadata
= Origin

" Preview

Nir5oft Freeware. hitp:iwww.nirsoft.net

[https://www.nirsoft.net/utils/mozilla cache_viewer.html]
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Before we continue




~/df/06-artifacts/applications/

Thunderbira

Thunderbird - Choose User Profile X

Thunderbird stores information about your settings,
preferences, and other user items in your user profile.

default-release
Create Profile... default

) private
Rename Profile...

Delete Profile...

work offline

Use the selected profile
without asking at startup

Exit Start Thunderbird

Linux:
$user/.thunderbird/

Windows 10:

sUserProfile%\AppData\Roaming\Thunderbird\Profiles\

[https://cheezburger.com/7829473792/blue-fairy-wern-is-a-beauty]

O
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FKIE




~/df/06-artifacts/applications/

Thunderbira

$ 1s .thunderbird

sj9aouet.default-release
omc56zjt.default
installs.ini

profiles.ini

Inspect all profiles
found!

installs.ini

[FDC34C9F024745EB]
Default=/home/sf/.important
Locked=1

profiles.ini

[Profile2] lies not in default

profile folder
Path=/home/sf/.important «———

Name=private /

IsRelative=0

[Profilel]
Name=default
IsRelative=1
Path=0mc56zjt.default
Default=1

[Profile@]
Name=default-release
IsRelative=1
Path=sj9a0uet.default-release

[General]
StartWithLastProfile=0
Version=2

[InstallFDC34C9F0©24745EB]
Default=/home/sf/.important
Locked=1

\

O@ i ~ Fraunhofer

Bonn-Rhein-Sieg FKIE

[https://cheezburger.com/7829473792/blue-fairy-wern-is-a-beauty]
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Thunderbird >

D 29

message contents

"

attachments

email headers

communications



$ tree .important #path to profile

— Ox8B9C85B271943CFC_rev.asc
— abook

— abook.sqlite

— addons.json

— addonStartup.json.lz4

| ImapMail Name depends on protocol used
— imap.gmx.net Name depends on mail provider
— Archives.msf

— Drafts.msf

— Entw&APw-rfe.msf

— filterlog.html

— Gel&APY-scht.msf

— Gesendet

— Gesendet.msf

— INBOX <« actual contents
— INBOX.msf <— mail summary
— msgFilterRules.dat

— OUTBOX.msf

— Sent.msf

— Spamverdacht.msf

— Templates.msf

— imap.gmx.net.msf

— key4.db

— logins.json

— Mail

L— Local Folders

— filterlog.html

— msgFilterRules.dat

— Trash

— Trash.msf

— Unsent Messages

— Unsent Messages.msf

— mailViews.dat

|
O@ i ~ Fraunhofer

Bonn-Rhein-Sieg FKIE

[http://kb.mozillazine.org/Files _and _folders_in_the profile -
_Thunderbird]

[https://cheezburger.com/7829473792/blue-fairy-wern-is-a-beauty]
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$ cat Gesendet.msf

// <'-- <mdb:mork:z v="1.4"/> -->
< <(a=c)> // (f=1is0-8859-1)

MSF files

“Index files for mail messages. They contain a cache of

the folder listing plus a few folder specific settings.”

[http://kb.mozillazine.org/Files_and_folders_in_the_profile_-
_Thunderbird]

$ cat Sent.msf

// <'-- <mdb:mork:z v="1.4"/> -->
< <(a=c)> // (f=1s0-8859-1)

(B8=dateReceived)(B9=ProtoThreadFlags) (BA=folderName) (BB=storeToken)
(BC=gloda-id) (BD=gloda-dirty) (BE=junkscore) (BF=keywords) (CO=retainBy)
(Cl=daysToKeepHdrs) (C2=numHdrsToKeep) (C3=daysToKeepBodies)
(C4=useServerDefaults)(C5=cleanupBodies) (C6=applyToFlaggedMessages)
(C7=useServerRetention) (C8=pseudoHdr)(C9=ns:msg:db:row:scope:ops:all)
(CA=ns:msg:db:table:kind:ops) (CB=op) (CC=msgKey) (CD=opFlags)
(CE=newFlags) (CF=moveDest) (D@=sortType)(Dl=sortOrder) (D2=viewFlags)
(D3=viewType) (D4=columnStates)(D5=MRUTime) (D6=sortColumns)
(D7=customSortCol) (D8=imageSize) (D9=recipient_names)
(DA=notAPhishMessage) (80=ns:msg:db:row:scope:msgs:all)(8l=subject)
(82=sender) (83=message-id) (84=references)(85=recipients)(86=date)
(87=size)(88=flags)(89=priority)(8A=1label)(8B=statusOfset)(8C=numLines)
(8D=ccList)(8E=bccList) (8F=msgThreadld)(90=threadId)(91=threadFlags)
(92=threadNewestMsgDate) (93=children)(94=unreadChildren)
(95=threadSubject) (96=msgCharSet) (97=ns:msg:db:table:kind:msgs)
(98=ns:msg:db:table:kind:thread)(99=ns:msg:db:table:kind:allthreads)
(9A=ns:msg:db:row:scope:threads:all)(9B=threadParent) (9C=threadRoot)
(9D=msgOffset) (9E=offlineMsgSize)
(9F=ns:msg:db:row:scope:dbfolderinfo:all)

46

(80=ns:msg:db:row:scope:msgs:all) (81l=subject)(82=sender)(83=message-id)
(84=references) (85=recipients)(86=date)(87=size) (88=flags)(89=priority)
(8A=label) (8B=statusOfset)(8C=numLines)(8D=ccList)(8E=bcclList)
(8F=msgThreadId) (90=threadId)(91=threadFlags)(92=threadNewestMsgDate)
(93=children) (94=unreadChildren) (95=threadSubject) (96=msgCharSet)
(97=ns:msg:db:table:kind:msgs) (98=ns:msg:db:table:kind:thread)
(99=ns:msg:db:table:kind:allthreads)
(9A=ns:msg:db:row:scope:threads:all)(9B=threadParent) (9C=threadRoot)
(9D=msgOffset) (9E=offlineMsgSize)
(9F=ns:msg:db:row:scope:dbfolderinfo:all)
(A@=ns:msg:db:table:kind:dbfolderinfo) (Al=numMsgs) (A2=numNewMsgs)
(A3=folderSize) (Ad4=expungedBytes) (A5=folderDate) (A6=highWaterKey)
(A7=mailboxName) (A8=UIDValidity) (A9=totPendingMsgs)
(AA=unreadPendingMsgs) (AB=expiredMark) (AC=version) (AD=forceReparse)
(AE=fixedBadRefThreading) (AF=onlineName) (B@=folderName)>

{1:780 {(k"97:c)(s=9)} }

~empty” msf
(mailbox summary files?)

(A@=ns:msg:db:table:kind:dbfolderinfo) (Al=numMsgs) (A2=numNewMsgs)
(A3=folderSize) (Ad=expungedBytes) (A5=folderDate) (A6=highWaterKey)
(A7=mailboxName) (A8=UIDValidity)(A9=totPendingMsgs)
(AA=unreadPendingMsgs) (AB=expiredMark) (AC=version) (AD=forceReparse)
(AE=fixedBadRefThreading) (AF=onlineName) (B@=indexingPriority)
(Bl=highestModSeq) (B2=imapFlags) (B3=charSetOverride) (B4=charSet)
(B5=highestRecordedUID) (B6=ns:msg:db:row:scope:pending:all)
(B7=ns:msg:db:table:kind:pending)>
<(80=1) (93=FFfffffe)(8E=61b34113)(81=0)>
[1:m(~9C=1)(~90793) (~92"8E) (~91=0) (~93=1) ]
<(9A=2)(98=61b34196)>[2:m(~9C=2) (190=2) (192/98) (~91=0) (~93=1) ]
<(A4=3) (AC=61bda6fd)>[3:m(*9C=3) (~90=3) (192~AC) (91=0) (*93=1) ]

<(9B=91)(88=American Lynx <american.lynx@gmx.de>) (89
. ________———I”Rybalka, Mariia" <mariia.rybalka@fkie.fraunhofer.de>)(8B=Paper stuff)
email (8C=72095a19-ffc6-fOc4-2323-c582b514c1f7@gmx.de) (8D

{FFFFFFFD:79A {(k"99:c)(s=9)} } Ea(j(erESS(ES =<5ea51904-8e52-c614-0d26-85b6512d2bda@fkie.fraunhofer.de>) (8F=UTF-8)
(90=3aa) (92=Ffffffff)(9C=3fd) (9D=1a) (A1=28)(87=) (B9=0|Rybalka, Mariia)

<(80=1)(81=0)(82=Sent)(83=200)> (94=Martin Lambertz <martin.lambertz@fkie.fraunhofer.de>)(95

{1:79F {(k*A@:c)(s=9u)} . __________——hTimelining stuff) (96=d05604e7-b8fe-d7a9-c8f2-a591f0Obb6e3d@gmx.de)

[1(~AC=1) ("AD=0) ("AE=1) (*AF~82) (~88783)]} Sle)jEE(TtS (97=<edfc9ed9-9290-b1f9-dcae-3754dfdbdaf7@fkie. fraunhofer.de>) (99=37F)

(9E=1021) (9F=3d2) (A@=21) (BA=0 |Martin Lambertz)(Bo=10000081) (A8

@%${1{@ =Scottish Fold <american.lynx@gmx.de>)(A9=scottish.fold@protonmail.de)

@$$11}@ ~ae47551c-4c8d-5274-f155-9bcba93df846@gmx. de) (B1=d29) (A2=7cFf)

(A3= 1999)(AE d22)(B3=29)(BB=0|scottish.fold@protonmail.de)>
{1:780 {(k"97:c)(s=9)}
[1(~88=91)(~82/88) (~85°89) (~818B) (~83/8C) (~84°8D) (~B8"8E ) (~86"8E)
(789=1) (96"8F) (~87190) ("9B"92) (A8F93) (~B9=0) (*9D=0) (*BB=0) (A9E~9C)
(78C=1a) ("BC=28) ("BF=) ("8A=0) ("D9"B9) ]
[2(~88=91)(~82/88) (A85294) (A8195) (18396) (~84797) (~B8"98) (*86"98)

message IDs

~nhon-empty” msf



~/df/06-ar

nengonazs
M B £75; JAFOgGL

G wnmmnk:mdsmludiym:emmirﬂ%mms

tronfart Hdnindr: ol

for_cnerican. Lyncdgnx.deo: Fri. 18 Dec it
nart

LosavanzsTbes 1qTeaz e
3t Dec 11 18:16:18 321

-Mazilla-Status: @831

X-Mazilla-Status:

Return-Path: mariia. rybalkaifiic. frauhofer_dex
suthentication Results: mqgmel?. serverlan: diim-pass header. i-gfkic. fraunhafer. de
Received: fras mail-edges2s.fraunhaier.de ([153.37.7.23]) by mc-ha.gexnet

(mxgmx18]1 [212.227.17.5]) with ESHIPS (Nemesis) id INGhm

L- IV FwEZEuN - 011650

13Ty TR}

— 100

[E— YT E

Taouvel

E7P1
rLAqlhiskLMaL e
L

azatsvrje

NNt F ]

anic

AZVIBEEE
- Iranfart-Anti-Spa- Filtered: trus

%-IronPart-2v: E<Sophas;i="5.

ORIM-Signature:

d="jog 1457 5can’ 145, 288, 125"

moceived: from mail-wraddzs fraunnafer.de ([192.182.167.25])

segecaz ciyqf

oy mail-adgesza fraunhofer_de with ESTRTLS/ECTHE - R54-AES256-GIM-S4A384; 18 Doc 2471 11724788 +a18d

IranRort-508: 1M

ARk VPR QSR 3y L~
-Tranfart AV: E-Saphas;i-"5 B8,

ot u.amm

d-"ipg 146 3scan' 145, 208, 135"

Receivad fram waiLpuand.fiie. femmbafer-de (HELD a.m.fele.frawbafer.de) ([128.7.3.
HES255- GO SHA384

by mail-malnzs. Fraunhafor.de with ESPIP) TLS/ECHE -75A

1; a-rsa-shazsh; qedus/tet: cerelaed/relaxed:
-fiic. fraunhafer fesubrject
Pessaga- 10:Contant - ypa:sander - Raply - To:Co:Contant - Iransfar. encading:
Contant- 10:Cantent -Gescristion:Resent-Oate: Resent - Fras: Rasant - Sandar-
Resont - Ta: Resant -Cc :Resont -Message- 10: 1n-Reply - Ta-Refarences: List - 1d
Lict-Halp:List-Unsubccriba: List - Subscribe: Lict-Past:List-Ownar: List-Anchive;

AuEScqezjilavats lochcl "

A+ /1714 Lyl TGdurc
PEVLBVT TRAY/ ERI13C2] iqriti/y0gPL
FESLLIOE=<]

meceived: from srv-mailhost-b_ficie. frauhofer_ de ([128.7.18131])
by a.mefiia fraunhofer_de with cortps (TLS1.2:ECDHE RSA RES 255 GIM SHE3BA:255)

Received: from

Recesved: from [14.68.133.167] (124.7.89
srv-mail-g: 3 (128
(115) id 1 -8.1867.25; frd, 13 Oec 2021 115

(Exim 4.89)

{amualope- fran auariia.rybalicafiia. fraunhafer. das)

id Tmehil-809110-35

for amcrican. lymdgee.de; Fri, 10 Doc 221 11:44:05 sa1m

5])

)
i 18 Ooc 2021 11:44:85 +a139

ary-mail 82 fiis. fraunhafer_de ([128.7.11.18] helo-ary mail 82.gaia. feis. fraushofer. de)
55}

oy srv-mailhest-b.fkie. frauaier de with eartps (TLSL2:ECHE_RSA_AES 755 C3C_SHA1-2

(Exin 483}

(emvelape- from mariia. rysalcadficie frauhafer_ des)

1d Imudig-899a71 08

for anerican. lymdgu: de; Fri, 18 Dec 21 11:44:88 4183

212) by

11.18) with Microsoft SMIP Server
a3 a1

ia. frauntafer..

antentType: multizart fmised;

boundary="" WL 15l 4P iSeCagss ey

Message-10: <HbAfasal-f471-3F2a- fdca- 1325125883 efie. Fraunhafer. der
Date: #ri, 18 Ooc 2421 11:64:62 +alo8
MM version: 1.8

serdgent: Momil1a/5. (ke N1 19.; Lms; 68 miS1.6) Geck/ 2104101
Thunderbind,91.

*-Griginating 1p: [128.7.83.212]

srv-nail 1. gaia. ficie_fraunhafer.de (128.7.11.16) T
e fraualer.de (128.7.11.1)

emvelape-To: camerican lynuige: de
xe@u datispae: d (Mail was nor Mmgmmd as spam); Detailas;

*-5pan-+1
X-UL-Filterresults: matjunk:l 5 Ledumuke
ZLLIL: it
W, #7530 Lervigz
Tacach:
e
w28 gL et
PP IE TR 18355 8L
Z8EIATS].
IhshaTILAE:
3 : 3552 Lajseq Irankphd TV
DocelNge
11
T ! SAIRCNT: t
in3¥Egaf L5 15 el 125 Tyt
Tgrn L
SV NIE Ty Sy ENen /098
nrrsLiga ey - 3/zess0
e— w8
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- 4 P T 758
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1zLy Rsaltyl LbnTead

PSS YE 20V 2 IO SLEFHY 12eqL / pagbseQL b afl) /at JeBobalaNJoAg 1%

InqatmeciaL T
P——
e
0/ 1083E1 3501 el dl
y YL 32285
e Savdln 10y
SLraca a3 navL P S

1
VU351 b4 1y o6+ TUREEY LA TL 34 Pz 5B 3EAQY T Iz 3y EdPr
= 10

niaG/ 733 lucMuyL,

P /AP, 5talln
S0 ZCATG K2V Tapr QS UL oL LI TPinG T dns2g3 ST e
THHxBEYEr JhoY Tezdr ThF LoCAVES @R

oYL =
anwlwlndladl‘mnmu.s!
claztrig sy lLiseial,
i I3
M3SC9L s LLBEAde
3Cr¥igh ha Tz
/L 5

B——— WCRIN0L

INBOX mbox «

Hochschule
Bonn-Rhein-Sieg

Single MBOX file contain all emails of certain
non-empty folder: inbox, sent, trash, spam, etc...
as a plain text.

Inbox - Mozilla Thunderbird

B Inbox m Thunder
LA Get Messages v # write CJchat {&] Address Book | D Tag v

v C2 american...x@gmx.de ¢ | Runread vYystarred flcontact ©Tags [ Attachment Filter these messages <Ctrl+Shift+K>

» Search <Ctrl+K>

Gesendet mbox
Geloscht mbox

— < Gesendet Cookies
/ ' spamvendcht Re: Timelining stuff

‘e * 0 Subject o0 Correspendents ¢ Date ~ B

[E Entwiirfe More cookies . Scottish Fold 10.12.21, 13:41
Scottish Fold 10.12.21,13:36
Martin Lambertz 10.12.21,13:31
Martin Lambertz 10.12.21,12:29
Rybalka, Mari 10.12.21, 12:04

O % Timelining stuff

_— [T Geldscht U % Paper stuff

B outBOX U Fotos Rybalka, Mariia 10.12.21, 11:44
~ 3 Local Folders Fehlgeschlagener Zugriff per Mail-Pr... * GMX Sicherheit 10.12.21, 11:07

T Trash

Outbox

From Scottish Fold ¢ 4 Reply || - Forward | & Archive || & Junk || [i] Delete | Mare v
Subject More cookies
To Meyy

Also FYI:

10.12.21, 13:41

https://twitter.com/malware_traffic/status/146840241161832857675=20

This one is awesome:

https://twitter.com/ffforward/status/146535362282955572075=20

() Unread: 0 Total: 7 (i3 Today Pane ~

Z Fraunhofer



MVIBC

LosavanzsTbes 1qTeaz e
3t Dec 11 18:16:18 321

rm
-Mazilla-Status: 9901

~ - a rx Mozilla-Statusl: 9999303
Asturn Path: marida. rybalkagfkic. frauthafer der

suthentication Results: mqgmel?. serverlan: diim-pass header. i-gfkic. fraunhafer. de
Received: fras mail-edges2s.fraunhaier.de ([153.37.7.23]) by mc-ha.gexnet
(o181 [212.227.17.5]) with ESMIPS (Nemesis) id INGhnL-Teviwszio- 91150
o camerican. g 0, Fri, 18 Do 2971 11:64:4 18108

vart

475,
G wnmmnk:mdsmludiym:emmirﬂ%mms
tronfart Hdnindr: ol

— 100

[E— YT E
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azatsvrje

E7P1
rLAqlhiskLMaL e
L

NNt F ]

AzVE: A
*-Lranfart Anti S Filtered: trus
- Inanfart AV E«Sophas; i="

de"jog ' 14bFscan’ 145, 298 .
Roceivad fram RALL mEaddzs framafer de ([192.162.167.25])

oy mail-adgesza fraunhofer_de with ESTRTLS/ECTHE - R54-AES256-GIM-S4A384; 18 Doc 2471 11724788 +a18d

IranRart-508: 1M

Aneeaage: i
FudrHginag 1 -
o
rades il o)
p— O i
T3TxvsTEr N 38 0gGL 3

E.g. INBOX mbox file contains pro email:
. Complete email headers (each SMTP server contributes :D)
= To and From email addresses

= Subjects

= Actual text/html messages

=  Attachments

Ay s,
boundary= LK a4 P L5eC 2855

Message-13; cabArasl. (4713620 fdca 1musmsfgfm fraurhafer. der

Dae: Fri, 18 0 292 11:eseR 1o

RINE arzion:

Usar-Agent nmum @ (Windows NT 18.8; Win5s; ¥68; rv:91.8) Gocka/2188181
Thunderbinrd/gl..

Fram: “Rybalia, mm: «mariia.rybaliagfkic. fraunhafier.dos

Ta: canerican. lymdgex.des

Subject: Fata:

%-Originating-1°: [128.7.89.212]

%-ClisntPraxicdsy: srv-nail-@l.gaia. ficie. fraunhofer.de (128.7.11.15) Ta
srv-mail @3, gaia. e, frauufer. e (122.7.21.16)

envelape-To: camerican. lymaigm: de

xe@u datispae: d (Mail was nor Mmgmmd as spam); Detailws;

*-5pan-+1

X-UL-Filterresults: matjunk:l 5 Ledumuke
ZLLIL: it
W, #7530 Lervigz
Tacach:
e
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11
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- 4 P T 758
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PSS YE 20V 2 IO SLEFHY 12eqL / pagbseQL b afl) /at JeBobalaNJoAg 1%

InqatmeciaL T
P——
e
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y YL 32285
e Savdln 10y
SLraca a3 navL P S

1
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B——— WCRIN0L

_—
Hochschule % Fraunhofer

Bonn-Rhein-Sieg FKIE

Single MBOX file contain all emails of certain
non-empty folder: inbox, sent, trash, spam, etc...
as a plain text.

Inbox - Mozilla Thunderbird

B Inbox m Thunderbird X Cale X X & Introduction X | 3% Preferences
LA Get Messages v # write CJchat {&] Address Book | ©Tag v | ¥ QuickFilter £ search <Ctrl+K> =
v C2 american...x@gmx.de ¢ | Runread vYystarred flcontact ©Tags [ Attachment O Filter these messages <Ctrl+Shift+K>
£ Inbox t % [  Subject es  Correspondents ¢ Date ~ B
[E Entwiirfe More cookies . Scottish Fold 10.12.21, 13:41
< Gesendet Cookies Scottish Fold 10.12.21,13:36
O spamverdacht Re: Timelining stuff Martin Lambertz 10.12.21,13:31
R @ % Timelining stuff Martin Lamberkz 10.12.21, 12:29
[T Geldscht -
0 % Paper stuff Rybalka, Mariia 10.12.21, 12:04
B ouTsOX @  Fotos Rybalka, Marila 10.12.21,11:44
~ [ Local Folders Fehlgeschlagener Zugriff per Mail-Pr... * GMX Sicherheit 10.12.21,11:07
T Trash
Outbox
From Scottish Fold ¢ 4 Reply || - Forward | & Archive || & Junk || [i] Delete | Mare v
Subject More cookies 10.12.21, 13:41
To Meyy
Also FYI:
https://twitter.com/malware_traffic/status/146840241161832857675=20
This one is awesome:
https://twitter.com/ffforward/status/146535362282955572075=20
() Unread: 0 Total: 7 (i3 Today Pane ~




MVGOma25e s
088!
s
@izon1; e
13Ty TR}

LosavanzsTbes 1qTeaz e
From - Sat Doc 11 18:15:18 2871

-Mazilla-Status: 9901
~ - a rx Mozilla-Statusl: 9999303
Asturn Path: marida. rybalkagfkic. frauthafer der

suthentication Results: mqgmel?. serverlan: diim-pass header. i-gfkic. fraunhafer. de
Received: fras mail-edges2s.fraunhaier.de ([153.37.7.23]) by mc-ha.gexnet
(o181 [212.227.17.5]) with ESMIPS (Nemesis) id INGhnL-Teviwszio- 91150

o camerican. g 0, Fri, 18 Do 2971 11:64:4 18108
vart

475g; gL
e wnmmnk:mdsmludiym:emh(mmws

tronfart Hdnindr: ol
VaAFD4BTL 1oerul
Lsmevedt RYZHTF

TaoLvel
€771 TzaTENT e
rLAqlhibkLEMAL e
L i

NNt F ]

AzVIEER: A N
X Iranfart i Sa Hilterad: true
%-LronPort-AV: E<Sophos;i-"5.88,195,1635195208";
-3 1457 scan 145, 598, 145" 2 S117758
Receivad: from mail-wtaddzs. framafer.de ([192.182.167.25])

oy mail-adgesza fraunhofer_de with ESTRTLS/ECTHE - R54-AES256-GIM-S4A384; 18 Doc 2471 11724788 +a18d

IranRart-508: 1M

E.g. INBOX mbox file contains pro email:
. Complete email headers (each SMTP server contributes :D)
= To and From email addresses

= Subjects

= Actual text/html messages

=  Attachments

Ay s,
boundary= LK a4 P L5eC 2855

Message-13; cabArasl. (4713620 fdca 1musmsfgfm fraurhafer. der

Dae: Fri, 18 0 292 11:eseR 1o

RINE arzion:

Usar-Agent nmum @ (Windows NT 18.8; Win5s; ¥68; rv:91.8) Gocka/2188181
Thunderbinrd/gl..

Fram: “Rybalia, mm: «mariia.rybaliagfkic. fraunhafier.dos

Ta: canerican. lymdgex.des

Subject: Fata:

%-Originating-1°: [128.7.89.212]

%-ClisntPraxicdsy: srv-nail-@l.gaia. ficie. fraunhofer.de (128.7.11.15) Ta
srv-mail @3, gaia. e, frauufer. e (122.7.21.16)

envelape-To: camerican. lymaigm: de

xe@u datispae: d (Mail was nor Mmgmmd as spam); Detailws;

*-5pan-+1
X-UL-Filterresults: matjunk:l 5 Ledumuke
ZLLIL: it
W, #7530 Lervigz
Tacach:
e
w28 gL et
PP IE TR 18355 8L
Z8EIATS].
IhshaTILAE:
3 : 3552 Lajseq Irankphd TV
DocelNge
11
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L G in3¥Egaf L5 15 el 125 Tyt
Tgrn i L
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108733 lines «...

mbox files can reach Gbs-

sizes on ,real” system

Hochschule

Bonn-Rhein-Sieg

~ Fraunhofer

FKIE

Single MBOX file contain all emails of certain
non-empty folder: inbox, sent, trash, spam, etc...

B Inbox

B3 Inbox
[Z] Entwiirfe
<1 Gesendet

[T Geldscht
B3 ouTBOX
~ [ Local Folders
T Trash
Outbox

) spamverdacht

as a plain text.

Inbox - Mozilla Thunderbird

& Introduction

v C2 american...x@gmx.de ¢ | Runread vYystarred flcontact ©Tags [ Attachment

ok Subject oo Correspondents ¢ Date A B
More cookies . Scottish Fold 10.12.21, 13:41
Cookies Scottish Fold 10.12.21,13:36

Re: Timelining stuff
O % Timelining stuff

U % Paper stuff Rybalka, Mariia
U  Fotos Rybalka, Mariia
Fehlgeschlagener Zugriff per Mail-Pr... = GMX Sicherheit

From Scottish Fold #¢ 4 Reply || - Forward
Subject More cookies
To Meyy

Also FYI:

https://twitter.com/malware_traffic/status/146840241161832857675=20

This one is awesome:

https://twitter.com/ffforward/status/146535362282955572075=20

2 search <Ctrl+K> =

£ Filter these messages <Ctrl+Shift+K>

Martin Lambertz
Martin Lambertz

It Preferences

10.12.21,13:31
10.12.21,12:29
10.12.21,12:04
10.12.21,11:44
10.12.21, 11:07

& Archive | @ Junk | Ti] Delete | More v

10.12.21, 13:41

Unread: 0 Total: 7 (i3 Today Pane ~




~/df/06-artifacts/applications/

Who is sending mails?

50

O

.
american.lynx@gmx.de

Hochschule
Bonn-Rhein-Sieg

Z Fraunhofer

FKIE



~/df/06-artifacts/applications/ 0 Hochschule ~Z Fraunhofer

Small header sample

$ cat INBOX

Return-Path: <scottish.fold.42@protonmail.com>
Authentication-Results: mqgqgmx120.server.lan; dkim=pass header.i=@protonmail.com

Received: from mail-4325.protonmail.ch ([185.70.43.25]) by mx-ha.gmx.net # Received: chain of mailservers delivering the message
(mxgmx114 [212.227.17.5]) with ESMTPS (Nemesis) id 1Mdtz4-1mN9rc3xZu-00b36B # received by mailserver-X from mailserver-Y
Date: Fri, 10 Dec 2021 12:36:28 +0000 # date, set by sender

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=protonmail.com;
s=protonmail2; t=1639139790;
bh=CVDwi3csKytDLOEwHXadk@NhMOihB4+i1VKEDkZBsqY=;
h=Date:To:From:Reply-To:Subject:Message-ID:From:To:Cc;
b=AEc1LTgaOWfCKzfT8AIkOX/y30g3dvV6kkYKwtvO5Ni9/9cIe94mRX/0OISYNaiELS

vLYKGuZqqzNa8/rb3owntWAy@mhFCYI6+c3PqZNMd9p+A/GjLSTOcgk810jItKujvR

To: "american.lynx@gmx.de" <american.lynx@gmx.de> # recipient

From: Scottish Fold <scottish.fold.42@protonmail.com> # sender

Reply-To: Scottish Fold <scottish.fold.42@protonmail.com>

Subject: Cookies # subject of the message; unique message id

Message-ID: <xb8Q7sVM_AVat62xXVMX1snt7C8VWXESjdSQNCHgkhBgZ_ 2KHmR1c9bQcEIbHO4hpnQfdRz11ql_RpJ1QboHYLLO8JOYKCD1Mybo4ws jPNQ=@protonmail.com>

MIME-Version: 1.0

Content-Type: text/plain; charset=utf-8

Content-Transfer-Encoding: quoted-printable

X-Spam-Status: No, score=-0.7 required=10.0 tests=ALL_TRUSTED,DKIM_ SIGNED, # extention or exprimental; store extra infos, non-manadatory
DKIM_VALID,DKIM_VALID_AU,DKIM_VALID_ EF,FREEMAIL_ENVFROM_END DIGIT,
FREEMAIL_FROM, FREEMAIL_REPLYTO_END_DIGIT shortcircuit=no
autolearn=disabled version=3.4.4

X-Spam-Checker-Version: SpamAssassin 3.4.4 (2020-01-24) on # extention or expreimental; store extra infos, non-manadatory
mailout.protonmail.ch

Hey! # actual message

Have you already noticed this one:
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Who is sending mails?

mariia.rybalka@fkie.

1

fraunhofer.de
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Bonn-Rhein-Sieg EKIE

scottish.fold@protonmail.de

O i
american.lynx@gmx.de

mailings@sicher.gmx.net
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Which mail servers were involved?

1

mariia.rybalka@fkie.fraunhofer.de

53
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scottish.fold@protonmail.de

american.lynx@gmx.de

mailings@sicher.gmx.net



LssavanzsTbeslqRazf s
From - Sat Doc 11 14:15:18 2821

P i i Hochschule =
S ... LlCAtlONs/ O @)ochschule =2 Fraunhofer
(mxgrx1e] [212.227.17.5]) with wﬂn( lszLmruazxmaul‘su g
far canerican. Ly de; Fr .mmmxuues w188 R FK|E
e e $ cat INBOX
: ) Return-Path: <martin.lambertz@fkie.fraunhofer.de>
”“‘?.;"':Sf:ﬁzﬁci“*ﬁ:;‘iﬁ“ié?ﬁ:'&'ﬁi&“;‘:&*m.w..mmn.,..mm Authentication-Results: mggmx130.server.lan; dkim=pass header.i=@fkie.fraunhofer.de added by server F
e ' Received: from mail-edgeKA27.fraunhofer.de ([153.96.1.27]) by mx-ha.gmx.net
' chterci 6 s (mxgmx114 [212.227.17.5]) with ESMTPS (Nemesis) id 1Mf22s-1mJoAo3QcM-00gWRh
r;«;ﬁ;,&;«5;,wé;-:;gc,m'u»:«g;g:{m;m-m';m Received: from mail-mtaka28.fraunhofer.de ([153.96.1.28]) added by server E
s el f,"“,;,‘,w ! by mail-edgeKA27.fraunhofer.de with ESMTP/TLS/ECDHE-RSA-AES256-GCM-SHA384; 10 Dec 2021 12:29:55 +0100
PEVLVT TRRY/ ERD13CT] g fy0qP1,
T wm"":ii:‘:i:’:df‘E:u‘;fégi“-’*-“-“"”*‘ Received: from mailguard.fkie.fraunhofer.de (HELO a.mx.fkie.fraunhofer.de) ([128.7.3.5]) added by server D
oemmnam s by mail-mtakA28.fraunhofer.de with ESMTP/TLS/ECDHE-RSA-AES256-GCM-SHA384; 10 Dec 2021 12:29:49 +0100
Tt :_Aua_AES_266_CBC_SHALIZ5)
e e 30 e e sk Received: from srv-mailhost-b.fkie.fraunhofer.de ([128.7.10.131])

by
far.de (128.7.11.18) with Micrazaft TR Sarver

added by server C

20 oo 2831 sk by a.mx.fkie.fraunhofer.de with esmtps (TLS1.2:ECDHE_RSA_AES_256_GCM_SHA384:256)
e e e Y bt b
Eﬁﬁﬁxli‘;’“‘““"‘“‘="’""‘=“"'”"f““’“’“‘“‘ Received: from srv-mail-03.fkie.fraunhofer.de ([128.7.11.18] helo=srv-mail-03.gaia.fkie.fraunhofer.de)
From: Mariia® mariia. rybalka@ficie. Fraunhafer . das
Ta: « mgwdc

by srv-mailhost-b.fkie.fraunhofer.de with esmtps (TLS1.2:ECDHE_RSA_AES_ 256 CBC_SHA1:256) added by server B

i
%-Client 2il 6l gaia. fiie. framhafer.de (128.7.11.18) 1o
5 e S Rt
_dey
L =pam); Detaileva;

Received: from [10.69.133.172] (128.7.89.212) by

Ledsauin

= . iy srv-mail-@3.gaia.fkie.fraunhofer.de (128.7.11.18) with Microsoft SMTP Server added by server A
e o S e (TLS) id 15.0.1497.26; Fri, 10 Dec 2021 12:29:46 +0100
e = ey Content-Type: multipart/mixed;
ey ) boundary="------------ OvuRhiwvAwvcvyAnLVODOgA4"
P e Message-ID: <edfc9ed9-9290-blf9-dcae-3754dfdbdaf7@fkie.fraunhofer.de>
g ST Date: Fri, 10 Dec 2021 12:29:45 +0100
B oo ene MIME-Version: 1.0
e e e User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Thunderbird/91.3.2
ey s Content-Language: de-DE
i : et To: <american.lynx@gmx.de> o
e i Wwﬂwﬂm_’m:’:‘; From: Martin Lambertz <martin.lambertz@fkie.fraunhofer.de> original header
Mmm?;:::;zlmwl,::mw.qmnmm,,m: Subject: Timelining stuff
"o e s Organization: Fraunhofer FKIE
e o N T s X-Originating-IP: [128.7.89.212]
it - e X-ClientProxiedBy: srv-mail-@1.gaia.fkie.fraunhofer.de (128.7.11.16) To
54 ¥ ; e srv-mail-@3.gaia.fkie.fraunhofer.de (128.7.11.18)

B—— FCRILOL
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Not-so-small header sample

mx-ha.gmx.net

=<

=

mail-mtakKA28.fraunhofer.de

=

=

srv-mailhost-b.fkie.fraunhofer.de

=

Bonn-Rhein-Sieg FKIE

$ cat INBOX

Return-Path: <martin.lambertz@fkie.fraunhofer.de>

Authentication-Results: mqgmx130.server.lan; dkim=pass header.i=@fkie.fraunhofer.de

Received: from ([153.96.1.27]) by mx-ha.gmx.net
(mxgmx114 [212.227.17.5]) with ESMTPS (Nemesis) id 1Mf22s-1mJoAo3QcM-00ghWRh

Received: from mail-mtaka28.fraunhofer.de ([153.96.1.28])
by with ESMTP/TLS/ECDHE-RSA-AES256-GCM-SHA384; 10 Dec 2021 12:29:55 +0100

Received: from (HELO ) ([128.7.3.5])
by mail-mtakA28.fraunhofer.de with ESMTP/TLS/ECDHE-RSA-AES256-GCM-SHA384; 10 Dec 2021 12:29:49 +0100

Received: from srv-mailhost-b.fkie.fraunhofer.de ([128.7.10.131])
by with esmtps (TLS1.2:ECDHE_RSA_AES_256_GCM_SHA384:256)

Received: from srv-mail-03.fkie.fraunhofer.de ([128.7.11.18] helo=srv-mail-03.gaia.fkie.fraunhofer.de)
by srv-mailhost-b.fkie.fraunhofer.de with esmtps (TLS1.2:ECDHE_RSA AES 256 CBC_SHA1:256)

srv-mail-0@3.gaia.fkie.fraunhofer.de Received: from [10.69.133.172] (128.7.89.212) by

=

[10.69.133.172]

~

128.7.89.212)

J;

ke

srv-mail-@3.gaia.fkie.fraunhofer.de (128.7.11.18) with Microsoft SMTP Server
(TLS) id 15.0.1497.26; Fri, 10 Dec 2021 12:29:46 +0100



LssavanzsTbeslqRazf s
From - Sat Doc 11 14:15:18 2821

A R S i i Hochschule =
T R e Hications/ o Bonn-Rhein-Sieg 7 Fraunhofer
far camerican. Lyndgax_de>: Fri, 10 Doc JA71 11:44:5 42108 B FKIE
e, s $ cat INBOX
zLqunlhl(lMI S
xﬁﬁﬂﬁtﬁﬂmmtu N ' Return-Path: <martin.lambertz@fkie.fraunhofer.de>
ﬁﬁf&ﬁﬁ“ﬁﬁﬁﬁ%ﬁﬁﬁ?&ﬁﬁ&*mmm,mwwnmmmm Authentication-Results: mqggmx130.server.lan; dkim=pass header.i=@fkie.fraunhofer.de
e ' Received: from mail-edgeKA27.fraunhofer.de ([153.96.1.27]) by mx-ha.gmx.net
Z e ; (mxgmx114 [212.227.17.5]) with ESMTPS (Nemesis) id 1Mf22s-1mJoAo3QcM-@0gWRh
rg&%ﬂrfﬁr;ﬂm;vg;ﬁ“@yggm; Received: from mail-mtaka28.fraunhofer.de ([153.96.1.28])
s e f,"m:m,w ! by mail-edgeKA27.fraunhofer.de with ESMTP/TLS/ECDHE-RSA-AES256-GCM-SHA384; 10 Dec 2021 12:29:55 +0100

n,«.n:mm-.' A013CTL i fyogPL

rafer.de ([125.7.18.131])

----- Received: from mailguard.fkie.fraunhofer.de (HELO a.mx.fkie.fraunhofer.de) ([128.7.3.5])

A by mail-mtakA28.fraunhofer.de with ESMTP/TLS/ECDHE-RSA-AES256-GCM-SHA384; 1@ Dec 2021 12:29:49 +0100

_rynaliagdicie.fraunhafer_dex)

e s, e s 12 Received: from srv-mailhost-b.fkie.fraunhofer.de ([128.7.10.131])

by
far.de (128.7.11.18) with Micrazaft TR Sarver

R e by a.mx.fkie.fraunhofer.de with esmtps (TLS1.2:ECDHE_RSA_AES_256_GCM_SHA384:256)
rescae e 7t 1o e e frasbofe e
E&Eﬁdi:::;x:;jﬁlzfmmmﬂm Received: from srv-mail-@3.fkie.fraunhofer.de ([128.7.11.18] helo=srv-mail-@3.gaia.fkie.fraunhofer.de)
S by srv-mailhost-b.fkie.fraunhofer.de with esmtps (TLS1.2:ECDHE_RSA AES 256 CBC_SHA1:256)
b = g Received: from [10.69.133.172]4¢12877.89.212) by Orlgmatmg IP
: Iy srv-mail-@3.gaia.fkie.fraunhofer.de (128.7.11.18) with Microsoft SMTP Server
P o e e o) (TLS) id 15.0.1497.26; Fri, 10 Dec 2021 12:29:46 +0100
e i T Content-Type: multipart/mixed;
e e e ] boundary="------------ OvuRhiwvAwvcvyAnLVODOgA4"
et S e ey oy e Message-ID: <edfc9ed9-9290-blf9-dcae-3754dfdbdaf7@fkie.fraunhofer.de>
ezt S é% Date: Fri, 10 Dec 2021 12:29:45 +0100
B oo ene MIME-Version: 1.0
e S e User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Thunderbird/91.3.2
o et Content-Language: de-DE
e et To: <american.lynx@gmx.de>
e -Aw'“fﬁwmmeEQ From: Martin Lambertz <martin.lambertz@fkie.fraunhofer.de>
mﬂnmixxglmM%mxmmuwmmwwﬁ Subject: Timelining stuff
oa b s Lo e Organization: Fraunhofer FKIE . .
s X-Originating-IP: [128.7.89.212] mail client that sent the message.
et ' e X-ClientProxiedBy: srv-mail-@1.gaia.fkie.fraunhofer.de (128.7.11.16) To
56 ; e srv-mail-03.gaia.fkie.fraunhofer.de (128.7.11.18)

B—— FCRILOL
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ontent

message contains contents of
different type (probably with
attachment)

separates blocks of content

—
»

body-block, text

attachment-block, <:
pdf

57
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Bonn-Rhein-Sieg EKIE
$ cat INBOX

Content-Type: multipart/mixed;

boundary="------------ OvuRhiwvAwvcvyAnLVODOgA4"

Message-ID: <edfc9ed9-9290-blf9-dcae-3754dfdbd4af7@fkie.fraunhofer.de>
Date: Fri, 10 Dec 2021 12:29:45 +0100

MIME-Version: 1.0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Thunderbird/91.3.2

Content-Language: de-DE

To: <american.lynx@gmx.de>

From: Martin Lambertz <martin.lambertz@fkie.fraunhofer.de>

Subject: Timelining stuff

Organization: Fraunhofer FKIE

X-Originating-IP: [128.7.89.212]

-------------- OvuRhiwvAwvcvyAnLVODOqgA4
Content-Type: text/plain; charset="UTF-8"; format=flowed
Content-Transfer-Encoding: 7bit

Here is the timlining material you asked for.
https://www.sans.org/blog/digital-forensic-sifting-super-timeline-creation-using-log2timeline/

Best,
Martin
-------------- OvuRhiwvAwvcvyAnLVODOgA4
Content-Type: application/pdf;

name="Mastering the Super Timeline With log2timeline.pdf"
Content-Disposition: attachment;

filename="Mastering the Super Timeline With log2timeline.pdf"
Content-Transfer-Encoding: base64

JVBERiOXLjMKMSAWIG9iago8PAOVVHIWZSAVUGFnZXMKLONVAW50IDgzCi9L aWRzIF sgMyAw
IFIGNCAWIFIgNSAWIFIgNiAwIFIgNyAwIFIgOCAWIFIgOSAWIFIgMTAGMCBSIDEXIDAgUiAX
MiAwIFIgMTMgMCBSIDE@IDAGUiAXNSAWIFIgMTYgMCBSIDE3IDAgUiAXOCAWIFIgMTkgMCBS

YW1sZXIKPDwKLINpemUgMzEyCi9Sb290IDg2IDAgUgovSW5mbyAyIDAgUgo+PgpzdGFydHhy
ZWYKNDI1MjQ1NwolJUVPRgo=
-------------- OvuRhiwvAwvcvyAnLVODOgA4 - -
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58

Bonn-Rhein-Sieg

$ cat INBOX

l \tta C‘ . | I |e| ItS Content-Type: multipart/mixed;
boundary="------------ @vuRhiwvAwvcvyAnLVODOGA4"

Message-ID: <edfc9ed9-9290-blf9-dcae-3754dfdbd4af7@fkie.fraunhofer.de>
Date: Fri, 10 Dec 2021 12:29:45 +0100

MIME-Version: 1.0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Thunderbird/91.3.2

Content-Language: de-DE

To: <american.lynx@gmx.de>

From: Martin Lambertz <martin.lambertz@fkie.fraunhofer.de>

Subject: Timelining stuff

Organization: Fraunhofer FKIE

X-Originating-IP: [128.7.89.212]

-------------- OvuRhiwvAwvcvyAnLVODOqgA4
Content-Type: text/plain; charset="UTF-8"; format=flowed
Content-Transfer-Encoding: 7bit

Here is the timlining material you asked for.
https://www.sans.org/blog/digital-forensic-sifting-super-timeline-creation-using-log2timeline/

Best,
Martin

Type of attachment e OvuRhiwvAwvcvyAnLVODOgA4

: . : —» | Content-Type: application/pdf;
(Image’ appllcatlon’ etc.) name="Mastering the Super Timeline With log2timeline.pdf"

Content-Disposition: attachment;

___-_—_______________________> filename="Mastering the Super Timeline With log2timeline.pdf"

attachment filename Content-Transfer-Encoding: base64

binary data ist IVBER1iOXLMKMSAWIG91iago8PAOVVHIWZSAVUGFnZXMKLONVAWS@IDgzCi9L aWRzIF sgMyAw
(base64, ...) FIgNCAWIFIgNSAWIFIgNiAwIFIgNyAwIFIgOCAWIFIgOSAWIFIgMTAGMCBSIDEXIDAgUiAX
ase L MiAwIFIgMTMgMCBSIDEQIDAgUiAXNSAWIFIgMTYgMCBSIDE3IDAgUiAXOCAWIFIgMTkgMCBS

encoded 78867 lines
. YW1sZXIKPDwKL1NpemUgMzEyCi9Sb290IDg2IDAgUgovSW5mbyAyIDAgUgo+PgpzdGFydHhy

Content of the pdf file ZWYKNDI1MjQ1NwolJUVPRgo= total
(base64 encoded) -------------- OvuRhiwvAwvcvyAnLVODOgA4 - -

FKIE
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N\

Bonn-Rhein-Sieg

$ cat INBOX

l \tta C‘ . | I |e| ItS Content-Type: multipart/mixed;
boundary="------------ @vuRhiwvAwvcvyAnLVODOGA4"

Message-ID: <edfc9ed9-9290-blf9-dcae-3754dfdbd4af7@fkie.fraunhofer.de>

Date: Fri, 10 Dec 2021 12:29:45 +0100
MIME-Version: 1.0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101

Thunderbird/91.3.2
Content-Language: de-DE
To: <american.lynx@gmx.de>
From: Martin Lambertz <martin.lambertz@fkie.fraunhofer.de>
Subject: Timelining stuff
Organization: Fraunhofer FKIE
X-Originating-IP: [128.7.89.212]

-------------- OvuRhiwvAwvcvyAnLVODOqgA4
Content-Type: text/plain; charset="UTF-8"; format=flowed
Content-Transfer-Encoding: 7bit

Here is the timlining material you asked for.
https://www.sans.org/blog/digital-forensic-sifting-super-timeli

Best,
Martin

Type of attachment e OvuRhiwvAwvcvyAnLVODOgA4

: . : — | Content-Type: application/pdf;
(Image’ appllcatlon’ etc.) name="Mastering the Super Timeline With log2timeli

Content-Disposition: attachment;

—____________________________> filename="Mastering the Super Timeline With log2ti

Z Fraunhofer

FKIE

SANS GIAC

WHITE PAPER

Mastering the Super
Timeline With log2timeline
Kristinn Gugjonsson

attachment filename Content-Transfer-Encoding: base64
binary da‘ta |S't JVBERiOXLjMKMSAWIG9iago8PAOVVHIWZSAVUGFNZXMKLONVAWS50IDgzCi9L alWR]  Conriohtshns mstiue ot Author Retaina ullRahts s
(base64, ...) FIgNCAWIFIgNSAWIFIgNiAwIFIgNyAwIFIgOCAWIFIgOSAWIFIgMTAGMCBSIDE

ase L MiAwIFIgMTMgMCBSIDEQIDAgUiAXNSAWIFIgMTYgMCBSIDE3IDAgUiAXOCAWIFIgMTkgMCBS
encoded 78867 lines

. YW1sZXIKPDwKL1NpemUgMzEyCi9Sb290IDg2IDAgUgovSW5mbyAyIDAgUgo+PgpzdGFydHhy

Content of the pdf file ZWYKNDI1MjQ1NwolJUVPRgo= total
(base64 encoded) -------------- OvuRhiwvAwvcvyAnLVODOgA4 - -
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Attachments

T e
-------------- WLIKraU5i4xNPiSeC4B55J3ku
Content-Type: image/jpeg; name="lynx1l.jpg"

Content-Disposition: attachment; filename="1lynx1.jpg"

Content-Transfer-Encoding: base64

/93 /4AAQSkZIRgABAQAAAQABAAD / 2wBDAAEFBQUGBQgGBggL BwYHCWOK CAgKDQ8MDABMDASR

o Hochschule
Bonn-Rhein-Sieg
$ cat INBOX

Content-Type: multipart/mixed;
boundary="------------ OvuRhiwvAwvcvyAnLVODOgA4"

Message-ID: <edfc9ed9-9290-blf9-dcae-3754dfdbd4af7@fkie.fraunhofer.de>

Date: Fri, 10 Dec 2021 12:29:45 +0100

MIME-Version: 1.0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Thunderbird/91.3.2

Content-Language: de-DE

To: <american.lynx@gmx.de>

From: Martin Lambertz <martin.lambertz@fkie.fraunhofer.de>
Subject: Timelining stuff

Organization: Fraunhofer FKIE

X-Originating-IP: [128.7.89.212]

Z Fraunhofer

FKIE

-------------- OvuRhiwvAwvcvyAnLVODOqgA4 SANS gﬂﬁ&
Content-Type: text/plain; charset="UTF-8"; format=flowed
Content-Transfer-Encoding: 7bit

Here is the timlining material you asked for.

https://www.sans.org/blog/digital-forensic-sifting-super-timeli

WHITE PAPER

Best, Mastering the Super

Martin
-------------- OvuRhiwvAwvcvyAnLVODOgA4
Content-Type: application/pdf;
name="Mastering the Super Timeline With log2timeli

Kristinn Gugjonsson

Timeline With log2timeline

JANS Institute 2021. Author Retains Full Rights.
S Insiu

5 publichad by SANS Instfuto.

Roposing is nol peritied wihoul axprass wiitlen pemission

DA@NDQOMEQ8RENMSEQ8XFxkZFxciISEhIiYmJiYmJiYmJib/2wBDAQgICRAOEBOUFBOgGhUa ICBS
ICYmIiYmIiYmJIiYmJIiYmJiYmJiYmJiYmJIiYmIiYmIiYmIiYmIiYmIiYmIiYmJiYmJib/wgAR
CAKKBLADABEAAREBAhEB/8QAGWAAAgMBAQEAAAAAAAAAAAAAAQIAAWQFBgT/ xAAYAQEBAQEB IHhy

AAAAAAAAAAAAAAAAAQIDBP/aAAWDAAABEATIQAAAB8/yzKASEWBgktEhCNDQ6GICoCgKg60EO

78867 lines
total
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Sent: reply

$ cat Gesendet

Message-ID: <d@5604e7-b8fe-d7a9-c8f2-a591f@bb6e3d@gmx.de>

Date: Fri, 10 Dec 2021 13:01:26 +0100

MIME-Version: 1.0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Thunderbird/91.4.0

Subject: Re: Timelining stuff

To: Martin Lambertz <martin.lambertz@fkie.fraunhofer.de>

References: <edfc9ed9-9290-b1f9-dcae-3754dfdbdaf7@fkie.fraunhofer.de
From: American Lynx <american.lynx@gmx.de>

In-Reply-To: <edfc9ed9-9290-bl1f9-dcae-3754dfdbdaf7@fkie.fraunhofer.de>

Content-Type: text/plain; charset=UTF-8; format=flowed

Content-Transfer-Encoding: 7bit

Hi Martin,

Am 10/12/2021 um 12:29 schrieb Martin Lambertz:

> Here is the timlining material you asked for.
>

> https://www.sans.org/blog/digital-forensic-sifting-super-timeline-creation-using-log2timeline/

thanks a lot for the link!

Best regards,
Lynx

P.S. You made a typo in "timlining'. XD

o Hochschule
Bonn-Rhein-Sieg

ID of message on which
this message replies

original message (chain)
parts if not deleted by
sender

~ Fraunhofer

FKIE
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Content

Fulltext search on mail content

Discover

Visualize

Dashboard

Timelion

Dev Tools

Management

129 hits

to:bitsofinfo. @ v AND body:docker AND body:latest

Discover Add a filter +
Visualize o
Dashboard °
Selected Fields 4
EEED # body size g3
3
Dev Tools t from S2
. 1
Tonas | ke T 1T
0
2015-09-30 2015-12-31
Available Fields o
(~]
£ id Time -
t _index »  August 16th 2017, 13:40:17.000
# _score
» August 15th 2017, 18:12:16.000
t _type

» August 4th 2017, 14:15:02.000

"

arc-authentication-results
» August 3rd 2017, 10:05:53.000

-

arc-message-signature

July 28th 2017, 13:46:14.000

-

arc-seal »

"

authentication-results »  July 1llth 2017, 21:43:22.000

"

to-submitted
auto-submittey » June 9th 2017, 07:18:12.000

-

body
» April 6th 2017, 07:25:03.000

August 25th 2015, 14:25:33.109 - August 25th 2017, 14:25:33.109 —

il

2016-03-31

HIAI

from

docker@info.docker.com
azurenewsreply@microsoft.com
docker@discoursemail.com
docker@info.docker.com
docker@discoursemail.com
azurenewsreply@microsoft.com
docker@info.docker.com

info@gradle.com

i TH

2016-06-30

Save Open

Auto :

11

2016-09-30

[

2016-12-31

1

2017-03-31

date_ts per week
subject

Introducing New Release of Docker Enterprise Edition
August Azure Newsletter

[Docker Forums] Summary

Docker for the Enterprise: August 2017 Newsletter
[Docker Forums] sSummary

July Azure Newsletter

Docker for the Enterprise: June 2017 Newsletter

Mmarch 2017 Gradle Newsletter
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Visualize / New Visualization (unsaved)

Add a filter +

Share

Uses lucene query syntax n

Save Share

Linked to Saved Search “subject programming” €5

{ Olast2years »

(<]

.

Refresh

¢ Olast2years >

© ® webcast@post.oreilly...
@ pivotal-operations@p...
@ oreilly@post.oreilly.c...
@ noreply@coursera.org
@ info@meetup.com

2017-06-30

body_size

4,236

46,854

7,969

2,258

6,730

50,397

4,310

12,206
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commes-analyzer-toolbox

[https://github.com/bitsofinfo/comms-analyzer-toolbox]
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scottish.fold@protonmail.de

Can we find out more about whom
a user is communicating with?

Or about what the user is or was
doing?

mailings@sicher.gmx.net

63
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Thunderbird >

)

address book

?SQLite
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O

.../profile-name/abook.sqlite

uid localld card name value
Filtern Filtern Filtern Filtern Filtern
e98ft7e5c-ce32-493b-88d3-.. é 1 e98f7e5c-ce32-493b-88d3-.. PreferMailFormat @
QeBef53d-lade-4FF2-9ab9-1cdbf{5.. 2 e98f7e5¢c-ce32-493b-88d3-.. PopularityIndex @
caBc8562-d920-42e1-.. 3 e98f7e5¢c-ce32-493b-88d3-.. DisplayMame Scottish Fold
cards e98f7e5c-ce32-493b-88d3-.. PrimaryEmail scottish.fold.42@protonmail.com

contact’s card

—— ,Pedef53d-lade-4ff2-9ab9-1cdbf+5..
PeBef53d-lade-4Fff2-9ab9-1cAbff5..
Pe@et53d-lade-AFff2-9ab9-1cdbt+5..

name

email address

e98f7e5c-ce32-493b-88d3-..

LastModifiedDate 1639255191
PreferMailFormat @
PopularityIndex @

Pe@et53d-lade-AFff2-9ab9-1cadbff5..

DisplayMame *Martin Lambertz

PrimaryEmail _ martin.lambertz@fkie.fraunhofer..

Pedef53d-lade-4ff2-9ab9-1cdbff5..

cabcB8562-d920-42el-..
ca@c8562-d920-42el-...
ca@c8562-d920-42el-...
calcB8562-d920-42el-...
cabcB8562-d920-42el-..

properties

LastModifiedDate 1639255427
PreferMailFormat ©
PopularityIndex @
DisplayName Rybalka, Mariia
PrimaryEmail mariia.rybalka@fkie.fraunhofer...

LastModifiedDate 1639255431
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PS .> tree
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select title,

'_ calendar-data calender Synchronized datetime(event _start/1000000, 'unixepoch') as start,

| '— cache.sqlite4/ with server

| — deleted.sqlite

datetime(event _end/1000000, 'unixepoch') as end,
event _start tz as timezone,

| L— local.sqlite

T

local, profile-only calender

// title

Team Meeting
Forensics Lecture

Team Meeting

cal events table
title start

datetime(time created/1000000, 'unixepoch') as created,
datetime(last modified/1000000, 'unixepoch') as modified
from cal events;

cal events table

start end timezone created modified

Student Meeting {Max)é?ﬂ?l—l?—ﬂg 14:00:00 2021-12-09 15:00:00 Europe/Brussels

2021-12-06 98:00:00 2021-12-06 09:00:00 Europe/Brussels
2021-12-07 12:30:00 2021-12-07 14:00:00 Europe/Brussels
2021-12-13 ©8:00:00 2021-12-13 09:00:00 Europe/Berlin  2021-12-11 18:28:10 2021-12-11 18:28:28

end timezone created modified

Important 2021-12-16 10:15:00 2021-12-16 11:15:00 Europe/Berlin 2021-12-11 18:29:12 2021-12-11 18:29:36
Very important 2021-12-21 00:00:00 2021-12-22 00:00:00 floating 2021-12-11 208:44:29 20821-12-11 28:44:55
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PS ..> tree select title,

F“ calendar-data datetime(event _start/1000000, 'unixepoch') as start,

| F“ cache.salite datetime(event _end/1000000, 'unixepoch') as end,

| F“ deletédqs lite event _start tz as timezone,

| L— 1ocal s.lgte datetime(time created/1000000, 'unixepoch') as created,

-5 datetime(last modified/1000000, 'unixepoch') as modified
from cal events;
name of the event  from (UTQC) to (UTQ) timezone of timestamps
the event
title start end timezone created modified

Important 2021-12-16 10:15:00 2021-12-16 11:15:00 Europe/Berlin 2021-12-11 18:29:12 2821-12-11 18:29:36

Very important 2021-12-21 00:00:00 2021-12-22 00:00:00 floating 2021-12-11 208:44:29 20821-12-11 28:44:55
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Email clients >

g
account passwords &
private keys
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Account passwords
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Saved logins

Firefogenerally stores
sensitive intos encrypted on disc.

S

69 alex norris
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Account passwords

Thunderbird [Mozilla] generally stores
sensitive infos encrypted on disc.

Fﬁé ../profile-name/logins.json «—_

For example,

}?f ../profile-name/key4*.db saved email

account logins

Data needed for
decryption
(password, salt, etc.)

\

~ Fraunhofer

FKIE

alex norris
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logins.json

{ destination mail server
"nextId":4,
"logins":[
{

"id":1,
"hostname":"imap://imap.gmx.net", encrypted email account
"httpRealm":"imap://imap.gmx.net",
"formSubmitURL" :null, name
"usernameField":"",
"passwordField":"",

15

}

"encryptedUsername" : "MEIEEPgAAAAAAAAAAAAAAAAAAAEWFAYIKoZIhvcNAwCECEjxZDJ1bVFoBBh8wlhzfwKIOyCngrdiWo82uBrhtCcUqGgA=",
"encryptedPassword" : "MEOEEPgAAAAAAAAAAAAAAAAAAAEWFAYIK0ZIhvcNAWCECHWEGT1XbZTPBCAU7cnFCglqdQ7j++fvOTNG4L/vp80hiy6ndEC8ES3w7A=="",

"guid":"{80fble33-8921-4ede-b369-288d10d58ba8}",
"encType":1, /f
"timeCreated":1639228265021,

"timePasswordChanged":1639228265021,
"timesUsed":1

"id":2,
"hostname":"smtp://mail.gmx.net", «— SOUrce mail server
"httpRealm":"smtp://mail.gmx.net",

"encryptedUsername" : "MEIEEPgAAAAAAAAAAAAAAAAAAAEWFAYIK0OZIhvcNAWCECC5FQ3Pwh27FBBhG8/UT1Z2C5wdfBjOFSHSmV1w7PrpohDE=",
"encryptedPassword" :"MEOEEPgAAAAAAAAAAAAAAAAAAAEWFAYIKoZIhvcNAWCECEhCKYU@4jmwBCD198BeDNPIKScsS11VqflihegvSUASPZ9YxqipM5NIw==",

"id":3, ; ; .
--hostname":"https://caldavW mail prowder [calender] service

"httpRealm":"Service",

"encryptedUsername" : "MEIEEPgAAAAAAAAAAAAAAAAAAAEWFAYIKoZIhvcNAwcECD2/NwH1EphbBBhxoyl/Y4C3CBRQntO/4DpGEEEY60CrVPk=",
"encryptedPassword" : "MEOEEPgAAAAAAAAAAAAAAAAAAAEWFAYIK0OZIhvcNAWCECICbN4hn7jgsBCCIpHLDB4AFPrwUnPBq7ZoRZUiaNMsx/ PNz/u@pqlsIbhw==",

"potentiallyVulnerablePasswords":[



~/df/06-artifacts/applications/ O""“h“h“'e ZZ Fraunhofer

)

Sensitiv

B3 Inbox m Thunderbird P X Calendar
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e data

references - Mozilla Thunderbird

key4*.db content is protected by
master password.

X Tasks X | & Introduction b« X

-ﬁ- General

# Composition Erceriarik / _F . 1 / l . .

— ../profile-name/logins.json
Thunderbird can remember passwords for all of your accounts. Saved Passwords...

CJ chat

}? ../profile-name/key4*.db

A Master Password protects all your passwords, but you must enter it once per session.
o,
Calend .
lendar Use a master password Change Master Passwoss

Junk

Set your default junk mail settings. Account-specific junk mail settings can be configured in
Account Settings.
When I mark messages as junk:
® Move them to the account's "Junk" Folder
& Extensions & Themes
Delete them

Mark messages determined to be Junk as read

..which is not set by default... ...which is also used to

protect your private keys —
of course, if you set it...
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Account passwords

$ python firepwd.py -d PATH-TO-PROFILE

decrypting login/password pairs decrypting login/password pairs
imap://imap.gmx.net:b'american.lynx@gmx.de’',b'vZ2gAa9g@TO9bPI7aQswMRG5c"
smtp://mail.gmx.net:b'american.lynx@gmx.de’,b'vZ2gAa9g@TO9bPI7aQswMRG5c"
https://caldav.gmx.net:b'american.lynx@gmx.de',b'vZ2gAa9g@TObPI7aQswMRG5cC"’

“Firepwd.py, an open source tool to decrypt
Mozilla protected passwords”
[https://github.com/1lclevy/firepwd]

When you have strong email password

but have no idea about thunderbird |

master passwords.
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Artifacts

ITS ONLY JUST THE BEGINNING
. X .

.
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Any Questions?




