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An addressable piece of data.

Single pieces of a jigsaw puzzle.

Still, a piece of data.

Singles pieces of the jigsaw puzzle you want
to solve.

Questions to be answered.

Solving individual parts of the jigsaw puzzle.

06-artifacts/
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How do we know which data is
worth looking at?

How do we know when an artifact
is digital evidence?

How do we get started at all?

~/df 06-artifacts/
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Did we mention that everything but 
the kitchen sink generates artifacts?

 Of different types?

 In proprietary, undocumented
formats and locations?

 With different reliability and
trustworthiness? 

06-artifacts/
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Luckily, the artifacts for common
questions are already well researched
and documented. Until the next update, that is ¯\_(ツ)_/¯

06-artifacts/
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Luckily, the artifacts for common
questions are already well researched
and documented. Until the next update, that is ¯\_(ツ)_/¯

06-artifacts/
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Luckily, the artifacts for common
questions are already well researched
and documented. Until the next update, that is ¯\_(ツ)_/¯

Let‘s start with some operating system
artifacts!

06-artifacts/
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06-artifacts/windows/
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user-specific system-specific

vs.

Location:
%UserProfile%\...
E.g. C:\Users\lynx\...

Location:
%SystemRoot%\...
E.g. C:\...
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Was the file
ever created or viewed by

the user?

When?

Did the user access it
more than once?
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06-artifacts/windows/lnk-files/

PS C:\> ls C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\ -File | sort LastWriteTime –Descending

Directory: C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent

Mode                LastWriteTime Length Name                                                                                                                         
---- ------------- ------ ----
…
-a---- 1/5/2021   5:53 PM            720 doge1.lnk                                                                      
-a---- 1/5/2021   5:51 PM            715 doge.lnk
…

Location:

%UserProfile%\AppData\Roaming\Microsoft\Windows\Recent\

 Binary

 Proprietary

 Created automatically on first GUI 
interaction with a file

 „Recently used files“
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06-artifacts/windows/lnk-files/

PS C:\> LECmd.exe -f C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk

LECmd version 1.4.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd
…
Processing 'C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk'

Source file: C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk
Source created:  2021-01-05 16:24:42
Source modified: 2021-01-05 16:51:46
Source accessed: 2021-01-05 17:13:33

--- Header ---
Target created:  2021-01-05 16:24:42
Target modified: 2021-01-05 16:24:42
Target accessed: 2021-01-05 16:46:22

File size: 56.839
…

--- Link information ---
Flags: VolumeIdAndLocalBasePath

>>Volume information
Drive type: Fixed storage media (Hard drive)
Serial number: 7AE123F5
Label: (No label)
Local path: C:\Users\katz\Documents\temp\doge.odt

…
---------- Processed 'C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk' in 0,10763380 seconds ----------

Remember the name!

Timestamps of the LNK file, not the original file

Timestamps of the original file

Path of the original file

Size of the original file

Volume infos
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PS C:\> LECmd.exe -f C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk

LECmd version 1.4.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd
…
Processing 'C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk'

Source file: C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk
Source created:  2021-01-05 16:24:42
Source modified: 2021-01-05 16:51:46
Source accessed: 2021-01-05 17:13:33

--- Header ---
Target created:  2021-01-05 16:24:42
Target modified: 2021-01-05 16:24:42
Target accessed: 2021-01-05 16:46:22

File size: 56.839
…

--- Link information ---
Flags: VolumeIdAndLocalBasePath

>>Volume information
Drive type: Fixed storage media (Hard drive)
Serial number: 7AE123F5
Label: (No label)
Local path: C:\Users\katz\Documents\temp\doge.odt

…
---------- Processed 'C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk' in 0,10763380 seconds ----------

time created != time modified

=> opened more than once

LNK file is modified each time the original is opened.

time created -> first interaction with the original file
time modified -> last interaction with the original file
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PS C:\> LECmd.exe -f C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk

LECmd version 1.4.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd
…
Processing 'C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk'

Source file: C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk
Source created:  2021-01-05 16:24:42
Source modified: 2021-01-05 16:51:46
Source accessed: 2021-01-05 17:13:33

--- Header ---
Target created:  2021-01-05 16:24:42
Target modified: 2021-01-05 16:24:42
Target accessed: 2021-01-05 16:46:22

File size: 56.839
…

--- Link information ---
Flags: VolumeIdAndLocalBasePath

>>Volume information
Drive type: Fixed storage media (Hard drive)
Serial number: 7AE123F5
Label: (No label)
Local path: C:\Users\katz\Documents\temp\doge.odt

…
---------- Processed 'C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge.lnk' in 0,10763380 seconds ----------
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06-artifacts/windows/

What about files that
do not reside on the user‘s device anymore?
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PS C:\> lecmd -f  C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\house-on-fire.jpg.lnk

Source file: C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\house-on-fire.jpg.lnk
Source created:  2021-01-10 12:47:53 
Source modified: 2021-01-10 12:47:53
Source accessed: 2021-01-10 18:25:54

--- Header ---
Target created:  2021-01-10 12:47:53
Target modified: 2021-01-10 12:47:54
Target accessed: 2021-01-09 23:00:00

File size: 21.061

>>Volume information
Drive type: Removable storage media (Floppy, USB)
Serial number: CC09D6F1
Label: (No label)
Local path: F:\house-on-fire.jpg

LNK files

16

06-artifacts/windows/lnk-files/

time created == time modified

=> opened once
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PS C:\> lecmd -f  C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\house-on-fire.jpg.lnk

Source file: C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\house-on-fire.jpg.lnk
Source created:  2021-01-10 12:47:53 
Source modified: 2021-01-10 12:47:53
Source accessed: 2021-01-10 18:25:54

--- Header ---
Target created:  2021-01-10 12:47:53
Target modified: 2021-01-10 12:47:54
Target accessed: 2021-01-09 23:00:00

File size: 21.061

>>Volume information
Drive type: Removable storage media (Floppy, USB)
Serial number: CC09D6F1
Label: (No label)
Local path: F:\house-on-fire.jpg

LNK files
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06-artifacts/windows/lnk-files/

time created == time modified

=> opened once
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06-artifacts/windows/

Find F:\!

Or: don‘t trust drive letters.
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PS C:\> lecmd -f  
C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\house-
on-fire.jpg.lnk

Source file: 
C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\house-
on-fire.jpg.lnk

Source created:  2021-01-10 12:47:53 
Source modified: 2021-01-10 12:47:53
Source accessed: 2021-01-10 18:25:54

--- Header ---
Target created:  2021-01-10 12:47:53
Target modified: 2021-01-10 12:47:54
Target accessed: 2021-01-09 23:00:00

File size: 21.061

>>Volume information
Drive type: Removable storage media (Floppy, USB)
Serial number: CC09D6F1
Label: (No label)
Local path: F:\house-on-fire.jpg

LNK files
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06-artifacts/windows/lnk-files/

PS C:\> lecmd -f  
C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\this_is_
fine.jpg.lnk

Source file: 
C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\this_is_
fine.jpg.lnk

Source created:  2021-01-10 12:51:08
Source modified: 2021-01-10 12:51:08
Source accessed: 2021-01-10 18:26:05

--- Header ---
Target created:  2021-01-10 12:51:07
Target modified: 2021-01-10 12:51:10
Target accessed: 2021-01-09 23:00:00

File size: 53.072

>>Volume information
Drive type: Removable storage media (Floppy, USB)
Serial number: F8BB153B
Label: (No label)
Local path: F:\this_is_fine.jpg

different devices!

same parent directory
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PS C:\> lecmd -f  
C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\house-
on-fire.jpg.lnk

Source file: 
C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\house-
on-fire.jpg.lnk

Source created:  2021-01-10 12:47:53 
Source modified: 2021-01-10 12:47:53
Source accessed: 2021-01-10 18:25:54

--- Header ---
Target created:  2021-01-10 12:47:53
Target modified: 2021-01-10 12:47:54
Target accessed: 2021-01-09 23:00:00

File size: 21.061

>>Volume information
Drive type: Removable storage media (Floppy, USB)
Serial number: CC09D6F1
Label: (No label)
Local path: F:\house-on-fire.jpg

LNK files
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06-artifacts/windows/lnk-files/

PS C:\> lecmd -f  
C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\this_is_
fine.jpg.lnk

Source file: 
C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\this_is_
fine.jpg.lnk

Source created:  2021-01-10 12:51:08
Source modified: 2021-01-10 12:51:08
Source accessed: 2021-01-10 18:26:05

--- Header ---
Target created:  2021-01-10 12:51:07
Target modified: 2021-01-10 12:51:10
Target accessed: 2021-01-09 23:00:00

File size: 53.072

>>Volume information
Drive type: Removable storage media (Floppy, USB)
Serial number: F8BB153B
Label: (No label)
Local path: F:\this_is_fine.jpg
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06-artifacts/windows/

What if the file was deleted?
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06-artifacts/windows/lnk-files/

PS C:\> ls C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\ -File | sort LastWriteTime –Descending

Mode                LastWriteTime Length Name                                                                                                                         
---- ------------- ------ ----
-a---- 1/5/2021   5:53 PM            720 doge1.lnk                                                                      
-a---- 1/5/2021   5:51 PM            715 doge.lnk
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PS C:\> LECmd.exe -f C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge1.lnk

Source file: C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge1.lnk
Source created:  2021-01-05 16:53:57
Source modified: 2021-01-05 16:53:57
Source accessed: 2021-01-05 17:14:08

--- Header ---
Target created:  2021-01-05 16:53:40
Target modified: 2018-02-23 07:36:40
Target accessed: 2021-01-05 16:53:57

File size: 279.818

--- Link information ---
Flags: VolumeIdAndLocalBasePath

>>Volume information
Drive type: Fixed storage media (Hard drive)
Serial number: 7AE123F5
Label: (No label)
Local path: C:\Users\katz\Documents\temp\doge1.png

--- Target ID information (Format: Type ==> Value) ---

Absolute path: My Computer\Documents\temp\doge1.png

---------- Processed 'C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge1.lnk' in 0,10400910 seconds ----------

LNK files
Recap
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PS C:\> LECmd.exe -f C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge1.lnk

Source file: C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge1.lnk
Source created:  2021-01-05 16:53:57
Source modified: 2021-01-05 16:53:57
Source accessed: 2021-01-05 17:14:08

--- Header ---
Target created:  2021-01-05 16:53:40
Target modified: 2018-02-23 07:36:40
Target accessed: 2021-01-05 16:53:57

File size: 279.818

--- Link information ---
Flags: VolumeIdAndLocalBasePath

>>Volume information
Drive type: Fixed storage media (Hard drive)
Serial number: 7AE123F5
Label: (No label)
Local path: C:\Users\katz\Documents\temp\doge1.png

--- Target ID information (Format: Type ==> Value) ---

Absolute path: My Computer\Documents\temp\doge1.png

---------- Processed 'C:\Users\katz\AppData\Roaming\Microsoft\Windows\Recent\doge1.lnk' in 0,10400910 seconds ----------

LNK files
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06-artifacts/windows/recycle-bin/

Speaking about deleted files.

Diggin‘ in the trash, or: 
What happens in the recycle bin?
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06-artifacts/windows/recycle-bin/

How the filesystem sees it:
C:\$Recycle.Bin

How current user katz
sees it
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06-artifacts/windows/recycle-bin/

How the filesystem sees it:
C:\$Recycle.Bin
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06-artifacts/windows/recycle-bin/

PS C:\> ls -Hidden

Directory: C:\

Mode                LastWriteTime Length Name
---- ------------- ------ ----
d--hs- 12/30/2020  12:34 PM                $Recycle.Bin
d--hsl 8/14/2020   6:38 PM                Documents and Settings
d--h-- 12/30/2020   1:40 PM                ProgramData
d--hs- 8/14/2020   6:38 PM                Recovery
d--hs- 8/14/2020   9:40 AM                System Volume Information
-a-hs- 1/6/2021   5:46 PM     1342177280 pagefile.sys
-a-hs- 1/6/2021   5:46 PM      268435456 swapfile.sys
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06-artifacts/windows/recycle-bin/

PS C:\> cd '.\$Recycle.Bin\'
PS C:\$Recycle.Bin> ls -Hidden

Directory: C:\$Recycle.Bin

Mode                LastWriteTime Length Name
---- ------------- ------ ----
d--hs- 8/26/2020   7:00 PM                S-1-5-18
d--hs- 8/14/2020   9:38 AM                S-1-5-21-1752181755-1580187878-119375555-1000
d--hs- 8/14/2020  11:05 AM                S-1-5-21-1752181755-1580187878-119375555-1001
d--hs- 12/30/2020  12:25 PM                S-1-5-21-1752181755-1580187878-119375555-1002
d--hs- 1/6/2021  11:31 PM                S-1-5-21-1752181755-1580187878-119375555-1003

S-1-5-21-1752181755-1580187878-119375555-1003

security identifier
revision level
identifier authority (5: NT Authority)
domain or local system
relative ID - RID (normal users: >=1000)

“A security identifier (SID) is a unique value of variable length that is used to identify a security principal 
(such as a security group) in Windows operating systems. SIDs that identify generic users or generic 
groups is [sic!] well known.“

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/security-identifiers-in-windows

or a user
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06-artifacts/windows/recycle-bin/

registry key

user ID (RID) username
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06-artifacts/windows/recycle-bin/

PS C:\$Recycle.Bin\S-1-5-21-1752181755-1580187878-119375555-1003> ls | sort Name

Mode                LastWriteTime Length Name
---- ------------- ------ ----
-a---- 1/6/2021  11:31 PM            102 $I3WV62F.txt
-a---- 1/6/2021   7:54 PM            102 $I7GMYA2.txt
-a---- 1/6/2021   7:54 PM            102 $IBFKMAS.txt
-a---- 1/6/2021   7:54 PM            106 $IOFZFVF.txt
-a---- 1/6/2021   7:54 PM            104 $IPJFTR4.txt
-a---- 1/6/2021   7:54 PM            104 $IV52TY8.txt
-a---- 1/6/2021  11:29 PM             15 $R3WV62F.txt
-a---- 1/6/2021   1:48 PM              5 $RBFKMAS.txt
-a---- 1/6/2021   2:56 PM             18 $ROFZFVF.txt
-a---- 1/6/2021   1:48 PM             13 $RPJFTR4.txt
-a---- 1/6/2021   1:47 PM              6 $RV52TY8.txt

$I files – metadata (binary)

$R files – recovery data

PS C:\$Recycle.Bin\S-1-5-21-1752181755-1580187878-119375555-1003> RBCmd.exe -f '.\$IV52TY8.txt'
RBCmd version 0.5.0.0

Source file: .\$IV52TY8.txt

Version: 2 (Windows 10)
File size: 6 (6B)
File name: C:\Users\katz\Documents\bkp\tiger.txt
Deleted on: 2021-01-06 18:54:27.1510000
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PS C:\$Recycle.Bin\S-1-5-21-1752181755-1580187878-119375555-1003> ls | select Name, 
LastAccessTime, CreationTime, LastWriteTime

Name         LastAccessTime CreationTime LastWriteTime
---- -------------- ------------ -------------
$IV52TY8.txt 1/8/2021 12:36:48 PM 1/6/2021 7:54:27 PM 1/6/2021 7:54:27 PM
$RV52TY8.txt 1/7/2021 9:34:13 PM  1/6/2021 7:53:28 PM  1/6/2021 1:47:58 PM

$R file is created
after it is modified

if we trust
timestamps :D 06-01-2021 19:54:27 – tiger.txt deleted

06-01-2021 19:54:27 – $I-file created and modified

06-01-2021 19:53:28 – tiger.txt in Recycle Bin created

06-01-2021 19:53:28 – $R-file created

06-01-2021 13:47:58 – $R-file modified

PS C:\Users\katz\Documents\bkp> ls | select Name, LastAccessTime, LastWriteTime, CreationTime

Name              LastAccessTime LastWriteTime CreationTime
---- -------------- ------------- ------------
tiger.txt         1/8/2021 10:11:11 PM 1/6/2021 1:47:58 PM 1/6/2021 7:53:28 PM

Name         LastAccessTime CreationTime LastWriteTime
---- -------------- ------------ -------------
$IV52TY8.txt 1/8/2021 10:11:10 PM 1/6/2021 7:54:27 PM  1/6/2021 7:54:27 PM

$I file is still in the
recycle bin

tiger.txt recovered

tiger.txt deleted

06-01-2021 ???     – tiger.txt created and modified

06-01-2021 ??? – tiger.txt recovered

06-01-2021 19:54:27 – tiger.txt created

06-01-2021 13:47:58 – tiger.txt modified

Same with tiger.txt :D 
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When?

Did a user open a folder on an external media? 

What if it was deleted afterwards
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06-artifacts/windows/shellbags/

User-specific registry hive:

%UserProfile%\AppData\Local\Microsoft\Windows\UsrClass.dat

Keys:

Local Settings\Microsoft\Windows\Shell\Bags

Local Settings\Microsoft\Windows\Shell\BagsMRU

 Binary (registry)

 Proprietary (registry)

 Updated automatically on GUI interaction with a folder

 Viewed folder details
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06-artifacts/windows/shellbags/

shellbags
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user actively opened
these folders

folders
timestamps

shellbag
timestams

PS F:\> tree
Folder PATH listing
Volume serial number is CC09-D6F1
F:.
├───important-docs
├───important-pics
│   ├───memes
│   ├───photos
│   └───screenshots
└───important-sans-cheatsheets
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PS F:\> tree
Folder PATH listing
Volume serial number is CC09-D6F1
F:.
├───important-docs
├───important-pics
│   ├───memes
│   ├───photos
│   └───screenshots
└───important-sans-cheatsheets

deleted folder
which was also opened

by the user

at this time (more or less)
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PS F:\> tree
Folder PATH listing
Volume serial number is CC09-D6F1
F:.
├───important-docs
├───important-pics
│   ├───memes
│   ├───photos
│   └───screenshots
└───important-sans-cheatsheets
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Can we link an image to a 
computer?

Speaking of external
media…
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06-artifacts/windows/thumbcache/

Location:

%UserProfile%\AppData\Local\Microsoft\Windows\Explorer\

 Binary

 Proprietary

 Created on preview setting change for a folder
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PS C:\> ls C:\Users\manul\AppData\Local\Microsoft\Windows\Explorer\ | sort LastWriteTime -Descending

Mode                LastWriteTime Length Name
---- ------------- ------ ----
…
-a---- 1/6/2021   3:12 PM          29232 iconcache_idx.db
-a---- 1/6/2021   3:04 PM        3145728 iconcache_256.db
…
-a---- 12/30/2020  12:24 PM             24 iconcache_wide_alternate.db
-a---- 12/30/2020  12:24 PM             24 iconcache_wide.db
-a---- 12/30/2020  12:24 PM             24 iconcache_sr.db
-a---- 12/30/2020  12:24 PM             24 iconcache_96.db
-a---- 12/30/2020  12:24 PM             24 iconcache_1920.db
-a---- 12/30/2020  12:24 PM        1048576 iconcache_16.db
…
-a---- 12/30/2020  12:24 PM             24 thumbcache_wide.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_wide_alternate.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_sr.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_1920.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_2560.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_1280.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_256.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_768.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_48.db
-a---- 12/30/2020  12:24 PM        3145728 thumbcache_96.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_32.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_16.db

Icon thumbnails database
(desktop, etc.)
small, medium, large, etc.

Image thumbnails database
small, medium, large, etc.

Very small file size, most
probably empty
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06-artifacts/windows/thumbcache/

PS C:\> ls C:\Users\manul\AppData\Local\Microsoft\Windows\Explorer\ | sort LastWriteTime -Descending

Mode                LastWriteTime Length Name
---- ------------- ------ ----
…
-a---- 1/6/2021   3:12 PM          29232 iconcache_idx.db
-a---- 1/6/2021   3:04 PM        3145728 iconcache_256.db
…
-a---- 12/30/2020  12:24 PM             24 iconcache_wide_alternate.db
-a---- 12/30/2020  12:24 PM             24 iconcache_wide.db
-a---- 12/30/2020  12:24 PM             24 iconcache_sr.db
-a---- 12/30/2020  12:24 PM             24 iconcache_96.db
-a---- 12/30/2020  12:24 PM             24 iconcache_1920.db
-a---- 12/30/2020  12:24 PM        1048576 iconcache_16.db
…
-a---- 12/30/2020  12:24 PM             24 thumbcache_wide.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_wide_alternate.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_sr.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_1920.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_2560.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_1280.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_256.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_768.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_48.db
-a---- 12/30/2020  12:24 PM        3145728 thumbcache_96.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_32.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_16.db

Icon thumbnails database
(desktop, etc.)
small, medium, large, etc.

Image thumbnails database
small, medium, large, etc.

Very small file size, most
probably empty
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-a---- 12/30/2020  12:24 PM        1048576 thumbcache_256.db
-a---- 12/30/2020  12:24 PM             24 thumbcache_768.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_48.db
-a---- 12/30/2020  12:24 PM        3145728 thumbcache_96.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_32.db
-a---- 12/30/2020  12:24 PM        1048576 thumbcache_16.db

Tryin‘ database with largest thumbnails
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06-artifacts/windows/registry/

WINDOWS REGISTRY
Recent files?

Connected devices?

Autostart?

Malware persistence?

More user to
program
mappings?
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Registry
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06-artifacts/windows/registry/

“Central nervous system of the computer.”

“A central hierarchical database used in Windows 98, Windows CE, 
Windows NT, and Windows 2000 used to store information that is 
necessary to configure the system for one or more users, 
applications, and hardware devices.”

https://docs.microsoft.com/en-us/troubleshoot/windows-server/performance/windows-registry-advanced-users

– Kevin Ripa
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system hives

%SystemRoot%\Windows\system32\config\

registry

PS C:\Windows\System32\config> tree /F
Volume serial number is 7AE1-23F5
C:.
│   BBI
│   BCD-Template
│   COMPONENTS
│   DEFAULT
│   DRIVERS
│   ELAM
│   SAM
│   SECURITY
│   SOFTWARE
│   SYSTEM
│
├───Journal
├───RegBack
├───systemprofile
└───TxR

 connected devices
 network & WIFI connections
 global system settings
 user accounts infos
 startup progs/services
 moar

PS C:\Users\katz> ls -Hidden

Mode                LastWriteTime Length Name
---- ------------- ------ ----
…
-a-h-- 1/9/2021  12:06 AM        1572864 NTUSER.DAT

user hives

 mounted devices
 user specific settings
 user activity infos
 most recently used lists
 applications launched
 moar

no file system access to
UsrClass.dat

on the running system
¯\_(ツ)_/¯

Registry

%UserProfile%\Local Settings\Software\Microsoft\Windows\UsrClass.dat

%UserProfile%\NTUSER.DAT
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system hives

%SystemRoot%\Windows\system32\config\

registry

PS C:\Windows\System32\config> tree /F
Volume serial number is 7AE1-23F5
C:.
│   BBI
│   BCD-Template
│   COMPONENTS
│   DEFAULT
│   DRIVERS
│   ELAM
│   SAM
│   SECURITY
│   SOFTWARE
│   SYSTEM
│
├───Journal
├───RegBack
├───systemprofile
└───TxR

 connected devices
 network & WIFI connections
 global system settings
 user accounts infos
 startup progs/services
 moar

PS C:\Users\katz> ls -Hidden

Mode                LastWriteTime Length Name
---- ------------- ------ ----
…
-a-h-- 1/9/2021  12:06 AM        1572864 
NTUSER.DAT

user hives

%UserProfile%\NTUSER.DAT

%UserProfile%\Local
Settings\Software\Microsoft

\Windows\UsrClass.dat

 mounted devices
 user specific settings
 user activity infos
 most recently used lists
 applications launched
 moar

no file system access to
UsrClass.dat

on the running system
¯\_(ツ)_/¯

Registry

Analysis issues:

 complex, undocumented, proprietary
 behavior changes between Windows 

versions

49
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06-artifacts/windows/registry/

key

subkey

value value type value data
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06-artifacts/windows/registry/

exists only on the
running system

unavailable
for the user

last write time 
of the

keys????
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now
available

timestamps

data
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How often did a user
run an application?

When was the last run?
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06-artifacts/windows/registry/

CEBFF5CD corresponds to
GUI programs (Win 10) 

NTUSER.DAT: UserAssist

rot13
¯\_(ツ)_/¯
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executable
full path run count

last run
time
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06-artifacts/windows/

What about recent
files?
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last open time of a file with .pdf
extension

corresponding
lnk file

file name

NTUSER.DAT: 
RecentDocs
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06-artifacts/windows/registry/

Which USB devices
were connected?

Spoiler: …
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Registry
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06-artifacts/windows/registry/

SYSTEM: USBSTOR
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06-artifacts/windows/

Program execution
evidence:

• did the program run on the
computer?

• how often?

• when was the last run?
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Directory: C:\Windows\Prefetch

Mode                 LastWriteTime Length Name                                                                                                                         
---- ------------- ------ ----
-a---- 11/26/2021  10:54 AM           2078 AM_DELTA_PATCH_1.353.1553.0.E-956CC28D.pf                                     
-a---- 11/26/2021  12:32 PM          14181 APPLICATIONFRAMEHOST.EXE-CCEEF759.pf                                          
-a---- 11/26/2021  11:15 AM          10901 ATBROKER.EXE-2E15A492.pf                                                      
-a---- 11/26/2021  12:31 PM           5715 AUDIODG.EXE-BDFD3029.pf                                                       
-a---- 11/25/2021  11:19 AM          36450 AUTORUNS.EXE-FEE2E5E8.pf                                                                                                                          
-a---- 11/26/2021  12:18 PM          11903 BACKGROUNDTASKHOST.EXE-A89D33B8.pf                                            
-a---- 11/26/2021  10:21 AM          13483 BACKGROUNDTRANSFERHOST.EXE-4FEEC2B3.pf                                        
-a---- 11/25/2021  11:05 AM           8174 BYTECODEGENERATOR.EXE-C1E9BCE6.pf                                             
-a---- 11/26/2021  11:01 AM           2841 CMD.EXE-4A81B364.pf                                                           
-a---- 11/25/2021  11:32 AM           2230 CMD.EXE-AC113AA8.pf                                                           
-a---- 11/25/2021   3:25 PM           2510 COMPATTELRUNNER.EXE-DB97728F.pf                                               
-a---- 11/26/2021  12:40 PM          10288 CONHOST.EXE-1F3E9D7E.pf                                                       
-a---- 11/26/2021  12:31 PM          27798 CONSENT.EXE-531BD9EA.pf                                                       
-a---- 11/26/2021  10:37 AM          12488 CONTROL.EXE-817F8F1D.pf                                                       
-a---- 11/26/2021  12:31 PM           5429 CSRSS.EXE-3FE41F7E.pf                                                         
-a---- 11/26/2021  10:33 AM           7763 CTFMON.EXE-9450846B.pf                                                        
-a---- 11/25/2021  11:28 AM          46191 DEVENV.EXE-B844FD26.pf                                                        
-a---- 11/26/2021  12:40 PM          10022 DLLHOST.EXE-28A8211F.pf                                                       
-a---- 11/26/2021  12:31 PM           4813 DLLHOST.EXE-504C779A.pf                                                       
-a---- 11/26/2021   4:27 AM           4869 DLLHOST.EXE-570206E5.pf                                                       
-a---- 11/26/2021  12:46 PM           3641 DLLHOST.EXE-5E46FA0D.pf                                                       
-a---- 11/26/2021  10:49 AM          10255 DLLHOST.EXE-6FCDC72B.pf                                                       
-a---- 11/26/2021   9:40 AM           6360 DLLHOST.EXE-CA6900A0.pf                                                       
-a---- 11/26/2021   9:37 AM          11397 DLLHOST.EXE-D22EEB48.pf                                                       
-a---- 11/26/2021  10:24 AM          12019 DLLHOST.EXE-D46AA2AE.pf                                                       
-a---- 11/26/2021  11:16 AM           4462 DLLHOST.EXE-D8E67ED6.pf                                                       
-a---- 11/3/2021   3:36 PM           6940 DLLHOST.EXE-E86779C7.pf                                                       
-a---- 11/26/2021  10:37 AM           5158 DLLHOST.EXE-ECB71776.pf                                                       
-a---- 11/26/2021  12:40 PM           3752 DLLHOST.EXE-FC981FFE.pf                                                       

~$ ls –Filter *.pf C:\Windows\Prefetch

application name

hash

C:\Windows\Prefetch\

Location:

 Binary

 Proprietary

 Created automatically on (first) execution
of a program

 Used to pre-load - „pre-fetch“- resources
needed by a program
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[…]
Processing 'C:\Windows\Prefetch\SUSPICIOUS-BINARY.EXE-5F20DE50.pf'

Created on: 2021-11-26 11:16:09
Modified on: 2021-11-26 11:49:01
Last accessed on: 2021-11-26 11:50:19

Executable name: SUSPICIOUS-BINARY.EXE
Hash: 5F20DE50
File size (bytes): 6.046
Version: Windows 10

Run count: 3
Last run: 2021-11-26 11:48:51
Other run times: 2021-11-26 11:40:31, 2021-11-26 11:15:59

Volume information:

#0: Name: \VOLUME{01d7d109adab1526-86adbfce} Serial: 86ADBFCE Created: 2021-11-03 23:22:32 Directories: 5 File references: 14

Directories referenced: 5

0: \VOLUME{01d7d109adab1526-86adbfce}\USERS
1: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX
2: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX\DOWNLOADS
3: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS
4: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32

Files referenced: 11

00: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\NTDLL.DLL
01: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX\DOWNLOADS\SUSPICIOUS-BINARY.EXE
02: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\KERNEL32.DLL
03: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\KERNELBASE.DLL
04: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\LOCALE.NLS
05: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\UCRTBASE.DLL
06: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\MSVCP140.DLL

~$ pecmd –f C:\Windows\Prefetch\SUSPICIOUS-BINARY.EXE-5F20DE50.pf

eight-character hash of 
the executable full path

the same executable is run from a different 
locations => multiple prefetch files with 

different hashes

executable name

size of what??? ಠ_ಠ

Run count. Obviously.

Timestamps of last eight runs

directory where the executable lies

executable full path

Serial number of the volume
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[…]
Processing 'C:\Windows\Prefetch\SUSPICIOUS-BINARY.EXE-5F20DE50.pf'

Created on: 2021-11-26 11:16:09
Modified on: 2021-11-26 11:49:01
Last accessed on: 2021-11-26 11:50:19

Executable name: SUSPICIOUS-BINARY.EXE
Hash: 5F20DE50
File size (bytes): 6.046
Version: Windows 10

Run count: 3
Last run: 2021-11-26 11:48:51
Other run times: 2021-11-26 11:40:31, 2021-11-26 11:15:59

Volume information:

#0: Name: \VOLUME{01d7d109adab1526-86adbfce} Serial: 86ADBFCE Created: 2021-11-03 23:22:32 Directories: 5 File references: 14

Directories referenced: 5

0: \VOLUME{01d7d109adab1526-86adbfce}\USERS
1: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX
2: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX\DOWNLOADS
3: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS
4: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32

Files referenced: 11

00: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\NTDLL.DLL
01: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX\DOWNLOADS\SUSPICIOUS-BINARY.EXE
02: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\KERNEL32.DLL
03: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\KERNELBASE.DLL
04: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\LOCALE.NLS
05: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\UCRTBASE.DLL
06: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\MSVCP140.DLL

~$ pecmd –f C:\Windows\Prefetch\SUSPICIOUS-BINARY.EXE-5F20DE50.pf

the same executable is run from a different 
locations => multiple prefetch files with 

different hashes

size of what??? ಠ_ಠ

Run count. Obviously.

Possibly first exectution time
(unreliable)

Timestamps of last eight runs

Last run time
(more or less)

directory where the executable lies

executable full path

Serial number of the volume
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[…]
Processing 'C:\Windows\Prefetch\SUSPICIOUS-BINARY.EXE-5F20DE50.pf'

Created on: 2021-11-26 11:16:09
Modified on: 2021-11-26 11:49:01
Last accessed on: 2021-11-26 11:50:19

Executable name: SUSPICIOUS-BINARY.EXE
Hash: 5F20DE50
File size (bytes): 6.046
Version: Windows 10

Run count: 3
Last run: 2021-11-26 11:48:51
Other run times: 2021-11-26 11:40:31, 2021-11-26 11:15:59

Volume information:

#0: Name: \VOLUME{01d7d109adab1526-86adbfce} Serial: 86ADBFCE Created: 2021-11-03 23:22:32 Directories: 5 File references: 14

Directories referenced: 5

0: \VOLUME{01d7d109adab1526-86adbfce}\USERS
1: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX
2: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX\DOWNLOADS
3: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS
4: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32

Files referenced: 11

00: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\NTDLL.DLL
01: \VOLUME{01d7d109adab1526-86adbfce}\USERS\LYNX\DOWNLOADS\SUSPICIOUS-BINARY.EXE
02: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\KERNEL32.DLL
03: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\KERNELBASE.DLL
04: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\LOCALE.NLS
05: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\UCRTBASE.DLL
06: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\MSVCP140.DLL

~$ pecmd –f C:\Windows\Prefetch\SUSPICIOUS-BINARY.EXE-5F20DE50.pf
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06-artifacts/windows/prefetch/



~/df/

NOTEPAD.EXE-D8414F97.pf                  
ONEDRIVE.EXE-0C970464.pf                 
ONEDRIVESETUP.EXE-3197492C.pf            
POWERSHELL.EXE-920BBA2A.pf               
REG.EXE-E7E8BD26.pf                      
REGEDIT.EXE-90FEEA06.pf                         
RUNDLL32.EXE-23EA2E5B.pf                 
RUNDLL32.EXE-3A5F5976.pf                 
RUNDLL32.EXE-5A6C2401.pf
[…] 
RUNTIMEBROKER.EXE-06226CEB.pf            
RUNTIMEBROKER.EXE-06A7E291.pf            
RUNTIMEBROKER.EXE-3977076E.pf            
[…]
SC.EXE-945D79AE.pf                       
SCHTASKS.EXE-5CA45734.pf                 
SEARCHAPP.EXE-0651CA85.pf                
SHELLEXPERIENCEHOST.EXE-066223DB.pf      
SHELLEXPERIENCEHOST.EXE-A3608B1E.pf      
SMSS.EXE-E9C28FC6.pf                                
SPPSVC.EXE-B0F8131B.pf                   
STARTMENUEXPERIENCEHOST.EXE-76B447E1.pf   
SUSPICIOUS-BINARY.EXE-5F20DE50.pf 
SVCHOST.EXE-033BBABB.pf                  
SVCHOST.EXE-090AEBE5.pf                  
SVCHOST.EXE-0B3A9016.pf                  
SVCHOST.EXE-0B80E7F6.pf                  
SVCHOST.EXE-1190E58E.pf                  
[…]
TASKHOSTW.EXE-3E0B74C8.pf                
TEXTINPUTHOST.EXE-18B298A2.pf            
TEXTINPUTHOST.EXE-4AE33179.pf            
TIWORKER.EXE-A68903B5.pf                 
TRACKER.EXE-AF1EC648.pf                  
TRUSTEDINSTALLER.EXE-3CC531E5.pf         
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[…]   
BACKGROUNDTASKHOST.EXE-A89D33B8.pf       
BACKGROUNDTRANSFERHOST.EXE-4FEEC2B3.pf   
BYTECODEGENERATOR.EXE-C1E9BCE6.pf        
CMD.EXE-4A81B364.pf                      
CMD.EXE-AC113AA8.pf                      
COMPATTELRUNNER.EXE-DB97728F.pf          
CONHOST.EXE-1F3E9D7E.pf                  
CONSENT.EXE-531BD9EA.pf                  
CONTROL.EXE-817F8F1D.pf                  
CSRSS.EXE-3FE41F7E.pf                    
CTFMON.EXE-9450846B.pf                   
DEVENV.EXE-B844FD26.pf                   
DLLHOST.EXE-28A8211F.pf                  
DLLHOST.EXE-504C779A.pf                  
DLLHOST.EXE-570206E5.pf                  
DLLHOST.EXE-5E46FA0D.pf                  
[…]
EXPLORER.EXE-A80E4F97.pf                 
FIREFOX INSTALLER.EXE-3706D5A8.pf        
FIREFOX.EXE-A606B53C.pf                  
FIRSTLOGONANIM.EXE-674CDAB9.pf           
FONTDRVHOST.EXE-31E45F6D.pf              
GETHELP.EXE-CC7E4E5F.pf                  
HELPPANE.EXE-FEDC965B.pf                 
IDENTITY_HELPER.EXE-DC893A1C.pf          
IPCONFIG.EXE-912F3D5B.pf                 
LOCKAPP.EXE-59620D5A.pf                  
MMC.EXE-53159585.pf                      
MMC.EXE-EF66D102.pf                      
LOGONUI.EXE-09140401.pf
MICROSOFT.PHOTOS.EXE-250E9CBF.pf         
MICROSOFT.SERVICEHUB.CONTROLL-0D86E532.pf
MICROSOFTEDGEUPDATE.EXE-C4317749.pf      
MICROSOFTEDGEUPDATECOMREGISTE-3F0DDFD1.pf

~$ ls –Filter *.pf C:\Windows\Prefetch | select Name

Know normal



~/df/

NOTEPAD.EXE-D8414F97.pf                  
ONEDRIVE.EXE-0C970464.pf                 
ONEDRIVESETUP.EXE-3197492C.pf            
POWERSHELL.EXE-920BBA2A.pf               
REG.EXE-E7E8BD26.pf                      
REGEDIT.EXE-90FEEA06.pf                         
RUNDLL32.EXE-23EA2E5B.pf                 
RUNDLL32.EXE-3A5F5976.pf                 
RUNDLL32.EXE-5A6C2401.pf
[…] 
RUNTIMEBROKER.EXE-06226CEB.pf            
RUNTIMEBROKER.EXE-06A7E291.pf            
RUNTIMEBROKER.EXE-3977076E.pf  
[…]
SC.EXE-945D79AE.pf                       
SCHTASKS.EXE-5CA45734.pf                 
SEARCHAPP.EXE-0651CA85.pf                
SHELLEXPERIENCEHOST.EXE-066223DB.pf      
SHELLEXPERIENCEHOST.EXE-A3608B1E.pf      
SMSS.EXE-E9C28FC6.pf    
SPPSVC.EXE-B0F8131B.pf                   
STARTMENUEXPERIENCEHOST.EXE-76B447E1.pf   
SUSPICIOUS-BINARY.EXE-5F20DE50.pf  
SVCHOST.EXE-033BBABB.pf                  
SVCHOST.EXE-090AEBE5.pf                  
SVCHOST.EXE-0B3A9016.pf                  
SVCHOST.EXE-0B80E7F6.pf                  
SVCHOST.EXE-1190E58E.pf                  
[…]
TASKHOSTW.EXE-3E0B74C8.pf 
TEXTINPUTHOST.EXE-18B298A2.pf            
TEXTINPUTHOST.EXE-4AE33179.pf            
TIWORKER.EXE-A68903B5.pf                 
TRACKER.EXE-AF1EC648.pf                  
TRUSTEDINSTALLER.EXE-3CC531E5.pf

runs Windows tasks

hosts service dlls

session manager

manages processes and 
threads

hosts COM objects

file explorer

logon guys

it’s complicated….

runs dlls as 
executables

manages Windows Updates
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[…]   
BACKGROUNDTASKHOST.EXE-A89D33B8.pf       
BACKGROUNDTRANSFERHOST.EXE-4FEEC2B3.pf   
BYTECODEGENERATOR.EXE-C1E9BCE6.pf        
CMD.EXE-4A81B364.pf                      
CMD.EXE-AC113AA8.pf                      
COMPATTELRUNNER.EXE-DB97728F.pf          
CONHOST.EXE-1F3E9D7E.pf                  
CONSENT.EXE-531BD9EA.pf                  
CONTROL.EXE-817F8F1D.pf                  
CSRSS.EXE-3FE41F7E.pf 
CTFMON.EXE-9450846B.pf                   
DEVENV.EXE-B844FD26.pf                   
DLLHOST.EXE-28A8211F.pf                  
DLLHOST.EXE-504C779A.pf                  
DLLHOST.EXE-570206E5.pf                  
DLLHOST.EXE-5E46FA0D.pf                  
[…]
EXPLORER.EXE-A80E4F97.pf  
FIREFOX INSTALLER.EXE-3706D5A8.pf        
FIREFOX.EXE-A606B53C.pf                  
FIRSTLOGONANIM.EXE-674CDAB9.pf  
FONTDRVHOST.EXE-31E45F6D.pf              
GETHELP.EXE-CC7E4E5F.pf                  
HELPPANE.EXE-FEDC965B.pf                 
IDENTITY_HELPER.EXE-DC893A1C.pf          
IPCONFIG.EXE-912F3D5B.pf                 
LOCKAPP.EXE-59620D5A.pf                  
MMC.EXE-53159585.pf                      
MMC.EXE-EF66D102.pf                      
LOGONUI.EXE-09140401.pf
MICROSOFT.PHOTOS.EXE-250E9CBF.pf         
MICROSOFT.SERVICEHUB.CONTROLL-0D86E532.pf
MICROSOFTEDGEUPDATE.EXE-C4317749.pf      
MICROSOFTEDGEUPDATECOMREGISTE-3F0DDFD1.pf

~$ ls –Filter *.pf C:\Windows\Prefetch | select Name

file explorerhosts COM processes

Know normal



~/df/06-artifacts/windows/prefetch/

[…]   
BACKGROUNDTASKHOST.EXE-A89D33B8.pf       
BACKGROUNDTRANSFERHOST.EXE-4FEEC2B3.pf   
BYTECODEGENERATOR.EXE-C1E9BCE6.pf        
CMD.EXE-4A81B364.pf                      
CMD.EXE-AC113AA8.pf                      
COMPATTELRUNNER.EXE-DB97728F.pf          
CONHOST.EXE-1F3E9D7E.pf                  
CONSENT.EXE-531BD9EA.pf                  
CONTROL.EXE-817F8F1D.pf                  
CSRSS.EXE-3FE41F7E.pf                    
CTFMON.EXE-9450846B.pf                   
DEVENV.EXE-B844FD26.pf                   
DLLHOST.EXE-28A8211F.pf                  
DLLHOST.EXE-504C779A.pf                  
DLLHOST.EXE-570206E5.pf                  
DLLHOST.EXE-5E46FA0D.pf                  
[…]
EXPLORER.EXE-A80E4F97.pf                 
FIREFOX INSTALLER.EXE-3706D5A8.pf        
FIREFOX.EXE-A606B53C.pf                  
FIRSTLOGONANIM.EXE-674CDAB9.pf           
FONTDRVHOST.EXE-31E45F6D.pf              
GETHELP.EXE-CC7E4E5F.pf                  
HELPPANE.EXE-FEDC965B.pf                 
IDENTITY_HELPER.EXE-DC893A1C.pf          
IPCONFIG.EXE-912F3D5B.pf                 
LOCKAPP.EXE-59620D5A.pf                  
MMC.EXE-53159585.pf                      
MMC.EXE-EF66D102.pf                      
LOGONUI.EXE-09140401.pf
MICROSOFT.PHOTOS.EXE-250E9CBF.pf         
MICROSOFT.SERVICEHUB.CONTROLL-0D86E532.pf
MICROSOFTEDGEUPDATE.EXE-C4317749.pf      
MICROSOFTEDGEUPDATECOMREGISTE-3F0DDFD1.pf

~$ ls –Filter *.pf C:\Windows\Prefetch | select Name

cmd.exe, powershell.exe:
shells

command-line access & 
remote execution

sc.exe, schtasks.exe:
services and tasks cmd utilities 

persistence & [remote] execution

reg.exe:
registry cmd utility

persistence (registry key 
modification)

Find evil (or suspicious at least)

NOTEPAD.EXE-D8414F97.pf                  
ONEDRIVE.EXE-0C970464.pf                 
ONEDRIVESETUP.EXE-3197492C.pf            
POWERSHELL.EXE-920BBA2A.pf   
REG.EXE-E7E8BD26.pf 
REGEDIT.EXE-90FEEA06.pf                         
RUNDLL32.EXE-23EA2E5B.pf                 
RUNDLL32.EXE-3A5F5976.pf                 
RUNDLL32.EXE-5A6C2401.pf
[…] 
RUNTIMEBROKER.EXE-06226CEB.pf            
RUNTIMEBROKER.EXE-06A7E291.pf            
RUNTIMEBROKER.EXE-3977076E.pf            
[…]
SC.EXE-945D79AE.pf                       
SCHTASKS.EXE-5CA45734.pf                 
SEARCHAPP.EXE-0651CA85.pf                
SHELLEXPERIENCEHOST.EXE-066223DB.pf      
SHELLEXPERIENCEHOST.EXE-A3608B1E.pf      
SMSS.EXE-E9C28FC6.pf                                
SPPSVC.EXE-B0F8131B.pf                   
STARTMENUEXPERIENCEHOST.EXE-76B447E1.pf   
SUSPICIOUS-BINARY.EXE-5F20DE50.pf
SVCHOST.EXE-033BBABB.pf                  
SVCHOST.EXE-090AEBE5.pf                  
SVCHOST.EXE-0B3A9016.pf                  
SVCHOST.EXE-0B80E7F6.pf                  
SVCHOST.EXE-1190E58E.pf                  
[…]
TASKHOSTW.EXE-3E0B74C8.pf                
TEXTINPUTHOST.EXE-18B298A2.pf            
TEXTINPUTHOST.EXE-4AE33179.pf            
TIWORKER.EXE-A68903B5.pf                 
TRACKER.EXE-AF1EC648.pf                  
TRUSTEDINSTALLER.EXE-3CC531E5.pf         

More suspicious stuff:

• at.exe: privilege escalation
• net.exe: mapping drives for lateral movement, 

enumerate groups
• wmic.exe: remote execution
• rar.exe: data exfiltration
• SysInternals PsTools:

o PsExec: remote execution
o PSLoggedOn: logon enumeration
o ProcDump: dumping credentials from 

memory
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Moar program execution
evidence
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Program name suspicious-binary.exe

Full path c:\users\lynx\downloads\suspicious-binary.exe

SHA1 base 16 e5f22d92cb8e2cd0d0616c4a5ea66d97c0d4b096

~$ AmcacheParser.exe -i -f C:\Windows\appcompat\Programs\Amcache.hve --csv Z:\amcache\

C:\Windows\appcompat\Programs\Amcache.hve

Location:
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SRUM is a feature in modern Windows systems which 
collect statistics on execution of binaries. The 

information is stored in an Extensible Storage Engine 
(ESE) database. ESE is Microsoft’s proprietary single file 

database format, acting similarly to SQLite, as a default 
storage engine for many applications — including the 

SRUM database.

[https://velociraptor.velocidex.com/digging-into-the-system-resource-
usage-monitor-srum-afbadb1a375]
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View -> Show history for all Processes
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View -> Show history for all Processes
C:\Windows\System32\sru\SRUDB.dat – ESE DB

HKLM\SOFTWARE\Microsoft\Windows NT\CurrenVersion\SRUM\Extensions

Location:

While running, Windows temporarily stores this data in the 
HKLM\SOFTWARE\Microsoft\Windows NT\CurrenVersion\SRUM\Extensions and 
writes to SRUDB.dat at shutdown. SRUM contains a wealth of information about 

user activity including the full path to executables, CPU time in the foreground and 
background, and the SID responsible for execution. 

You can expect to find the last 30 days of application data in SRUM.

[https://frsecure.com/blog/windows-forensics-execution/]
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~$ SrumECmd.exe -f Z:\srum\SRUDB.dat -r Z:\srum\software.hve --csv Z:\srum\

Program name suspicious-binary.exe

User lynx

SID S-1-5-21-1469023789-276253711-1706919858-1001

Some execution end-times 2021-11-26 11:42:00.0118646

2021-11-26 11:50:00.0119067

2021-11-26 17:29:00.0276735
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Speaking about Windows 
updates…
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SYSTEM\ControlSet001\Control\Session Manager\AppCompatCache

Location:

System compatibility database
Helps identify Windows compatibility issues

with software.

© Registry Explorer

Before Windows 10:
evidence of program execution.

After Windows 10:
Not anymore!
Generated for all executables
(almost).
Used to check if certain executables are
present on the system.
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executed

never executed
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Are there any traces of
malware persistence?
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Persistence consists of techniques that adversaries use to keep 
access to systems across restarts, changed credentials, and 

other interruptions that could cut off their access. 

[https://attack.mitre.org/tactics/TA0003/]

Once malware gains access to a system, it often looks to be there for a 
long time. This behavior is known as persistence. If the persistence 

mechanism is unique enough, it can even serve as a great way to 
fingerprint a given piece of malware.

[https://www.oreilly.com/library/view/practical-
malware-analysis/9781593272906/ch12s04.html]
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suspicious executable from
Downloads folder…

the most notorious persistence
mechanism ever

NTUSER, SYSTEM: Run-key
Microsoft\Windows\CurrentVersion\Run
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suspicious executable from
Downloads folder…

the most notorious persistence
mechanism ever

NTUSER, SYSTEM: Run-key
Microsoft\Windows\CurrentVersion\Run
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…looking for
rogue services on 

the system…
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In Windows NT operating systems, a Windows service is a 
computer program that operates in the background. It is similar 

in concept to a Unix daemon[…]

Windows services can be configured to start when the operating 
system is started and run in the background as long as Windows is 

running[…]
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In Windows NT operating systems, a Windows service is a 
computer program that operates in the background. It is similar 

in concept to a Unix daemon[…]

Windows services can be configured to start when the operating 
system is started and run in the background as long as Windows is 

running[…]
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User-friendly name and
description
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User-friendly name and
description

Defined by
service author
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There is no „Windows Threat Potection“ 
service on Windows
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„real“ service name, still 
user-defined

real path to service binary

autostart
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autostart

path to service executable

Location:

SYSTEM\ControlSet001\Services



~/df/

Location:

SYSTEM\ControlSet001\Services

Services
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Location:

SYSTEM\ControlSet001\Services

Services
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Correlate with
program execution

evidence!
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TASK
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Task Scheduler (formerly Scheduled Tasks)[1] is a 
job scheduler in Microsoft Windows that 

launches computer programs or scripts at pre-
defined times or after specified time intervals. 

[…] The Windows Task Scheduler infrastructure is 
the basis for the Windows PowerShell scheduled 

jobs feature introduced with PowerShell v3.[6]

Task Scheduler can be compared to cron or 
anacron on Unix-like operating systems. […]

Path to the task relative to
tasks locationName

Trigger defines
when to do task

Location:

C:\Windows\System32\Tasks\path-to-the-task
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There is no VirusScan task. 
Unless you create it >:)

name, relative path, source
system and username
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There is no VirusScan task. 
Unless you create it >:)

name, relative path, source
system and username

EXECUTABLE
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Scheduled tasks

<?xml version="1.0" encoding="UTF-16"?>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">

<RegistrationInfo>
<Date>2021-11-25T11:44:37</Date>
<Author>DESKTOP-I2KNJ8H\lynx</Author>
<URI>\Microsoft\Windows\WorkFolders\VirusScan</URI>

</RegistrationInfo>
<Triggers>

<LogonTrigger>
<StartBoundary>2021-11-25T11:44:00</StartBoundary>
<Enabled>true</Enabled>

</LogonTrigger>
</Triggers>

<Settings>
…

</Settings>
<Actions Context="Author">

<Exec>
<Command>C:\Users\lynx\Downloads\more-evil.exe</Command>

</Exec>
</Actions>
<Principals>

<Principal id="Author">
<UserId>DESKTOP-I2KNJ8H\lynx</UserId>
<LogonType>InteractiveToken</LogonType>
<RunLevel>LeastPrivilege</RunLevel>

</Principal>
</Principals>

</Task>

program or script executed by the task

~$ cat C:\Windows\System32\Tasks\Microsoft\Windows\WorkFolders\VirusScan

source host \ creator username

relative path
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Scheduled tasks
Registry Explorer TaskCache\Tasks plugin

SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\

…\Tree -----> tasks (IDs)

…\Tasks -----> tasks infos (pro ID)
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Scheduled tasks

<?xml version="1.0" encoding="UTF-16"?>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">

<RegistrationInfo>
<Date>2021-11-25T11:44:37</Date>
<Author>DESKTOP-I2KNJ8H\lynx</Author>
<URI>\Microsoft\Windows\WorkFolders\VirusScan</URI>

</RegistrationInfo>
<Triggers>

<LogonTrigger>
<StartBoundary>2021-11-25T11:44:00</StartBoundary>
<Enabled>true</Enabled>

</LogonTrigger>
</Triggers>

<Settings>
…

</Settings>
<Actions Context="Author">

<Exec>
<Command>C:\Users\lynx\Downloads\more-evil.exe</Command>

</Exec>
</Actions>
<Principals>

<Principal id="Author">
<UserId>DESKTOP-I2KNJ8H\lynx</UserId>
<LogonType>InteractiveToken</LogonType>
<RunLevel>LeastPrivilege</RunLevel>

</Principal>
</Principals>

</Task>

program or script executed by the task

~$ cat C:\Windows\System32\Tasks\Microsoft\Windows\WorkFolders\VirusScan



~/df/

100

06-artifacts/windows/tasks/

Scheduled tasks

<?xml version="1.0" encoding="UTF-16"?>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">

<RegistrationInfo>
<Date>2021-11-25T11:44:37</Date>
<Author>DESKTOP-I2KNJ8H\lynx</Author>
<URI>\Microsoft\Windows\WorkFolders\VirusScan</URI>

</RegistrationInfo>
<Triggers>

<LogonTrigger>
<StartBoundary>2021-11-25T11:44:00</StartBoundary>
<Enabled>true</Enabled>

</LogonTrigger>
</Triggers>

<Settings>
…

</Settings>
<Actions Context="Author">

<Exec>
<Command>C:\Users\lynx\Downloads\more-evil.exe</Command>

</Exec>
</Actions>
<Principals>

<Principal id="Author">
<UserId>DESKTOP-I2KNJ8H\lynx</UserId>
<LogonType>InteractiveToken</LogonType>
<RunLevel>LeastPrivilege</RunLevel>

</Principal>
</Principals>

</Task>

program or script executed by the task

~$ cat C:\Windows\System32\Tasks\Microsoft\Windows\WorkFolders\VirusScan

Correlate with
program execution

evidence!
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Are there any interesting
or suspicious logons?
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Event logs to the rescue
<Event>

<System>
<Provider Name="Microsoft-Windows-Security-Auditing" Guid="54849625-5478-4994-a5ba-3e3b0328c30d" />
<EventID>4625</EventID>
…
<TimeCreated SystemTime="2021-11-26 08:48:35.1597150" />
<EventRecordID>6895</EventRecordID>
…
<Channel>Security</Channel>
<Computer>DESKTOP-I2KNJ8H</Computer>
<Security />

</System>
<EventData>

<Data Name="SubjectUserSid">S-1-0-0</Data>
<Data Name="SubjectUserName">-</Data>
<Data Name="SubjectDomainName">-</Data>
<Data Name="SubjectLogonId">0x0</Data>
<Data Name="TargetUserSid">S-1-0-0</Data>
<Data Name="TargetUserName">lanx</Data>             
<Data Name="TargetDomainName">.</Data> 
<Data Name="Status">0xC000006D</Data> 
<Data Name="FailureReason">%%2313</Data> 
<Data Name="SubStatus">0xC0000064</Data> 
<Data Name="LogonType">3</Data> 
<Data Name="LogonProcessName">NtLmSsp </Data>
<Data Name="AuthenticationPackageName">NTLM</Data>
<Data Name="WorkstationName">DESKTOP-NI9V1EK</Data>
…
<Data Name="IpAddress">10.0.0.1</Data>
<Data Name="IpPort">0</Data>

</EventData>
</Event>

~$ cat failed-login.xml
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Event logs
<Event>

<System>
<Provider Name="Microsoft-Windows-Security-Auditing" Guid="54849625-5478-4994-a5ba-3e3b0328c30d" />
<EventID>4625</EventID>
…
<TimeCreated SystemTime="2021-11-26 08:48:35.1597150" />
<EventRecordID>6895</EventRecordID>
…
<Channel>Security</Channel>
<Computer>DESKTOP-I2KNJ8H</Computer>
<Security />

</System>
<EventData>

<Data Name="SubjectUserSid">S-1-0-0</Data>
<Data Name="SubjectUserName">-</Data>
<Data Name="SubjectDomainName">-</Data>
<Data Name="SubjectLogonId">0x0</Data>
<Data Name="TargetUserSid">S-1-0-0</Data>
<Data Name="TargetUserName">lanx</Data>             
<Data Name="TargetDomainName">.</Data> 
<Data Name="Status">0xC000006D</Data> 
<Data Name="FailureReason">%%2313</Data> 
<Data Name="SubStatus">0xC0000064</Data> 
<Data Name="LogonType">3</Data> 
<Data Name="LogonProcessName">NtLmSsp </Data>
<Data Name="AuthenticationPackageName">NTLM</Data>
<Data Name="WorkstationName">DESKTOP-NI9V1EK</Data>
…
<Data Name="IpAddress">10.0.0.1</Data>
<Data Name="IpPort">0</Data>

</EventData>
</Event>

~$ cat failed-login.xml
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Event logs
<Event>

<System>
<Provider Name="Microsoft-Windows-Security-Auditing" Guid="54849625-5478-4994-a5ba-3e3b0328c30d" />
<EventID>4625</EventID>
…
<TimeCreated SystemTime="2021-11-26 08:48:35.1597150" />
<EventRecordID>6895</EventRecordID>
…
<Channel>Security</Channel>
<Computer>DESKTOP-I2KNJ8H</Computer>
<Security />

</System>
<EventData>

<Data Name="SubjectUserSid">S-1-0-0</Data>
<Data Name="SubjectUserName">-</Data>
<Data Name="SubjectDomainName">-</Data>
<Data Name="SubjectLogonId">0x0</Data>
<Data Name="TargetUserSid">S-1-0-0</Data>
<Data Name="TargetUserName">lanx</Data>             
<Data Name="TargetDomainName">.</Data> 
<Data Name="Status">0xC000006D</Data> 
<Data Name="FailureReason">%%2313</Data> 
<Data Name="SubStatus">0xC0000064</Data> 
<Data Name="LogonType">3</Data> 
<Data Name="LogonProcessName">NtLmSsp </Data>
<Data Name="AuthenticationPackageName">NTLM</Data>
<Data Name="WorkstationName">DESKTOP-NI9V1EK</Data>
…
<Data Name="IpAddress">10.0.0.1</Data>
<Data Name="IpPort">0</Data>

</EventData>
</Event>

~$ cat failed-login.xml

{
"PayloadData1":"Target: .\\lanx",
"PayloadData2":"LogonType 3",
"PayloadData3":"FailureReason: user name does not exist",
"UserName":"-\\-",
"RemoteHost":"DESKTOP-NI9V1EK (10.0.0.1)",
"ExecutableInfo":"-",
"MapDescription":"Failed logon",
"ChunkNumber":82,
"Computer":"DESKTOP-I2KNJ8H",
"Payload":"{\"EventData\":{\"Data\ …}…}
"Channel":"Security",
"Provider":"Microsoft-Windows-Security-Auditing",
"EventId":4625,
"EventRecordId":"6895",
"ProcessId":596,
"ThreadId":664,
"Level":"LogAlways",
"Keywords":"Audit failure",
"SourceFile":"Z:\\logs-remote-access\\Security.evtx",
"ExtraDataOffset":0,
"HiddenRecord":false,
"TimeCreated":"2021-11-26T08:48:35.1597150+00:00",
"RecordNumber":6895

}

~$ cat failed-login-ez-evtx-explorer.xml

Network logon.

Substatus as 
text.

Remote host 
infos.

Event ID 
meaning.

~$ evtxcmd --inc 4625 –f Z:\\logs-remote-access\\Security.evtx --json
Z:\\logs-remote-access\out-json --sd 2021-11-25 
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Event logs
<Event>

<System>
<Provider Name="Microsoft-Windows-Security-Auditing" Guid="54849625-5478-4994-a5ba-3e3b0328c30d" />
<EventID>4625</EventID>
…
<TimeCreated SystemTime="2021-11-26 08:48:35.1597150" />
<EventRecordID>6895</EventRecordID>
…
<Channel>Security</Channel>
<Computer>DESKTOP-I2KNJ8H</Computer>
<Security />

</System>
<EventData>

<Data Name="SubjectUserSid">S-1-0-0</Data>
<Data Name="SubjectUserName">-</Data>
<Data Name="SubjectDomainName">-</Data>
<Data Name="SubjectLogonId">0x0</Data>
<Data Name="TargetUserSid">S-1-0-0</Data>
<Data Name="TargetUserName">lanx</Data>             
<Data Name="TargetDomainName">.</Data> 
<Data Name="Status">0xC000006D</Data> 
<Data Name="FailureReason">%%2313</Data> 
<Data Name="SubStatus">0xC0000064</Data> 
<Data Name="LogonType">3</Data> 
<Data Name="LogonProcessName">NtLmSsp </Data>
<Data Name="AuthenticationPackageName">NTLM</Data>
<Data Name="WorkstationName">DESKTOP-NI9V1EK</Data>
…
<Data Name="IpAddress">10.0.0.1</Data>
<Data Name="IpPort">0</Data>

</EventData>
</Event>

~$ cat failed-login.xml

{
"PayloadData1":"Target: .\\lanx",
"PayloadData2":"LogonType 3",
"PayloadData3":"FailureReason: user name does not exist",
"UserName":"-\\-",
"RemoteHost":"DESKTOP-NI9V1EK (10.0.0.1)",
"ExecutableInfo":"-",
"MapDescription":"Failed logon",
"ChunkNumber":82,
"Computer":"DESKTOP-I2KNJ8H",
"Payload":"{\"EventData\":{\"Data\ …}…}
"Channel":"Security",
"Provider":"Microsoft-Windows-Security-Auditing",
"EventId":4625,
"EventRecordId":"6895",
"ProcessId":596,
"ThreadId":664,
"Level":"LogAlways",
"Keywords":"Audit failure",
"SourceFile":"Z:\\logs-remote-access\\Security.evtx",
"ExtraDataOffset":0,
"HiddenRecord":false,
"TimeCreated":"2021-11-26T08:48:35.1597150+00:00",
"RecordNumber":6895

}

~$ cat failed-login-ez-evtx-explorer.xml

Well… 
Maybe… 
Maybe not…
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<Event>
<System>

<Provider Name="Microsoft-Windows-Security-Auditing" Guid="54849625-5478-4994-a5ba-3e3b0328c30d" />
<EventID>4625</EventID>
…
<TimeCreated SystemTime="2021-11-26 08:48:35.1597150" />
<EventRecordID>6895</EventRecordID>
…
<Channel>Security</Channel>
<Computer>DESKTOP-I2KNJ8H</Computer>
<Security />

</System>
<EventData>

<Data Name="SubjectUserSid">S-1-0-0</Data>
<Data Name="SubjectUserName">-</Data>
<Data Name="SubjectDomainName">-</Data>
<Data Name="SubjectLogonId">0x0</Data>
<Data Name="TargetUserSid">S-1-0-0</Data>
<Data Name="TargetUserName">lanx</Data>             
<Data Name="TargetDomainName">.</Data> 
<Data Name="Status">0xC000006D</Data> 
<Data Name="FailureReason">%%2313</Data> 
<Data Name="SubStatus">0xC0000064</Data> 
<Data Name="LogonType">3</Data> 
<Data Name="LogonProcessName">NtLmSsp </Data>
<Data Name="AuthenticationPackageName">NTLM</Data>
<Data Name="WorkstationName">DESKTOP-NI9V1EK</Data>
…
<Data Name="IpAddress">10.0.0.1</Data>
<Data Name="IpPort">0</Data>

</EventData>
</Event>

~$ cat failed-login.xml

{
"PayloadData1":"Target: .\\lanx",
"PayloadData2":"LogonType 3",
"PayloadData3":"FailureReason: user name does not exist",
"UserName":"-\\-",
"RemoteHost":"DESKTOP-NI9V1EK (10.0.0.1)",
"ExecutableInfo":"-",
"MapDescription":"Failed logon",
"ChunkNumber":82,
"Computer":"DESKTOP-I2KNJ8H",
"Payload":"{\"EventData\":{\"Data\ …}…}
"Channel":"Security",
"Provider":"Microsoft-Windows-Security-Auditing",
"EventId":4625,
"EventRecordId":"6895",
"ProcessId":596,
"ThreadId":664,
"Level":"LogAlways",
"Keywords":"Audit failure",
"SourceFile":"Z:\\logs-remote-access\\Security.evtx",
"ExtraDataOffset":0,
"HiddenRecord":false,
"TimeCreated":"2021-11-26T08:48:35.1597150+00:00",
"RecordNumber":6895

}

~$ cat failed-login-ez-evtx-explorer.xml

Well… 
Maybe… 
Maybe not…

• Has a user just made a typo?

• Or someone is trying account
info bruteforcing?

• And: is this host allowed to
access this account at all?

Event logs
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Which event Ids are interesting? What are meaning of status codes? How do I find out, if….

Accounts related stuff

 4624/4625 – successful/failed logon

 4672 – login as admin

 4648 – login with explicit credentials

 4720 – account created

 …

„Security events“

 4950 – firewall settings are changed

 5025 – firewall is disabled

 1006 - malware detected

 5012 - Scanning for viruses is disabled

 …

Logging manipulation

 1102 – Audit Log Cleared – Security Logs

 104 – Audit Log Cleared – System Log

 …
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Which event Ids are interesting? What are meaning of status codes? How do I find out, if….

Accounts related stuff

 4624/4625 – successful/failed logon

 4672 – login as admin

 4648 – login with explicit credentials

 4720 – account created

 …

„Security events“

 4950 – firewall settings are changed

 5025 – firewall is disabled

 1006 - malware detected

 5012 - Scanning for viruses is disabled

 …

Logging manipulation

 1102 – Audit Log Cleared – Security Logs

 104 – Audit Log Cleared – System Log

 …

Also:

• RDP related

• services related

• tasks related

• powershell

• and many more!

[https://wiki.sans.blue/#!Tools/WindowsEventLogsTable.md]

[https://digitalf0rensics.wordpress.com/2020/08/10/notable-event-ids-
from-windows-event-logs/]

[https://github.com/mdecrevoisier/Windows-auditing-mindmap]
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Are there any traces of
remote execution?
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PsExec is a light-weight telnet-replacement that lets you 
execute processes on other systems, complete with full 

interactivity for console applications, without having to 
manually install client software. PsExec's most powerful uses 
include launching interactive command-prompts on remote 

systems and remote-enabling tools like IpConfig that 
otherwise do not have the ability to show information about 

remote systems.

[https://docs.microsoft.com/en-us/sysinternals/downloads/psexec]

Successful network
logon from remote 
host 10.0.0.1
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Copies PSEXESCV.exe to C:\Windows\
as well as other executed binaries:

…
-a---- 11/26/2021  11:30 PM         208384 notepad.exe                                                          

-a---- 11/28/2021   3:42 PM           6336 PFRO.log                                                             

-a---- 12/7/2019  10:10 AM          31241 ProfessionalEducationN.xml                                           

-a---- 12/7/2019  10:10 AM          31281 ProfessionalN.xml                                                    

-a---- 12/7/2019  10:10 AM          31241 ProfessionalWorkstationN.xml                                         

-a---- 11/28/2021   3:47 PM         496016 PSEXESVC.exe                                                         

-a---- 4/9/2021   3:50 PM         370176 regedit.exe                                                          

-a---- 11/3/2021   3:57 PM         136192 splwow64.exe 
…

~$ ls c:\windows\

Creates and starts PSEXESCV
service that controls input and 
output streams of the 
executable’s process.

Program execution evidence for 
PSEXESVC service and remotely 
executed programs:

SRUM

…
Command line: -f C:\Windows\Prefetch\SUSPICIOUS.EXE-64002D45.pf
…
Created on: 2021-11-28 15:34:09
Modified on: 2021-11-28 15:46:21
Last accessed on: 2021-11-29 14:59:16

Executable name: SUSPICIOUS.EXE
Hash: 64002D45
File size (bytes): 4.642
Version: Windows 10

Run count: 2
Last run: 2021-11-28 15:46:11
Other run times: 2021-11-28 15:33:59
…
0: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS
…
Files referenced: 10

00: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\NTDLL.DLL
01: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SUSPICIOUS.EXE
…

…
Command line: -f C:\Windows\Prefetch\PSEXESVC.EXE-7F956DAF.pf
…
Created on: 2021-11-28 14:47:56
Modified on: 2021-11-28 14:47:56
Last accessed on: 2021-11-29 14:59:46

Executable name: PSEXESVC.EXE
Hash: 7F956DAF
File size (bytes): 18.842
Version: Windows 10

Run count: 1
Last run: 2021-11-28 14:47:45
…
5: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS
…
00: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\SYSTEM32\NTDLL.DLL
01: \VOLUME{01d7d109adab1526-86adbfce}\WINDOWS\PSEXESVC.EXE

prefetch
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Everything can be forged!

Don‘t rely on a single artifact!

Check for consistency!

Do your own experiments!

Validate findings of others!
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SANS provides a good
starting point for

Posters

https://www.sans.org/security-resources/posters/

Cheat Sheets

https://www.sans.org/blog/the-ultimate-list-of-sans-cheat-sheets/
https://digital-forensics.sans.org/community/cheat-sheets/



~/df/

Any Questions?

115

06-artifacts/


