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File Carving

What if we cannot use the
file system to obtain
artifacts?
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— overwritten file system
metadata

— damaged file system

— untrustworthy file system
— wiped file system

— no file system

alex norris
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Use
file format information
instead of
file system information

to recover files.
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File Carving

000:

010:

02e:
030:
040:

050:
960:

ege:

090:
0AQ:
0BO:
eCo:
eDo:
OEO:
OFo:
100:
110:
120:
130:
140:
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SEGMENTS FIELDS VALUES
START OF |MA6E marker FFD8
marker/length FFE@/16
identifier JFIF\@
APPLICATIONO ~ version S
(DEFAULT HEADER) demsity 1
thumbnail oxe
DEFIE markerflength FFDB/&7
destination @ (luminance
0 1 2 3 4 5 6 7 8 9 A B c D E F QUAHTIZAT‘OH TABLE table (8x8) {1% (leex quzJality)
FF D8|FF E@ 00 10 .J .F .I .F 00 01 01 01 00 48 QUANTIZTEN TABLE  destination 1 (chrantnance)
00 48 00 99|FF DB 00 43 00 e1 o1 o1 o1 o1 01 el table (8x8) {1 (eo% quatity)
1 ©1 01 el1 V1 ©1 01 e1 ©1 el o1 1 o1 o1 marker/length FFC@/17
91 @1 o1 @1 @1 61 01 e1 81 1 o1 61 o1 o1 precison 5
91 @1 ©1 @1 © 1 ©1 01 e1 ©1 01 o1 V1 o1 o1 samples/line 6
o1 o1 e1 e1 e1 o1 e1 e1 o1 |FF DB 00 43 01 START OF FRAE O factor table 1131 8 (Lua¥)
1 @1 e1 ©1 ©1 61 ©1 1 ©1 ©1 o1 61 o1 o1 Id factor table 2 2x2 1 (ChromCh!
@1 ©1 01 e1 © 1 ©1 ©1 el el el o1 81 o1 el 1d factor table 3 2x2 1 (ChromCr,
1 @1 el o1 o1 e1 o1 e1 81 e1 o1 o1 o1 o1 —— p—r——ryyTY
1 @1 o1 ©e1 o1 el o1 e1 81 o1 o1 o1 o1 o1 CERE :
00 11 08 00 02 00 06 03 01 22 00 62 11 01 63 1 HUFFMAN TABLE " code of 1 bit oo
01| FF C4 00 15 00 01 01 00 00 0O OO 00 6O @@ GO  — marker/length FFca/2s
00 00 00 06 00 PO 0O 09 |FF C4 00 19 10 01 00 0©2 HUFFM;’E\FIETTABLE destination b; v
B3 00 00 00 00 OO 0O PO 0O 00 0O PO 0O PO O6 08 2 Code of 3 s O
38 88 B6|FF C4 00 15 01 01 ©1 00 60 00 00 00 00 _ narker/ength Frea/a1
00 OO0 00 00 0O PO 0O PO O7 BA |FF C4 00 1C 11 o0 \HUFFMAN TABLE cestination  * .
91 03 65 00 00 PO 0O PO OO PO 0O PO 00 PO PO 08 ! ““’j of 2 bits "‘”:
markerflength FFC4/28
00 07 B8 09 38 39 76 78 [FF DA @0 6C 03 01 00 02 - s
11 ©3 11 00 3F 00:86 F7 E7 HUFFMAN TABLE 1 code of 2 bits o3
14 F7 41 DC 5A 8E FB 31 19 ._S\E‘j"_jlj;jh"iffujjljs SEE
7B DB 066 84 AOQ 75 17|FF D9 e ¢, Ac table
START OF SCAN e
3/ 1, 1
spectral select. @..63
.................. successive approx. @@
ANGE ALBERTINI: MAGE DATA  siiricimen:
ENTROPY-COOED SEGMENT 2AF45C817BDBO6BAABTS17

OMOoN

http://pics.corkami.com

END OF IMAGE

marker FFD9
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File Carving

SEGMENTS FIELDS VALUES
START OF IMAGE ~ marker

marker/length FFE@/16

identifier JFIF\@
APPLICATIONO ~ version S
{DEFAULT HEADER) density T9m7a

thumbnail oxe

marker/length FFDB/67

DEFRE .
QUAHTIZA'“OH TABLE destination @ (luminance)

3 4 5 6 7 8 9 A B C D E F table (8x8) {1} (lee% quality)
marker/length FFDB/67
aaa F - I F ee 61 01 91 ee 48 DEFVE destination 1 {chrominance)
010: 3 00 43 00 o1 o1 01 01 01 01 o1 CUANTIZATION TABLE. apme coxe) 1) casor uaniey)
020: e1 ©e1 el1 el 1 el1 el el el "‘f{'“‘“‘“flmﬁth FFce/17
@3e: @1 01 @1 o1 o1 01 o1 1 ol precision 8
040: o1 01 el 01 o1 01 01 el o1 START OF FRAME samples/line 6
t 3
950 e1 el |FF DB ee 43 el o1 o1 (G'IHSOFZZt;r table 1 1x1 @ (LumY)
060: e1 1 ©1 01 01 1 ©1 ©e1 e1 o1 1d factor table 2 2x2 1 (ChromCh)
e7e e1 21 p1 ©1 1 o1 p1 ©1 01 e1 Id factor table 3 2x2 1 (ChromCr

80!

e1 : \ e1 g1 o1 P91 o1 g1 ©1 e1 21 marker/length FFC4/21
= Ce CERTE destination 2]
Start and of file markers /HUFF”A” TABLE eode o 1 bat o0

vo—vo—vou—uo- 00 / marker/length FFC4/25

DU . UJ-I TT wrr OO LJ L*J UL UL OO OUOw
00 oc 09 |FF c4 oo 19 10 1 ee o2 e destination ¢
HUFFMAN TABLE 1 code of 1 bit oe
Neader gy g 00 |00 00 00 00 00 00 06 08 : code of 3 bits oc 03
OE@: 38 88 B6|FF C4 00 15 01|01 01 00 00 00 00 00 00 T ————y

OFQ: 00 00 00 00 00 00 00 00 |07 OA [FF C4 00 1C 11 00 \HUFFMKHJ‘TTABLE destination 1

100: 91 03 OS5 00 PO PO 0O OO |0O PO 0O PO 0O PO PO 0S8 1 code of 2 bits oA
110: 00 07 B8 09 38 39 76 78|FF DA 00 OC 03 01 00 02

120: 11 03 11 00 3F 00 :86 F7|E7 1D A9 16 CA
130: 14 F7 41 DC 5A 8E FB % 26 5D C4 2A

140: 7B DB 06 84 A@ 75 1 1@
() _® ANGE ALBERTINI:
http://pics.corkami.com

marker/length FFC4/28

destination 1

HUFFM}D&?‘T TABLE 1 code of 2 bits @8

3 code of 3 bits @@ @7 B8
5 code of 4 bits @5 38 39 76 78

marker/length FFDA/12
components 3
selector / DC, AC table
START OF SCAN A

2/ 1, 1

3/ 01, 1
spectral select. 0..63
successive approx. 0@

IMAGE DATA  &ioisaseresi:oesnca

ENTROPY-CODED SEGMENT 2AFA5C817BDEO6BAARTS17

END OF IMAGE  sereer Fros
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SEGMENTS
START OF IMAGE

FIELDS VALUES

marker FFD8

marker/length FFE@/16

identifier JFIF\@
version 1.1
units 1 (dpi)
density 72x72
thumbnail oxe

markerflength FFDB/&7
destination @ (luminance)
table (8x8) {1} (1ee% quality)

marker/length FFDB/67
destination 1 {chrominance)

table (8x8) {1} (1eeX quality)

=

marker/length FFC@/17
precision 8

line Nb 2
samples/line 6
components 3

Id factor table 1 i1x1 @ (LumY)
Id factor table 2 2x2 1 (ChromCb
Id factor table 3 2x2 1 (ChromCr

marker/length FFC4/21

destination e
1 code of 1 bit @@
1 code of 2 bits @9

APPLICATIONO
(DEFAULT HEADER)
ANTIZATION TAB
o 1 QUANTI | LE
000: FF DX AL QUANTIZATION TABLE
910: 00 43 00 00 o1
. e1 o1 81 81 ee1 g1 61 g1 o1 81
Int | fil t t oL 61 o1 el o1 ol 4™ ol o1
niernal Tie structure |7 =~ o o o 919 3 START OF FRAME
P60: ©1 ©1 o1 01 o1 e1 o1 o1 Pl = * o1 P1
e7e: 01 81 81 e1 11 21 P21 e1 1 61 1 @61 21
@se: o1 o1 o1 e1 ol e1 o1 el ol o1 o1 o1 el PO TN
e99: 01 1 01 e1 o1 e1 1 01 P1 o1 1 o1 Pl | DEFIE
OAQ: 00 a2 00 02 00 06 03 01 22 00 02 1 : HUFFMAN TABLE
eBa:ee 15 00 01 01 Sa=lQ OO 0D 00 00 00 00
acaf 00 De=e? 00 00 00 00 1@. 19 10 01 0@ 02 HUFEMER T ABLE

marker/length FFC4/25

destination 8

1 code of 1 bit @@

2 code of 3 bits @6 @3

3 code of 4 bits 38 88 B6

@D0: 03 00 00 QA-AQ 00 00 00 VE=YY 00 00 00 00 06 O3
oco: 33 88 B(FF C4)p0 15 01 61 01 pa=aq 00 00 00 00 —
oFo: 60 00 00 We=ed 0o oo 0o o7 oA(FF C4 )6 1C 11 60 \HUFFMANTABLE

marker/length FFC4/21

destination 1
1 code of 1 bit @7
1 code of 2 bits @A

100: 01 03 05 00 00 00 00 00 QA=AQ YT=¥Y 00 00 00 08
110: 60 07 B8 69 38 39 76 74(FF DA Y0 oC 03 01 00 02 _ n
120: 11 03 11 00 3F 00 86 F7 5 A9 16 CA HUFFMAN TABLE

marker/length FFC4/28

destination 1

1 code of 2 bits @8

3 code of 3 bits @@ @7 B8

5 code of 4 bits @5 38 39 76 78

130: 14 F7 41 DC 5A 8E FB 31 19 26 5D C4 2A
140: 7B DB 06 84 A9 75 17|FF D9

START OF SCAN

IMAGE DATA

ENTROPY-CODED SEGMENT

marker/length FFDA/12
components 3
selector / DC, AC table

1/ e, @

2/ 1, 1

3/ 01, 1
spectral select. 0..63
successive approx. 0@

86F7E71DAS16CAT736DE14
F741DC5ABEFB3119265DC4
2AFA5CB17BDBO6BAAGTS517

(T NGE ALBERTIN

END OF IMAGE

marker FFD9
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000:

010:

02e:
030:
040:

050:
960:

ege:

090:
0AQ:
0BO:
eCo:
eDo:
OEO:
OFo:
100:
110:
120:
130:
140:

O

File syntax

e 1 2 3 4 5 6 7 8 9 A B CD E F

FF

00
o1
o1
o1
o1

o1
o1
a1

o1
00

D8 |FF

48
o1
o1
o1
o1

o1
o1
o1

o1
11

EO

00
o1 o1
o1 o1
o1 e1
o1 e1

o1 e1
91 e1
01 e1

o1 o1
08

00

10

.J

.F

I

.F 00

01

01 01 00 48

DB
o1
o1
o1
o1

01
01
e1

o1
00

00
o1
o1
o1
o1

o1
21
o1

o1
06

43
o1
o1
o1

el
e1

e1

00

a1
21
21

21

01| FF

00
03
38
00
o1
00
11
14
7B

00
00
88
00
03
o7
03
F7
DB

C4
00
00

0
00
00

o1
00
00

Hochschule
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SEGMENTS
START OF IMAGE

FIELDS

marker

VALUES

FFD8

APPLICATIONO
(DEFAULT HEADER)

marker/length FFE@/16
identifier JFIF\@
version 1.1

1 (dpi)
72x72
thumbnail oxe

DEFIE
QUANTIZATION TABLE

FFDB/&7
@ (luminance)

{1} (1ee% quality)

marker/length
destination
table (8x8)

DEFIE
QUANTIZATION TABLE

FFDB/&7
1 (chrominance)

{1} (100% quality)

markerflength
destination

table (8x8)

START OF FRAME

marker/length
precision
line Nb 2
samples/line 6
components 3
Id factor table 1 i1x1 @ (LumY)
Id factor table 2 2x2 1 (ChromC
Id factor table 3 2x2 1 (ChromCrl

FFCo/17
8

HUFFMAN TABLE

marker/length FFC4/21

destination e
1 code of 1 bit @@
1 code of 2 bits @9

B6 |FF
00 00
05 00
B8 09
11 00
41 DC
06 84

00
00
00
39

00!

8E
75

15
00
00

FB

31

19

17|FF D9

OMOoN

ANGE ALBERTINI:

http://pics.corkami.com

HUFFMAN TABLE

marker/length FFC4/25

destination 8

1 code of 1 bit @@

2 code of 3 bits @6 @3

3 code of 4 bits 38 88 B6

HUFFMAN TABLE

marker/length FFC4/21

destination 1
1 code of 1 bit @7
1 code of 2 bits @A

HUFFMAN TABLE

marker/length FFC4/28

destination 1

1 code of 2 bits @8

3 code of 3 bits @@ @7 B8

5 code of 4 bits @5 38 39 76 78

N\CND OF MAGE

START OF SCAN

IMAGE DATA

ENTROPY-CODED SEGMENT

marker/length FFDA/12
components 3
selector / DC, AC table
1/ e, @
2/ 1, 1
3/ 01, 1
spectral select.
successive approx. 0@

@..63

86F7E71DAS16CAT736DE14
F741DC5ABEFB3119265DC4
2AFA5CB17BDBO6BAAGTS517

marker FFD9
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File Carving

SEGMENTS FIELDS VALUES
START OF IMAGE ~ marker

marker/length FFE@/16

identifier JFIF\@
APPLICATIONO ~ version S
{DEFAULT HEADER) density T9m7a

thumbnail oxe

marker/length FFDB/67

DEFRE .
QUAHTIZA'“OH TABLE destination @ (luminance)

table (8x8) {1} (1ee% quality)

e 1 2 3 4 5 6 7 8 9 A B CD E F

marker/length FFDB/67

DEFIE p ¢ chromi .
QUAHTIZAT‘OH TABLE estination 1 (chrominance)

table (8x8) {1} (1eeX quality)

marker/length FFC@/17
precision 8

line Nb 2

les/1i 6

START OF FRAME  ovonents™™ 5
Id factor table 1 i1x1 @ (LumY)

Id factor table 2 2x2 1 (ChromCb
Id factor table 3 2x2 1 (ChromCr

File characterisics

marker/length FFC4/21

HUFFMAN TABLE  “tipcier, o

1 code of 2 bits @9

marker/length FFC4/25

destination 8

HUFF["\X?{E TABLE 2 code of 1 bit o2

2 code of 3 bits @6 @3
3 code of 4 bits 38 88 B6

marker/length FFC4/21

HUFFMAN TABLE “*iipzcien, o o

1 code of 2 bits @A

marker/length FFC4/28

destination 1

HUFFM}D&?‘T TABLE 1 code of 2 bits @8

3 code of 3 bits @@ @7 B8
5 code of 4 bits @5 38 39 76 78

marker/length FFDA/12
components 3
selector / DC, AC table
START OF SCAN A

2/ 1, 1

3/ 01, 1
spectral select. 0..63
successive approx. 0@

IMAGE DATA  &ioisaseresi:oesnca

ENTROPY-CODED SEGMENT 2AFA5C817BDEO6BAARTS17

END OF IMAGE  sereer Fros

=

(T NGE ALBERTIN.
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File Carving

File content/semantics

NOT SURE IESEMANTICS

OR JUST:SYNTAN
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Internal file structure

Start and end of file markers

All of this
File characterisics - can be used
to carve files

File syntax

File content/semantics
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File Carving. Easy as 1...

Image of a storage device
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File Carving. Easy as 1, 2...

Identify a file (type)

L N
— /| NN

Image of a storage device
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File Carving. Easy as 1, 2, 3.

Image of a storage device
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FKIE

Internal file structure

Start and end of file markers

File characterisics All of this
can be used

File syntax — _
to carve files

File content/semantics
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HOD

geometry

~/df/@2-storage-forensics,/@l-acquisition

geometry

O.Hochschule
Bonn-Rhein-Sieg

Typical HDD sector sizes:
512 or 4k bytes

Typical SSD page sizes:
512, 2k, or 4k bytes

\

~ Fraunhofer

FKIE
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File Carving

FKIE

Internal file structure

Start and end of file markers

File characterisics All of this
can be used

File syntax — _
to carve files

File content/semantics
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FAT file system

Structure

Reserved Area FAT Area | Data Area
b —
Sector Cluster
(consists of multiple sectors)
B Reserved area contains file system specific information (e.g. ayout)

B FAT area contains the File Allacation Table(s)

B Data area contains the actual contents of data and directories as well as metadata

File-systens %5 Fraunhofer
e

NERNNNERNRNRENREREND | T

I_'_f
Sector Cluster

(consists of multiple sectors)

Adjustable Clustersize (e.g. 2048 bytes first and 1024 bytes afterwards)

_—
o Hochschule ~ Fraunhofer

Bonn-Rhein-Sieg

File system have

But sometimes they don't.

FKIE
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File Carving. Easy as 1...
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Image of a storage device
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File Carving. Easy as 1, 2...

Identify a file (type)

|

7

/;/

i

5

]
O@ Z Fraunhofer

Bonn-Rhein-Sieg EKIE

BN

N

Image of a storage device
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File Carving. Easy as 1, 2, 3.

Image of a storage device
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e

F||e Carving

SGUNTS = PR = VALLES
START CF MAGE
e e ok
SR =

If it's that easy, why do

v

-~ . —
1234567 89 ABCDEEF/ 7 mmEmE,
Dg|FF E@ 88 18 .1 _F I .F

L]
t FF 6 81 Bl 8188 48 r
- LATZATRN TR
L N . T 02 S5 00 DAFF DB B 43 20 M @ @1 moo e B /// .
File characterisics | PR omE a1 oo ai soo o M omioa3 momoaom | :
iE oMo omomoaomomom 1 / STAET OF FRAME
- D omowmomom om omom e |FF OB 89 43 61 m e -
el oonom1 e om0l mom o4l oE moeomomom E / =i
B R R TR -t
TR T R T T R
“ R W “ at wt [FFCA - -
-y UFFHAR TABLE

Bp: 21 '--LiDdlS @ ALElL PAPE CPEe PREP A BB )
;DO 00 00 B9 0B 00 02 00 [FF L1 op 19 10 01 @9 62 |
DP: B3 90 88 B2 DD 20 B2 B0 PO DY B0 80 BB 0P @5 PH
¢+ 38 BE BS|FF C4 @@ 15 @1 F"Ialﬁﬂﬁﬁﬂ.‘.ﬂﬂew

© BB B0 89 BY 0D B0 BE B8
Bl Bl 33 45 @8

FCa o 1C 11 08 | CUFFMAR TARLE

11 B8 @7 B8 B9 38 39 76 JE [FF DA 98 8C ¢ ] . .
o 1 11 @3 11 &3 3F @@ 86 F7 E7 10 AS 16 CA 77 38 D@ S UFFMAR TABLE »
14 FT 41 DC SA BE FB 31 19 26 50 C4 24 Fd4 5C 81 | "~

4p: T8 DE @& B84 AR 75 '.?I-'F D2 [, .
= o N STARTOF SOAN

o 5 NN
—— (0] ANGE ALBERTINI g\ s

http//pics corkamicom TN OF MAGE

f/@2-storage-forensics/file-carving o.::nd‘"_‘:‘"‘:::_gq %Fraunhofer
e

F| le Carving
Internal file structure

Start and end of file markers

File characterisics All of this
can be used

File syntax )
to carve files

File content/semantics

Storage device characteristics

")
E‘-C,-o

makeameme.o rg
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Searching for Signatures
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Searching for Signatures

o. Hochschule
Bonn-Rhein-Sieg

6

1 HD

Signatures can be: headers
/ internal

Headers typically start at the
beginning of a block.

But not always.

;

|

|— footers

Z Fraunhofer

FKIE
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Searching for Signatures

Now, that we have our signatures:

Let’s carve!l
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Header-to-Footer Carving
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Header-to-Footer Carving

FKIE
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Header-to-Footer Carving

FKIE
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Header-to-Footer Carving

FKIE
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Header-to-Footer Carving
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Header-to-Footer Carving

O

o 1 2 3 4 5 6 7
carl.png

b00ovRoO: 8950 4ed7/ 0dOa 1laba 0000 000d 4948 4452 PNG........
b0000010: 0000 Olc6 00RO 0256 0806 OO ©OC2 ec27 ....... V
b0000020: 700 00O 0173 5247 4200 aece 1ce9 0O ..... SRGB
bo0oeO30: 0004 6741 4d41l 0000 bl8f Obfc 6105 0000 .EAMA......
b000v040: 0009 7048 5973 0000 Bec2 VOO Pec2 0115 PHYS..........
b0000050: 284a 8000 0Off a549 4441 5478 5ecd fde7 (J..... IDATX"
boo3fc40: 876d 0928 331le baSb ©00ca 2a23 dé6c5 2348 .m.(3..[..*#..#H
bo03fc50: c444 bcf8 fccO afe9 2148 ffe5 97ff 0367 .D......!
boe3fc60: 21e2 a34c 530f 5500 0000 0049 A454e 44ae 1,.LS.U
boe3fc70: 4260 82 B .

Hochschule =
Bonn-Rhein-Sieg

CAAAARLLL!!!

~ Fraunhofer

FKIE
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Header-to-Footer Carving

carl.jpg

O

b0000e00 :
b0000010:
b0000020:
b0000030:
b0000040:
b0000o050:

b00231bo:
b0023fco:
b00231do:
b0023fe0:

f+d8
0025
2300
5600
2801
0doo

8116
4747
7bfb
off7

Tfeo
0000
0800
0000
0300
0000

e66f
cb95
be32
1048

0010
ffel
0000
1bo1l
0100
6600

fefb
11b4
3945
1710

4346
18a6
0600
0500
0000
0000

fcb5a
£7d3
24d6
91c4

4946
4578
1a01
0100
0300
3201

97f7
d120
e6bf
flle

0001
6966
0500
0000
0000
0200

d613
f25e
2ff9
99ff

0102
0000
0100
5e00
3101
1400

183
56a9
8aao
do

Hochschule =
Bonn-Rhein-Sieg

CAAAARLLL!!!

~ Fraunhofer

FKIE
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Header-to-Footer Carving

What if there is no footer?

..o.
That is, what if the file format
does not have a footer?

AP
l@l
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Header-Embedded-Length Carving

What if th BirMaP 7 Device INoepenoenT Bitmap mseassmg

JUBTYPE TYPE

signature
file size

FILE HEADER

IDENTIFY AS A BMP TYPE
8 456789ABCDEF'_," width 3
(Pee: .B .M 42 6@ @0 00 36 00 B8 GGE height 1
N 21 06 08 @2 @1 e 1E 62 00 @8 BITMAP HEADER nb plan 1
20: 60 60 BC 66 BB 66 bpp 24
3e: |BB @@ FF 0@ FF 90 FF 20 20 @0 compression guncompressed
40: 08 ee image size 12
—» 00 00 ff
MINL.BMP PIXEL DATA =1
[BLUE, GREEN, RED] VALUES
00 60 80 //padding
BY
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Header-Embedded-Length Carving
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Header-Embedded-Length Carving
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Header-Embedded-Length Carving

FKIE

parsed length bytes
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Header-Embedded-Length Carving

FKIE

parsed length bytes
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Header-Embedded-Length Carving

FKIE

parsed length bytes
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Header-Embedded-Length Carving

racoon.bmp

20000000 : 424d le3f 8802 0000 00O 8aPO PO 7cPQ BM.?.......... | .
20000010: 0000 970f PV 6502 00O 0100 2000 0300 ...... (S co
20000020: 0000 4c32 8802 e824 0000 e824 0000 0O ..L2...%...%....

a2883f00: 819 f8a8 938 f9c7 fa57 fae7 tb77 fco7 ..... 8...W...w..
a2883f10: fc98 fd29 fdba fedb fedc fféd ffff ce.).. Kooom..




~/df/02-storage-fo cs/file- . °°°°°°°°° _ =Z Fraunhofer
FKIE

eeeeeeee

Header Embedded -Length Carvmg

What if there is no length either?

3
R




~/df/02-storage-forensics/file-carving

_—
o Hochschule ~ Fraunhofer

Bonn-Rhein-Sieg EKIE

Header-Maximum-Size Carving

What if there is no

I@l

$ gunzip carved-01.gz

gzip: carved-01.gz: decompression OK, trailing garbage ignored

ONU GzP (o MGENSERIN G

$ gunzip -dcv hello.gz FIELDS VALUES
hello.gz: Hello World! signature @x1F @x8B
-38.5% method oxe8 (DEFLATE)
flag 0beoee10ee FNAME*
time 10/16/2014 7:41 PM
MEMBER eXtra FlLags exe4 (Fastest)
@ 1 2 3 4 5 6 7 8 9 A B CD E F 0s @x0B (NT)
©@8: 1F 8B 98 98 4A ©3 48 54 04 8B .h .e .1 .1 .o .. *filename "hello.txt\e"
18: .t .x .t @@ 61 8D @8 F2 FF .H .e .1 .1 .0 . .W last block 8beeeeoes |
20: .0 .r .1 .d .! @A DD DD 14 7D @D @0 @0 08 0beeeessol (raw)

DEFLATE |data 1ength 0x000D

!length OxFFF2

data "Hello World!\n"
CRC32 ©x7D14DDDD
size 8x0000006D

GNU GZIP WAS RELEASED IN1992. IT RELIES ON ZIP'S DEFLATE.
GZIP IS TYPICALLY USED FOR COMPRESSING A SINGLE TAR FILE.
UNLIKE MOST ARCHIVE FORMATS, THE ARCHIVED FILE NAME IS OPTIONAL.
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Header-Maximum-Size Carving

FKIE
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Header-Maximum-Size Carving

-

maximum size bytes




~/df/02-storage-forensics/file-carving o :2::5;::':-‘1 oy ~Z Fraunhofer
- I -

Header-Maximum-Size Carving

maximum size bytes

S
]
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File Carving

It could be all so simple...

_—
O@ e ~ Fraunhofer

Bonn-Rhein-Sieg FKIE

file 1,
fragment 1

46

file 1,
fragment 2

..but then there’s fragmentation.
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Fragmentation

0 1 2 3 4 5 6 7

FKIE

header 1

N
—
Q

©
©
Q

<
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Fragmentation

0 1 2 3 4 5 6 7

—
—
()]

©
©
(]

<
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Fragmentation

0 1 2 3 4 5 6 7

FKIE

header 1

N
—
Q

©
©
Q

<
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Fragmentation

0 1 2 3 4 5 6 7

FKIE

header 1
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Fragmentation

0 1 2 3 4 5 6 7

FKIE

header 1

N
—
Q

©
©
Q

<




FKIE

Z Fraunhofer

Hochschule
Bonn-Rhein-Sieg
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~/df/02-storage-forensics/file-carving

Fragmentation

Z Jopeay

| Japeay
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Z Fraunhofer

Hochschule
Bonn-Rhein-Sieg
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~/df/02-storage-forensics/file-carving

Fragmentation

Jopeay | 19peay
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Fragmentation

FKIE

Foremost
http://foremost.sourceforge.net

Scalpel

https://github.com/sleuthkit/scalpel [

PhotoRec r
https://www.cgsecurity.org/wiki/PhotoRec [ _____________________________ ! ]
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Bifragment Gap Carving

FKIE

6 7

|}

A
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Bifragment Gap Carving

FKIE
0 1 2 3

header

1%

Fast object validation

= Container structures
= Decompression
= Semanctics

= Manual
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Bifragment Gap Carving

FKIE

6 7

|}

gap
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Bn‘ragment Gap Carvmg
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gap =1

(
-
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Blfragment Gap Carvmg

N
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gap =2

€ XX
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File Carving. Mo’ Problems.

It could be all so simple...

fragment 2

...but then there’s fragmentation.
And embedded files.
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Interlude: Embedded Files

Z Fraunhofer

FKIE

What is a file? JPEG file with Exif data |

—

L thumbnail

| WANT,TO STOP
Pnufﬂ's'ol'mzmﬂ

tar archive }

embedded embedded embedded
file 1 file 2 file 3
| Zip archive

|
|
B“'— I Kn“ I embedded embedded embedded
& o : : file 1 file 2 '

file 3
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SyntaX'based CarV|ﬂg using the example of PNG

FKIE

chunk
) 2 ) K PNG file (simplified)
= | o
% % data <
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Syntax-based Carving

chunk

length

type

data

crc

length

type

data

crc

_—
O Hochschule ~ Fraunhofer

Bonn-Rhein-Sieg EKIE

PNG file (simplified)
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Syntax-based Carving

chunk

type

data

crc

length

type

data

crc

jump

_—
o Hochschule ~ Fraunhofer

Bonn-Rhein-Sieg EKIE

PNG file (simplified)
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Syn tax_ ba Sed C 3 rV| N g Bonn.Rhein-Sieg

FKIE

chunk
) 2 ) K PNG file (simplified)
S| o e y
2| e data 512 & data S
Q|+ Q|+
N A

jump — validate type signature
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Syn tax_ ba Sed C 3 rV| N g Bonn.Rhein-Sieg

FKIE

chunk
) 2 ) K PNG file (simplified)
£l o <.
S| = data S| 2| 2| data o
o | ¥ 5|2
N —

jump validate CRC
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Syn tax_ ba Sed C 3 rV| N g Bonn.Rhein-Sieg

FKIE

chunk
) 2 ) K PNG file (simplified)
5% e )
= | = data 52| & data .
o (¥ 5|2
: 4

jump again
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Syn tax_ ba Sed C 3 rV| N g Bonn.Rhein-Sieg

FKIE

fragmented chunk

\

fragmented PNG file
(simplified)
CIC) b 15t part data
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Syn tax_ ba Sed C 3 rV| N g Bonn.Rhein-Sieg

FKIE

fragmented chunk

\

| fragmented PNG file
(simplified)
% 8_ data, other
S = 15t part data
\ A

jump — validate type signature
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Syntax-based Carving

fragmented chunk

\

length

type

data,
15t part

other
data

_—
o Hochschule ~ Fraunhofer

Bonn-Rhein-Sieg EKIE

fragmented PNG file
(simplified)

How do we find the next fragment?

Use file format syntax and
storage device properties!



\
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Syn tax_ ba Sed C 3 rV| N g Bonn.Rhein-Sieg

How do we find the next fragment?

Fraunhofer

FKIE

fragmentid chunk File format syntax and storage device properties!

) 2 2 < |~
v | B | e @)
data S| 2| a data .
=
@
£
= E data,
- 1st part
g |- ’ o| £ | o
data (5| & | = | data |5
O (a8
Not a valid candidate because of -
. . > | =
chunk ordering constraints. data § & < | data g
QO o |




\
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Syntax-based Carving

How do we find the next fragment?
fragmented chunk

\

File format syntax and storage device properties!

) 2 2 S| o
data |5 | 2| & | data | S
O -+
<o -
5l a data,
S 2 15t part
S| o
data |5 | 2| &| data |3
O -+
L
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Syntax-based Carving

How do we find the next fragment?
fragmented chunk

\ File format syntax and storage device properties!
) 2 ? S| o
vl 5| a U
data |5 | 8 > data |5
U
- L—
e data,
= 2 15t part
S| o
vl 5| a v
data 5|2 = data |5
U
L
| length {

- B | storage devicelf

blocks
data in first block data in last block
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FKIE

Bonn-Rhein-Sieg

Syntax-based Carving

How do we find the next fragment?
fragmented chunk

\

File format syntax and storage device properties!

S| o
data |5 | 2| & | data | S
O -+
L
- !
5| 8 data, i
S| 2 1t part

\ J
I

offset % block size = A,

e | e -

)

!

A¢ = block size — (offset % block size)

Valid successor fragments: (chunk size - A, — A¢) % block size =0
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Syﬂ ta X - ba Sed C 3 rV| N g Bonn.Rhein-Sieg

Here are the details for those of you who long to
know each and every detail.

For the rest of us: the idea is more important!
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FKIE

Bonn-Rhein-Sieg

Syntax-based Carving

How do we find the next fragment?
fragmented chunk

\

File format syntax and storage device properties!

S| o
data |5 | 2| & | data | S
O -+
L
- !
5| 8 data, i
S| 2 1t part

Use bifragment gap carving or
similar strategies to generate
block combinations.
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FKIE

ZIP™ an archive walkthroug N ermcom 4

File formats T AGGED IMAGE FILE FORMAT}

FIELDS VALUES

can be ve ry PORTABLE NETWORK (GRAPHICS ANGE ALBERTINI g R il P

FlELDS VALUES FF 80 @8 00 F 00 @0 0@ FF
SIGHATURE signature \x83 PNG ' IMAGE DATA  eo (word alignment)
\rin Axda \n
/ - i — entries count 7
f size 0x6000000D tag TG 1
id THDR type count 35
val/offset
i ta To1 IvGELERGTH
HEADER @ =
w x08 val/offset 1
™ color x02R6E rias T aivsseRsipiE
compression exouDEFLATE typh Eauat JSHoRT 3
Filter 0x00 'MAGE FILE val/offset ex6c —s
/ interlace 2x08 tag g3 PREssIon HAT WAS CREATED BY PHLLI WALTER KATZ M 180
@123 4567 89 AEBCDEF,) type count JSHORT 4
R —— cReaz GX34B283E3 DIRECTORY val/offset 1 (none)
08: 89 .P N .G 8D @A 1a 0A[0@ 08 68 D .I .H .0 .R . A" tag 111 STRIFOFFSETS
10: 80 80 00 B1 0% 02 00 09 00 94 §2 83 ?;“ I;AT type count qlons
20: E3'00 66 60 15 .1 .D .A .T 08 1D 01 OA 08 F5 FF # valfoffset 8

38: 60 FF 60 @2 00 FF 09 B0 09 FF 0 B 02 FE E9 32 ZLIB window siie 00001008 tag

: method abaeeaiaaa EFLATE type count it
40: 61 ES'00 80 60 09 .I .E .N .D AE 42 60 82 DATA lewel / dict.  Bhp@e1itor val/offset 2 (RGB)
checksum @x081D % 31 = tae oy g
DEFLATE| last bleck abeseesea” VAL | :;T;Df?s‘:: H !
: block type @beeeepos1” Al \ next IFD

data length  GxBAGA

11ength AXFFFS DATA — bps 8 8,8
P\XELS[UM filter  axagNONE
FF @0 2@ 80 FF 60 88 @ FF
adler3? GxOEFBB2FE
CRC32 @XE9II2E61ES

size Bx80600086
END o E
CRC32 BXAEA26082
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Syn ta X - ba Sed C 3 rV| N g Bonn-Rhein-Sieg

What if there is (almost) no syntax?
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Content-based Carving

O Hochschule
Bonn-Rhein-Sieg

ref="other-file

N

.html">

| <img s

html>

|

rc="dfin.png" alf

="Qur Lo

goll>

Z Fraunhofer

FKIE
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Content-based Carving
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Content-based Carving
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Content-based Carving
(: 1

Trying a lot of [ T

candidates is
expensive!
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Search Space Reduction

% File system information:

O : :

~ allocated files, allocation patterns, ...
/

0 ;ﬂ@ Wiped/clean areas

v|viv Used blocks

Try to eliminate as
many blocks a possible!

mﬁﬂ@m Collation

Fragment growing
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Limitations

encryption

compression

fragmentation

slow

false pOSitiVES (aka garbage) -

D = R Ry B

no metadata }

84

_—
O@ e ~ Fraunhofer

Bonn-Rhein-Sieg FKIE

preprocessing “\_(v)_/-

use all available information
use separate carving phases

search space reduction

validation

internal metadata
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File Carving Got 99 Problems.

— Fragmentation with a lot of fragments
— Unfortunate fragmentation
— Fragments in arbitrary order
— Missings fragments

— No (fixed) block size
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File Carving

FKIE

Can help when you really need
all files (of a certain type).

Can be really time consuming.
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Record Carving

FKIE

When you don’t need the
whole file:

data carving or record carving.

Only restore relevant parts or entries of a file (type).

E. g. Exif data, email addresses, ...

— We'll have a look at bulk_extractor later on.
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Any Questions So Far?
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File Carving

Hachschule =
O® s F Fraunhofer

Syn tax~basedCa rving

Hachschule =
O@ s F Fraunhofer

Syntax-based Carving

. i
File formats [TAe6e0
can be very oo A vice HEA
omplex! HEADE - -
CRIgRE mm e What if there is (almost) no syntax?
And there are == o =
lots of ‘em! w -
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File Carving

File formats

Syn tax—basedCa rving

0. Hothschule
Bann-Rhain. sleg

i Fraunhofer
ot

[ TAs6ED
can be U‘ery E.fw-'-&au_'r;rwum ;:.:‘f: !““‘
complex! mm e
And there are [5555 o
lots of ‘em!

Syntax-based Carving

O. Haehschule
EBann-Rhain-Skeg

What if there is (almost) no syntax?

Trying a lot of
candidates is
expensive!

RN

Cc-)nfé'ht'-béséd Carving

B W i i

S

. -

i

1

|

(o] | i 2 Fraun hoff:

5 Fraunhofer
[

O

Hochschule
Bonn-Rhein-Sieg

Z Fraunhofer

FKIE
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File Carving

Hochschule
O®: s, H Fraunhofer

Syntax—based &Carving

~/df/@2-storage-forensics/file-carving O.:ﬂ?h':ﬁs.q %Fraunhofﬁ:
Syntax-based Carving

File formats |TA'56E|;

can be very TR ST S

| iR = . .

complex! . What if there is (almost) no syntax?

And there are |55 w20

lots of ‘em! W E

=
O@s o siog AFraunllof::

Content-based Carving

“esaer B4 Fil ing. Mo’ Problems.

et ]» e Carv
== j It could be all so simple...

Trying a lot of [ J'—T—

candidates is
expensive!

...but then there’s fragmentation.
And embedded files.
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File Carving

O® .., F Fraunhofer

Syntax-based Carving

O@Ldmwe.., HFraunhofer

Syntax-based Carving

File formats |TAGGEE

can be Very {;&mm'ismm'&:ﬂﬁﬁm

Comple’d y - wfdF 82 zt-cra.;e forensics/file-carving Q@ ot 22 Fraunhofer
And there are =1 File Carving Got 99 Problems.

lots of ‘em!

— Fragmentation with a lot of fragments

Content‘t — Unfortunate fragmentation

— Fragments in arbitrary order

Hachschule

E O® s 5Fraunmf::
.

—1 — Missing fragments

— No (fixed) block size

Trying a lof
candidates
expensive!

...but then there’s fragmentation.
And embedded files.

92
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Data Units and Disk Sectors

FKIE

B Modern file systems store files in data units of multiple disk sectors

Allocated data units aligned with disk sector boundaries

~/df/@2-storage-forensics/file-carving O@ e . T Fraunhof ~/df/@2-storage-Forensics/File-carving O@eesaue . FFraunhof
File Carving File Carving
FAT file system e H»DFJ [ =
T - File system have Typical sector sizes:
7FS bty fiSDh [ T
o - But sometimes they don't. m F— E Typical orpage sizes:
e NTFS: Clusters (4 KiB)

e Ext3: Blocks (1, 2, 4 KiB)
e Ext4: Blocks (4 KiB)
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Data Units and Disk Sectors

94

File Hash Values

_—
O@ e ~ Fraunhofer

Bonn-Rhein-Sieg

Clearly identifies image file!

21893 Bytes /

a87cab5123242111647b713630c8dcb97 (MD5)

FKIE
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Data Units and Disk Sectors

File Blocks
L ~—

g!

CAAAARLLL
m
O

% O

M Files can be viewed as
sequence of data units

With zero-padding!

21893 Bytes
a87cab5123242111647b713630c8dch97 (MD5)

95
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Data Units and Disk Sectors

File Blocks and Sector Boundaries

FKIE

B Data units are stored in
(multiple consecutive)
sectors

0 Data units aligned
on sector boundaries

| | J

96
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97

Data Units and Disk Sectors

Fragmentation

B Data units are stored in
(multiple consecutive)
sectors

_—
O@ e ~ Fraunhofer

Bonn-Rhein-Sieg

Bi-Fragmentation

FKIE
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Data Units and Disk Sectors

More Fragmentation

B Data units are stored in
(multiple consecutive)
sectors

Z Fraunhofer

FKIE

Multiple Fragments

98
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Data Units and Disk Sectors

File Block Hash Values

FKIE

L8 ~
B Hashing can be applied A = I
. ocC value
to each data unit CAAAARLLL
! 0 cfcd208495d565ef66e7dff9f98764da
i !
1 c4cad238a0b923820dcc509a6F75849b
2 c81e728d9d4c2f636f067f89ccl4862c
3 6d7fce9fee471194aa8b5b6e4726703
carl.jpg \
Clearly identifies the
0 file's data units!

)
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Hash-based Carving

Idea

\

N\

A

\

: ’\;l"\ |

\
!.

m
W o]

(1) Compute hash values of
fixed-size file blocks of

_—
o Hochschule ~ Fraunhofer

Bonn-Rhein-Sieg

(2) Compute sector hashes of
equal size on search media

0 1 2 3 4 5 6 7

FKIE

Uiy | target files
carl.jpg *
# 5 4 5 \\\‘“,///
Q (3) Search for matches
\I_/ between sector hashes and
; v file block hashes
Block Byte range MD5 value
0 0 - 4095 cfcd208495d565ef66e7dFFoFI8764da
1 4096 - 8191 c4ca4238a0b923820dcc509a6F75849b (4) Determine file fragments
2 8192- 12287 | c81e728d9d4c2f636F067F89cC14862C on search media & try to
3 12288 - 16384 6d7fce9feed71194aa8b5b6e47267f03 recover them'
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FKIE

(Non-)Distinct File Blocks

Distinct Blocks

m Some blocks are likely distinct for each file

Only part of
files directly
maps to
visible portion

Different files will have different Huffman encoded data

101
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(Non-)Distinct File Blocks

Non-Distinct Blocks

® Other blocks might occur in more than one file

Only part of
files directly
maps to
visible portion

EXIF and color tables are generated by camera and are
likely the same.

102
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Distinct Blocks

FKIE

Distinct file block:

file block which does not occur anywhere more than
once except in a copy of the original file

® In theory, hash-based carving lets us find file fragments
Fragmented files, files deleted and partially overwritten,...

Worst case: single file block

® Hash-based carving heavily relies on distinct file blocks
Distinct file block on search media strong evidence that file was present

Non-distinct blocks complicate file carving
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(Non-)Distinct File Blocks

Distinct Blocks

Distinct file block:

file block which does not occur anywhere more than
once except in a copy of the original file

How do we find
out if a file
block is
(universally)
distinct? ,

® In theory, hash-based carving lets us find file fragments
Fragmented files, files deleted and partially overwritten,...

Worst case: single file block

® Hash-based carving heavily relies on distinct file blocks
Distinct file block on search media strong evidence that file was present @ @

Non-distinct blocks complicate file carving
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(Non-)Distinct File Blocks

Block Frequencies

O

How do we find out if a file block is (universally) distinct?
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® Compare large file datasets (GOVDOCS, OpenMalware 2012, NSRL RDS) to find singleton, pair,

common blocks

Table 1. Incidence of singleton, paired, and common sectors
in three file corpora.

No. of blocks Govdocs OpenMalware 2012 2009 NSRLRDS
Block size: 512 bytes

Singleton 911.4M (98.93%) | 1,063.1 M (88.69%) N/A

Pair 71M  (77%) 755M (6.30%) N/A
Common 27M  (.29%) 60.0M (5.01%) N/A

Block size: 4 kibibytes

Singleton 117.2M (99.46%) 143.8 M (89.51%) | 567.0M (96.00%)
Pair 05M  (44%) 93M (5.79%) 164M (2.79%)
Common 0.1TM  (11%) 76 M (4.71%) 77M  (1.21%)

[Young, Foster, Garfinkel, Fairbanks. Distinct Sector Hashes for Target File Detection, 2012]
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Block Frequencies
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How do we know if a file block is (universally) distinct?

® Compare large file datasets (GOVDOCS, OpenMalware 2012, NSRL RDS) to find singleton, pair,
common blocks

Table 1. Incidence of singleton, paired, and common sectors
in three file corpora.

All kinds of user- No. of blocks Govdocs OpenMalware 2012 2009 NSRL RDS
generated content

Block size: 512 bytes

e Photos Singleton 911.4M (98.93%) | 1,063.1 M (88.69%) N/A
. Pair 1M (.77%) 75.5M (6.30%) N/A
e Videos
Common 27 M (.29%) 60.0M (5.01%) N/A
Block size: 4 kibibytes

= = Singlet 117.2 M (99.46% 143.8 M (89.51% 567.0M (96.00%
Usually hlgh in ingleton ( ) ( ) ( )
Pai 0.5 M 44%, a3M (5.79% 164 M 2.79%
entropy air (:44%) ( ) ( )
Common 01 M (.11%5) 76 M (4.71%) 1M (1.21%)

[Young, Foster, Garfinkel, Fairbanks. Distinct Sector Hashes for Target File Detection, 2012]
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(Non-)Distinct File Blocks

Block Frequencies
How do we know if a file block is (universally) distinct?

® Compare large file datasets (GOVDOCS, OpenMalware 2012, NSRL RDS) to find singleton, pair,
common blocks

Table 1. Incidence of singleton, paired, and common sectors
in three file corpora.

) Blocks with repeating byte
All kinds of user- No. of blocks Govdocs OpenMalware 2012 2009 NSRL RDS P g by
ted tent patterns
generatea conten Block size: 512 bytes b
e Photos Singleton 911.4M (98.93%) | 1,063.1 M (88.69%) N/A * NUL- ytes (OXOO)
. Videos Pair 7AM  (77%) 755M  (6.30%) N/A * Internal data structures
Common 27M  (29%) 60.0M (5.01%) N/A (EXIF, Microsoft SAT,...)
Block size: 4 kibibytes
UsuaIIy high in Slr'lugleton 117.2M (99.46%) 143.8M (89.51%) | 567.0M (96.00%) Usually low in
entropy Pair 05M  (44%) 93M (5.79%) 164M (2.79%) entropy
Common 01M  (11%) 76 M (4.71%) 71M  (1.21%)

[Young, Foster, Garfinkel, Fairbanks. Distinct Sector Hashes for Target File Detection, 2012]
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(Non-)Distinct File Blocks

4-byte Ramp Pattern

8102
8502
8202
8d02

0000
0000
0000
0000

g2l
8602
8al?z
8el2

0000
0000
0000
0000

8802
8702
8b02
8f02

0000
0000
0000
0000

8402
8802
Sielia
9002

0000
0000
0000
0000

Hochschule =
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64 bytes from exemplary .xIs-file shows the “ramp” structure of the Microsoft Compound Document File Allocation Table.

[Garfinkel, McCarrin. Hash-based carving: Searching media for complete files and file fragments with sector hashing and hashdb, 2015.]

® Incrementing 4-byte integers in File Allocation Tables (FATs) of the Microsoft Compound Document

Format

® Low chance of match between any specific MS Office files...

... but high chance of matches between large sets of office files
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Identify Common Blocks
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m Determining if blocks are universally distinct is difficult...

Even though blocks are locally distinct in large database, chance matches to other files on search
media occur

The larger the database, the more common blocks we discover

M Legitimate reasons for the same block appearing multiple times

E.g. different versions of the same video (extended and normal)

More reasonable: Identify common blocks using
frequency and byte patterns
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Carving Process
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-

Identify target files on search media via hash matches between
sector hashes and fixed-size file block hashes

r

\_

Create database
of file block hash
values from target
files

~

-

J

Database Building

Hash search
media sectors and
search hash
database for
matches.

~

Tools:

* hashdb — High-speed hash database (100k lookups/s)

Media Scanning

4 _ )
Determine target

files likely to be
present on search
media

\ J

Candidate Selection

\

For each
candidate:
Determine runs of
matching blocks

J

Target Assembly

* bulk_extractor — Open source tool for media scanning (Optional)

~ Fraunhofer

FKIE
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B Compute hash values of each 4 KiB target file block and store values in hashdb database

~$ bulk extractor -E hashdb -S hasdb _mode=import -o targets.hdb carl.jpg

File offset o, Hash-value h; -> (Source file, file offset o;)
— I 4 KiB
L 3
o P [ Key Value
w_;im 0 l ho (carl.jpg, 0g) > @
carl.jpg hy (carl.jpg, o01) Key-value store
targets.hdb
Most file systems organise Note: Internally hashdb uses file ids to identify files. We

are using the file name just for demonstration purposes.

in 4 KiB blocks or larger Hash value h,
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Database Building

Example

racoon.jpg

112

O
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Database Building

Example

=

12470fed406d44017d96eab37dd65fc14 (1, carl.jpg, ©)

racoon.jpg
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Database Building

Example

=

12470fe406d44017d96eab37dd65fc14 (1, carl.jpg, 9)
e5a93371cfc7eab4a88221dd1lf6cla3c (1, carl.jpg, 4096)

racoon.jpg
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=

12470fe406d44017d96eab37dd65fc14 (1, carl.jpg, 9)
e5a93371cfc7eab4a88221dd1f6cla3c (1, carl.jpg, 4096)
c7698f7bae9378423a34e46a25852e6a (1, carl.jpg, 8192)

racoon.jpg

115
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Database Building

Example

=

12470fed406d44017d96eab37dd65fc14 (1, carl.jpg, ©)
e5a93371cfc7eab4a88221dd1f6cla3c (1, carl.jpg, 4096)
c7698f7bae9378423a34e46a25852e6a (1, carl.jpg, 8192)
fed73beb2ed647c4f5ebcaf550146b91 (2, racoon.jpg, 0)
e5a93371cfc7eab4a88221dd1f6cla3c (2, racoon.jpg, 4096)

racoon.jpg

116
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Sector Size and Alignment Issues

B Hash 4 KiB blocks of search media sectors and search hash database for matches
B Sector hashes need to be aligned with file block hashes

® True if hashed sectors aligned with fs allocation blocks

In case of 4 KiB sector size:

Automatically aligned
File blocks
y

Disk sectors

1024 1025 1026

117
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Sector Size and Alignment Issues

B Hash 4 KiB blocks of search media sectors and search hash database for matches

B Sector hashes need to be aligned with file block hashes

True if hashed sectors aligned with fs allocation blocks

Bl

File blocks

Disk sectors

| :
<
.

1

[

1024

1032

1040

1047

In case of 512 bytes sector size:
Not necessarily aligned

FKIE
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Sector Size and Alignment Issues

B Hash 4 KiB blocks of search media sectors and search hash database for matches

B Sector hashes need to be aligned with file block hashes

True if hashed sectors aligned with fs allocation blocks

ol

File blocks

Disk sectors

| :
v
PN

1024

1032

1040

1047

In case of 512 bytes sector size:
Not necessarily aligned

FKIE
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Sector Size and Alignment Issues

FKIE

B Hash 4 KiB blocks of search media sectors and search hash database for matches
B Sector hashes need to be aligned with file block hashes

True if hashed sectors aligned with fs allocation blocks

File blocks I ll l

Aligned with file
system start

In case of 512 bytes sector size:
Not necessarily aligned

' 2 3 !
Y Align sector hashes
\T/ with file system start
+

But what if file system

~ starting point is unknown or
Disk sectors untrustworthy?

1024 1032 1040 1047
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Sector Size and Alignment Issues

B In case of 512 byte sectors: Use 4 KiB sliding window for sector hashes, moving 1 sector at a time

Disk sectors

1024

1032

1040

1047

Sliding window accounts for

]

4

different file system offsets

Same file system offset >

1024(mod 8) = ©

1027(mod 8) = 3

Same sector number (mod 8)

Result: 8 distinct sets of sector hashes

] 1031(mod 8) = 7
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M Hash disk sectors of search media with 4 KiB sliding window and search file block hash database for
matches

~$ bulk extractor -S hashdb_mode=scan -S hashdb_scan_path_or socket=targets.hdb -E hashdb
-0 identified blocks.txt suspect drive image.EO1

4 Image file offset )

0;

- D00~ W ot e coumr—> [

Search media e identified_blocks
disk image 16 MiB disk image — Ext

pages Hash value h;
=

Key-value store
targets.hdb
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Media Scanning .

12470fe406d44017d96eab37dd65fc14 (1, carl.jpg, ©)
e5a93371cfc7eab4a88221dd1f6cla3c (1, carl.jpg, 4096)
c7698f7bae9378423a34e46a25852e6a (1, carl.jpg, 8192)
fed73beb2ed647c4f5ebcaf550146b91 (2, racoon.jpg, 0)
e5a93371cfc7eab4a88221dd1lf6cla3c (2, racoon.jpg, 4096)

Search media | *
image ,

1024 1032 1040 1048 1056 1064 1072 1080 1088
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Media Scanning

Example Continued

Search media
image

12470fe406d44017d96eab37dd65fc14

e5a93371cfc7eab4a88221dd1f6cla3c
c7698f7bae9378423a34e46a25852e6a
fed73beb2ed647c4f5ebcaf550146b91
e5a93371cfc7eab4a88221dd1f6cla3c

(1,
(1,
(1,
(2,
(2,

O Hochschule
Bonn-Rhein-Sieg

=

carl.jpg, 9)
carl.jpg, 4096)
carl.jpg, 8192)
racoon.jpg, 0)
racoon.jpg, 4096)

1024

1032 1040 1048 1056

1064

1072 1080 1088

1032 12470fe406d44017d96eab37dd65fc14 count: 1

—

~ Fraunhofer

FKIE
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Media Scanning

Example Continued

Search media
image

12470fe406d44017d96eab37dd65fc14 (1,

[e5a93371cfc7eab4a88221dd1f6cia3c] (1,

c7698f7bae9378423a34e46a25852e6a (1,
fed73beb2ed647c4f5ebcaf550146b91 (2,
e5a93371cfc7eab4a88221dd1f6cla3c (2,

O Hochschule
Bonn-Rhein-Sieg

=

carl.jpg, 9)
carl.jpg, 4096)
carl.jpg, 8192)
racoon.jpg, 0)
racoon.jpg, 4096)

1024

I

1032

1040

1048

1056

1064

1072 1080 1088

1032 12470fe406d44017d96eab37dd65fc14 count: 1
1040 e5a93371cfc7eab4a88221ddlf6cla3c count: 1

—

~ Fraunhofer

FKIE
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Media Scanning

Example Continued

Search media
image

12470fe406d44017d96eab37dd65fcl4
e5a93371cfc7eab4a88221dd1f6cla3c

c7698f7bae9378423a34e46a25852¢e6a

fed73beb2ed647c4f5ebcaf550146b91
e5a93371cfc7eab4a88221dd1f6cla3c

(1,
(1,
(1,
(2,
(2,

O Hochschule
Bonn-Rhein-Sieg

=

carl.jpg, 9)
carl.jpg, 4096)
carl.jpg, 8192)
racoon.jpg, 0)
racoon.jpg, 4096)

I ]

1024

1032 1040 1048 1056

1064

1072 1080 1088

1032 12470fe406d44017d96eab37dd65fc14 count: 1
1040 e5a93371cfc7eab4a88221ddlf6cla3c count: 1
1056 c7698f7bae9378423a34e46a25852e6a count: 1

\

Z Fraunhofer

FKIE
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Media Scanning .

12470fe406d44017d96eab37dd65fc14 (1, carl.jpg, ©)
e5a93371cfc7eab4a88221dd1f6cla3c (1, carl.jpg, 4096)
c7698f7bae9378423a34e46a25852e6a (1, carl.jpg, 8192)
fed73beb2ed647c4f5ebcaf550146b91 (2, racoon.jpg, 0)
e5a93371cfc7eab4a88221dd1lf6cla3c| (2, racoon.jpg, 4096)

f[r—
Search media | |
image
1024 1032 1040 1048 1056 1064 1072 1080 1088

1032 12470fe406d44017d96eab37dd65fc14 count:
1040 e5a93371cfc7eab4a88221ddlf6cla3c count:
1056 c7698f7bae9378423a34e46a25852e6a count:
1080 e5a93371cfc7eab4a88221dd1f6cla3c count:

R R R R
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Candidate Selection

Probative Blocks
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®m Identify candidate files likely to be present on search media

Remember: Common blocks make file reassembly harder

Assumption: File was present if we find a single
distinct block

M Some blocks are locally distinct in target dataset, but are built from common structures

Incrementing binary numbers (Microsoft FAT), Whitespaces, ...

M Canidiate selection requires to filter-out non-probative blocks

Evaluate /locally distinct blocks if they provide byte patterns and common structures
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Testing for Probative Blocks

Ramp Test

M Filter-out blocks with incrementing 4-byte binary numbers

8102
8502
8902
8d02

0000
0000
0000
0000

g2
8602
8al2
8el2

0000
0000
0000
0000

8302
8702
8b02
8f02

0000
0000
0000
0000

8402
8802
SEl2
9002

0000
0000
0000
0000

64 bytes from exemplary .xlIs-file shows the “ramp”

Hochschule =

: € . Z Fraunhofer
onn-Rhein-Sieg

FKIE

structure of the Microsoft Compound Document File Allocation Table.

[Garfinkel, McCarrin. Hash-based carving: Searching media for complete files and file fragments with sector hashing and hashdb, 2015.]

B Microsoft Compound Document File Allocation Tables (FATS)

High chance of collision within few thousand MS Office files

pattern

True if 50% of the file block bytes match the ramp
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Testing for Probative Blocks

Whitespace Test

®m Blank lines of 100 spaces, terminated by newline character

0000000
0000010:
0000020:
0000030:
0000040:
0000050:
0000060
0000070:
0000080:
0000090

2020
2020
2020
2020
2020
2020
2020
2020
200a
2020

2020
2020
2020
2020
2020
2020
2020
2020
2020
2020

2020
2020
2020
2020
2020
2020
2020
2020
2020
2020

2020
2020
2020
2020
2020
2020
2020
2020
2020
2020

2020
2020
2020
2020
2020
2020
2020
2020
2020
2020

2020
2020
2020
2020
2020
2020
2020
2020
2020
2020

2020
0a20
2020
2020
2020
2020
2020
2020
2020
2020

2020
2020
2020
2020
2020
2020
2020
2020
2020
2020

XMP section of a JPEG file containing whitespaces used for padding.

O

Hochschule
Bonn-Rhein-Sieg

Z Fraunhofer

FKIE

[Garfinkel, McCarrin. Hash-based carving: Searching media for complete files and file fragments with sector hashing and hashdb, 2015.]

B Commonly found in XMP sections of JPEG files produced with Adobe Photoshop

True if 75% of the file block bytes contain whitespaces
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Testing for Probative Blocks

Histogram Test

FKIE

M Blocks with repeating or alternating 4-byte values

0000 6400 0000 O1ff ffff S9c00 0000 0100
0000 6400 0000 0O1ff ffff Sc00 0000 0200
0000 0000 0OOOO0 0100 0000 ©400 0000 O1ff
ffff 9¢c00 0000 0100 0000 6400 0000 O1ff
ffff 9c00 0000 0100 0000 ©400 0000 O1ff
ffff 9c00 0000 0100 0000 0400 0000 O1ff
ffff 9c00 0000 0100 0000 ©400 0000 O1ff
ffff 9¢c00 0000 0100 0000 6400 0000 O1ff

Repeating byte pattern found in a QuickTime file and a Powerpoint file.

[Garfinkel, McCarrin. Hash-based carving: Searching media for complete files and file fragments with sector hashing and hashdb, 2015.]

B Compute histogram of 1024 4-byte integers in 4 KiB file blocks

True if any 4-gram takes more than 25% of the block
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Candidate Selection

B |dentify candidate files likely to be present on search media
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~$ hashdb explain_ identified blocks identified blocks.txt > identified blocks explained.txt

—>

Deduplicate
observed Que_:ry _target
file info
sector hashes

—

identified

file off ., file fid;
blocks.txt lle offset o;, file fid; ,

file metadata

@ Key-value store
targets.hdb

7

For each block hash entry H:

If not (ramp_test(H) or
whitespace_test(H) or

histogram test(H)):

J

fid;
>

Hash value h;,
[ (file offset o;;, file fid;

jor

\

Z Fraunhofer

FKIE

Candidate

files

file metadata), ... ]

identified blocks explained.
txt
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Candidate Selection

Example Continued

1032 12470fe406d44017d96eab37dd65fc14 count:
1040 e5a93371cfc7eab4a88221ddlf6cla3c count:
1056 c7698f7bae9378423a34e46a25852e6a count:
1080 e5a93371cfc7eab4a88221ddlf6cla3c count:

12470fe406d44017d96eab37dd65fcl4
e5a93371cfc7eab4a88221ddlf6cla3c
c7698f7bae9378423a34e46a25852e6a
e5a93371cfc7eab4a88221dd1f6cla3c

R R R R

count:
count:
count:

count:

N =

12470fe406d44017d96eab37dd65fc14
e5a93371cfc7eab4a88221dd1f6cla3c
c7698f7bae9378423a34e46a25852¢e6a
fed73beb2ed647c4f5ebcat550146b91
e5a93371cfc7eab4a88221dd1f6cla3c

[(1, carl.jpg, 0, metadata)]

[(1, carl.jpg, 4096, metadata)]
[(1, carl.jpg, 8192, metadata)]
[(2, racoon.jpg, 4096, metadata)]

(1,
(1,
(1,
(2,
(2,

=
:ochschul_e _ % Fraunhofer
onn-Rhein-Sieg

FKIE

=

carl.jpg, 9)

carl.jpg, 4096)
carl.jpg, 8192)
racoon.jpg, 9)
racoon.jpg, 4096)
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Candidate Selection
Example Continuejl‘ g

caf‘l.jpg racoon.jpg
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Candidate Selection

Example Continued

12470fe406d44017d96eab37dd65fc14 count:
e5a93371cfc7eab4a88221dd1f6cla3c count:
Cc7698f7bae9378423a34e46a25852e6a count:
e5a93371cfc7eab4a88221dd1lf6cla3c count:

[(1, carl.jpg, ©, metadata)]

[(1, carl.jpg, 4096, metadata)]
[(1, carl.jpg, 8192, metadata)]
[(2, racoon.jpg, 4096, metadata)]

T N S Y

(1, carl.jpg, metadata)

(2, racoon.jpg, metadata) m
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Target Assembly
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B After candidate files have been selected...

(" )

For each candidate file:
Determine runs of
matching blocks

””” \ ).\\\\
,,,,,, Target Assembly Ttee Ll

= _ N - _ —
Report fraction of blocks Identify block runs on
associated with each :> disk corresponding to
candidate file present on logical runs of target

search media files
- Y, - Y,

HASH-SETS HASH-RUNS

-

7

\

Fraunhofer

FKIE
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HASH-SETS

FKIE

Hash value h;,

[ (target file fid;;, target file offset o;;, metadata), ... ]

jr

For each block hash entry H:

> For each target file fid;; that matched:
identified blocks
_explained.txt fidi;
If file fid;; in candidate_files: Compute fraction of discovered

. candidate files:
(fid;, score + 1, metadata) with m

, ) score / (metadata.filesize // 4096)
fldi == fldij

Ve
.

Candidate

files

(fid;, score, fraction)
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Example Continued

carl.jpg

138

\
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racoon.jpg

RAM

(1, carl.jpg, 3, metadata)
(2, racoon.jpg, 1, metadata)

l

(1, carl.jpg, 3, 1)
(2, racoon.jpg, 1, 0.5)
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HASH-RUNS

identified blocks
Ltxt

identified blocks

_explained.txt

O

(1, carl.jpg): {

12470fe406d44017d96eab37dd65fc14:
e5a93371cfc7eab4a88221dd1f6cla3c:
c7698f7bae9378423a34e46a25852¢e6a:

}s
(2, racoon.jpg): {

e5a93371cfc7eab4a88221dd1f6cla3c:

[ 1032,
[ 1040,
[ 1056,

[ 1080,

image

For each candidate file:
e Set of sector hashes associated with each file
e Block numbers where hash value appears in candidate files

e Disk block where each hash value was found on the disk

\

_—
Hochschule ~ Fraunhofer

Bonn-Rhein-Sieg

FKIE

ter}r 1,
{1} 1,
121}]

{1}]
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Example Continued
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carl.jpg racoon.jpg

1024 1032 1040 1048 1056 1064 1072 1080 1088

140



~/df/02-storage-forensics/file-carving o Hochschule ~Z Fraunhofer

HASH-RUNS

Block Runs

FKIE

® Merge sequential disk and file blocks into block runs

(1, carl.jpg): {
[ 132, { @ } ],
[ 1040, {1} ],
[ 1656, { 2 } ]

For each file: Merge consecutive entries
A, Bif

) e diskBlockB =diskBlockA + 8

(2, racoon.jpg): {
[ 1880, { 1 } ]

e fileBlocksB holds element which is 1
greater than fileBlocksA
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Example Continued

FKIE

racoon.jpg

1024 1032 1040 1048 1056 1064 1072 1080 1088
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HASH-RUNS

Merging Block Runs

® Combine block run elements

Merge block runs if

[ carl.jpg, 2, 1032, 0, 1 ] _

[ carl.ipg, 1, 1056, 2, 2 ] * Number of bytes in sector gap !oetwgen
runs matches number of bytes in logical

[ racoon.jpg, 1, 1080, 0, 0 ] blocks

« Sectors in gap contain only NULLs
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Example Continued

[ carl.jpg, 2, 1032, 0, 1 ]
[ carl.jpg, 1, 1056, 2, 2 ]
[ racoon.jpg, 1, 1080, 0, 0 ]

racoon.jpg

1024 1032 1040 1048 1056 1064 1072 1080 1088
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~/df/02-storage-forensics/file-carving

Matching Scenarios

Copies

M Copies of intact target files present on search media
“ File can be allocated, deleted, or in free space

I

1

1

I

1

I

1

1

1

1

]I!!f) 1iiIIIIIIIIIIIIIIIIIIIIIIIIIIIIII_ }
1029 1030 1031 1032

1025 1026 1027 1028

1024
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Matching Scenarios

Deleted and Partially Overwritten

FKIE

WM Deleted and partially overwritten files

@ Still some fragments left...

]

1024 1025 1026 1027 1028 1029 1030 1031 1032
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Matching Scenarios

Similar File Blocks

FKIE

M Files that are similar to target files

» Identification of blocks shared between two files

SIEIEIENENN
| NI o e I AR

1024 1025 1026 1027 1028 1029 1030 1031 1032

147



~/df/02-storage-forensics/file-carving o Hochschule ~Z Fraunhofer

Matching Scenarios

Embedded files

FKIE

M Target files embedded in carrying files

@ ...when the file is embedded on even sector boundary

1024 1032 1040
— Embedded file 1 | | Embedded file 2 —

I Zip archive I
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File Carving Got 99 Problems.

— Fragmentation with a lot of fragments
— Unfortunate fragmentation
— Fragments in arbitrary order
— Missing fragments

— No (fixed) block size
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File Carving Got 99 Problems.

— Fragmentation with a lot of fragments
— Unfortunate fragmentation
— Fragments in arbitrary order
— Missing fragments

— No (fixed) block size

alex norris
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Limitations

Fﬁ:l B Encryption
Single files or complete file system

FKIE

B Compression

B Depends on reference dataset
r@ If target file is not part of reference data, file cannot be reassembled

(or recognized)

@ H B Potentially slow

...depends on target media size and reference dataset size
Sector Sampling allows significant speed-up 6
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Any Questions?
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